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« CWE Entry 384 on Session Fixation
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[Insecure Direct Object References]
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« OWASP Top 10-2007 on Insecure Dir Object
References
* ESAPI Access Reference Map API

* ESAPI Access Control API (See isAuthorizedForData(),
isAuthorizedForFile(), isAuthorizedForFunction() )

For additional access control requirements, see the
ASVS requirements area for Access Control (V4).

G ESIPY
* CWE Entry 639 on Insecure Direct Object References

* CWE Entry 22 on Path Traversal (an example of a Direct
Object Reference attack)
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String query = "SELECT * FROM accts WHERE account = ?";

PreparedStatement pstmt =
connection.prepareStatement(query , ... );

pstmt.setString( 1, request.getParameter("acct"));

ResultSet results = pstmt.executeQuery( );
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[Security Misconfiguration]
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* OWASP Development Guide: Chapter on Configuration
* OWASP Code Review Guide: Chapter on Error Handling
* OWASP Testing Guide: Configuration Management
+ OWASP Testing Guide: Testing for Error Codes

* OWASP Top 10 2004 - Insecure Configuration Management

For additional requirements in this area, see the ASVS
requirements area for Security Configuration (V12).
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* PC Magazine Article on Web Server Hardening

« CWE Entry 2 on Environmental Security Flaws

» CIS Security Configuration Guides/Benchmarks
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ASVS req’'ts on Cryptography (V7), Data Protection (V9) :h.“-ﬂU‘

Communications Security (V10)

* OWASP Cryptographic Storage Cheat Sheet

* OWASP Password Storage Cheat Sheet

* OWASP Transport Layer Protection Cheat Sheet

* OWASP Testing Guide: Chapter on SSL/TLS Testing
14 A byl g

* CWE Entry 310 on Cryptographic Issues

* CWE Entry 312 on Cleartext Storage of Sensitive Information

* CWE Entry 319 on Cleartext Transmission of Sensitive Information

* CWE Entry 326 on Weak Encryption
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http://en.wikipedia.org/wiki/Scrypt
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* OWASP Top 10-2007 on Failure to Restrict URL
Access

* ESAPI Access Control API

* OWASP Development Guide: Chapter on Authorization
* OWASP Testing Guide: Testing for Path Traversal

* OWASP Article on Forced Browsing

For additional access control requirements, see the
ASVS requirements area for Access Control (V4).
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http://www.owasp.org/index.php/Command_Injection
https://www.owasp.org/index.php/Top_10_2007-Failure_to_Restrict_URL_Access
https://www.owasp.org/index.php/Top_10_2007-Failure_to_Restrict_URL_Access
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* OWASP CSREF Prevention Cheat Sheet

* OWASP CSRFGuard - CSRF Defense Tool

* ESAPI Project Home Page

* ESAPI HTTPUltilities Class with AntiCSRF Tokens
* OWASP Testing Guide: Chapter on CSRF Testing
* OWASP CSRFTester - CSRF Testing Tool
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https://www.owasp.org/index.php/CSRFTester
http://www.owasp.org/index.php/Command_Injection
https://www.owasp.org/index.php/CSRFGuard
https://www.owasp.org/index.php/Cross-Site_Request_Forgery_(CSRF)_Prevention_Cheat_Sheet
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* OWASP Dependency Check (for Java libraries)

« OWASP SafeNuGet (for .NET libraries thru NuGet)

* Good Component Practices Project

Lajid by,

* The Unfortunate Reality of Insecure Libraries

* Open Source Software Security

« Addressing Security Concerns in Open Source

Components

* MITRE Common Vulnerabilities and Exposures

* Example Mass Assignment Vulnerability that was fixed

in ActiveRecord, a Ruby on Rails GEM
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http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-3451
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-3451
http://www.infosecurity-magazine.com/view/30282/remote-code-vulnerability-in-spring-framework-for-java/
http://www.infosecurity-magazine.com/view/30282/remote-code-vulnerability-in-spring-framework-for-java/
http://cve.mitre.org/
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http://www.owasp.org/index.php/Command_Injection
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https://github.com/OWASP/SafeNuGet
https://github.com/OWASP/SafeNuGet
https://github.com/OWASP/SafeNuGet
https://github.com/OWASP/SafeNuGet
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http://en.wikipedia.org/wiki/Open_source_software_security
http://www.sonatype.com/content/download/1025/10060/file/sonatype_executive_security_brief_final.pdf
http://www.sonatype.com/content/download/1025/10060/file/sonatype_executive_security_brief_final.pdf
http://cve.mitre.org/
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http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2013-0277
http://mojo.codehaus.org/versions-maven-plugin/
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* OWASP Article on Open Redirects

* ESAPI SecurityWrapperResponse sendRedirect()
method

dad by,
* CWE Entry 601 on Open Redirects
* WASC Article on URL Redirector Abuse
» Goodgle blog article on the dangers of open redirects

* OWASP Top 10 for .NET article on Unvalidated
Redirects and Forwards
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* Clickjacking

+ Concurrency Flaws

* Denial of Service (Was 2004 Top 10 — Entry 2004-A9)

» Expression Language Injection (CWE-917)

« Information Leakage and Improper Error Handling (Was part of 2007 Top 10 — Entry 2007-A6)

» Insufficient Anti-automation (CWE-799)

* Insufficient Logging and Accountability (Related to 2007 Top 10 — Entry 2007-A6)

» Lack of Intrusion Detection and Response

* Malicious File Execution (Was 2007 Top 10 — Entry 2007-A3)

» Mass Assignment (CWE-915)

* User Privacy



https://www.owasp.org/index.php/Clickjacking
https://www.owasp.org/index.php/Testing_for_Race_Conditions_(OWASP-AT-010)
https://www.owasp.org/index.php/Application_Denial_of_Service
https://www.aspectsecurity.com/uploads/downloads/2011/09/ExpressionLanguageInjection.pdf
http://cwe.mitre.org/data/definitions/917.html
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http://en.wikipedia.org/wiki/Mass_assignment_vulnerability
http://cwe.mitre.org/data/definitions/915.html
http://cwe.mitre.org/data/definitions/915.html
http://cwe.mitre.org/data/definitions/915.html
https://www.owasp.org/index.php/Privacy_Violation
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@ OWASP

The Open Web Application Security Project

The Open Web Application Security Project (OWASP) is a worldwide free and open community focused
on improving the secunty of application software. Our mission is to make application securnty "visible,”

so that people and organizations can make informed decisions about application security nisks. Every-
one is free to participate in OWASP and all of our materials are available under a free and open software
license. The OWASP Foundation is a 501¢3 not-for-profit charitable organization that ensures the ongoing
availability and support for our work.




