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																							 	 	Agenda	

2013 OWASP CISO GUIDE  
•  Why we developed version 1 
•  Roadmap for  version 1 
•  Main Themes 

2013 OWASP CISO SURVEY 
•  What matters to CISO 
•  OWASP CISO Survey 2013-2014 

2018 OWASP CISO GUIDE VERSION 2 
•  Discussions at OWASP Summit in London 
•  Outcomes of Discussion 
•  Roadmap for development of vs 2 of GUIDE + survey 
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																							CISO	Guide	Version	1	(2013)		

OWASP CISO 
Guide authors, 
contributors and 
reviewers:  
•  Tobias Gondrom 
•  Eoin Keary 
•  Any Lewis 
•  Marco Morana 
•  Stephanie Tan 
•  Colin Watson 

 
•  OWASP CISO Guide: 

https://www.owasp.org/images/d/d6/Owasp-ciso-guide.pdf 
•  OWASP CISO Survey: 

https://www.surveymonkey.com/s/CISO2013Survey  
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Pen-Testing 
Team Manager: 
Can we include 
budget for security 
testing tools and 
training for security 
testers ? 

CISO: I need to 
make sure our 
apps comply with 
PCI-DSS and  
OWASP Top Ten. I 
am asking the 
business to 
budget a 
application 
security program 
and S-SDLC 	

Engineering 
Manager: can 
we budget for 
secure coding 
training and 
security tools for 
S/W developers 
as well?	

Business	
Manager:	Can 
you justify this 
budget from risk 
management 
perspective ? How 
this program help 
reduce risks of 
security breaches 
we had in the past? 

Why	We	Developed	the	CISO	Guide	Version	1	(2013)		
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STEP	1:	Discuss	
OWASP	Applica7on	
Security	Guide	Goals	&	
Ques7ons	for	Survey	

STEP	2:	Enroll	CISOs	to	
par7cipate	to	a	CISO	
survey	

STEP	3:	Gather	the	
Answers	and	
analyze	the	survey	

STEP	4:	Change	the	
guide	to	align	to	the	
results	of	the	survey	

STEP	4:	Present		
releases	

Applica:on	Security	Guide	For	CISO	and	Survey	
Roadmap	for	Version	1	(2013)	
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Main	Themes	For	Version	1	
 

PART I – Reasons For 
Investing in 

Application Security 
Meeting Compliance; 

 Risk Reduction Strategies; 
Minimize Risk of Incidents; 

Costs & Benefits of  Security 
Measures  

 
 
 PART IV - Metrics For 

Managing Risks & 
Application Security 

Investments 
Application 

Security Process Metrics; 
Vulnerability Metrics; 

Security Incident Metrics & 
Threat Intelligence Reporting; 

S-SDLC Metrics 

 
PART II – Criteria For 

Managing Security 
Risks 

Technical Risks &  
Business Risks; 

   Emerging Threats ;  
Handling New Technology 
(Web 2.0, Mobile, Cloud 

Services) 
 
 

PART III-Application 
Security Program 

CISO Functions &  
Application Security; 

S-SDLC; 
Maturity Models; 

Security Strategy; 
OWASP Projects 



7	What	Can	Security	Professionals	Learn	From	Web	Applica7on	Developers	?	
	

What	MaQer	to	CISOs?..	CISO	Survey(s)	

Sources:		
DeloiQe	and	the	Na7onal	Associa7on	of	State	CIOs	(NASCIO)	are	sharing	the	results	of	a	joint	Cyber	Security	Survey,	finding	that	State	Chief	Informa7on	Security	Officers	
(CISOs)	in	2010	
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Change	in	the	threats	facing	your	organiza:on	

External	aQacks	or	fraud(e.g.,	phishing,	website	aQacks)	

Internal	aQacks	or	fraud	(e.g.,	abuse	of	privileges,	thea	of	informa7on)	

OWASP	2013	CISO	Survey	1/7	
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2013	OWASP	CISO	Survey	2/7	
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2013	OWASP	CISO	Survey	3/7	

0	
20	
40	
60	
80	

Increase	 Same	 Decrease	 Don't	Know	

Change	compared	to	12	months	
ago	

Infrastructure	 Applica7on	 Other	



11	

2013	OWASP	CISO	Survey	4/7	
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2013	OWASP	CISO	Survey	5/7	
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(ASMS)	or	Maturity	Model	(e.g.,	OWASP	

SAMM)	
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2013	OWASP	CISO	Survey	6/7	

Security	Strategy:		
•  Only	27%	believe	their	current	applica7on	security	

strategy	adequately	addresses	the	risks	associated	with	
the	increased	use	of	social	networking,	personal	
devices,	or	cloud		

•  Most	organisa7ons	define	the	strategy	for	1	or	2	years:		

Time	Horizon	 Percent	
3	months	 9.3%	
6	months	 9.3%	
1	year	 37.0%	
2	years	 27.8%	
3	years	 11.1%	
5	years+	 5.6%	
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2017	OWASP	Summit	London	UK	
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Vs.	2	Guide	Contents:	What	Was	Discussed	

Could	be:	
1.   Incorporate	reference	to	

outcomes	of	2017	Summit	CISO	
track		

2.   Expand	to	include	new	tools/
technologies	such	as	RASP	

3.   Expand	to	include	compliance	
with	GDPR	

4.   Expand	on	new	emerging	
technology	risks	and	provide	risk	
Mi7ga7on	Guidance	(e.g.	APIs	
and	Micro-services,	Biometrics)	

5.   Expand	on	Risk	Mgmt.	Strategies	
For	Vendors,	Provisioning,	
Supply-Chain	Risks	

6.   Expand	on	new	evolving	threats	
facing	web	Applica:ons	(e.g.	0-
day	exploits)	

7.   Add	reference	to	handbooks	and		
playbooks	for	CISO’s	managed	
process	

	

It	was..	
1.   Make	OWASP	Resources	More	

Visible	to	CISOs	
2.   Prac:ces	for	Built-In	Socware	

Security	into	Processes,	Tes7ng	
Tools	and	Training		

3.   How	to	derive	security	
requirements	for	compliance	
with	Standards	and	Policies	

4.   How	to	Priori:ze	Vulnerability	
Management	Based	Upon	Risks	
of	Threats,	Vulnerabili:es	and	
AQacks/Exploits	

5.   Guidance	on	How	to	Align	
Applica:on	Security	Strategy	
with	IT	Strategy	

6.   How	to	factor	emerging	
technology	risks		

7.   How	to	Communicate	Risks	to	
Business	Including	Threats,	
Vulnerabili7es	(OWASP	T10)	and	
Impacts	
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It	was..	
1.   Do	you	worry	more	of	

External	Threats	(e.g.,	
phishing,	website	aQacks)	or	
Internal	Threats	(e.g.,	abuse	
of	privileges,	thea	of	
informa7on)	?	

2.   What	are	your	the	main	
areas	of	risk	for	your	
organisa7on	in	%	out	of	100	
%?	

3.   Compared	to	12	months	
ago,	do	you	see	a	change	in	
applica7on	security	vs	I/F	
threats?	

4.   Do	you	have	a	cyber-security	
strategy?	If	YES	how	many	
years	does	this	strategy	
cover?	

5.   Have	you	implemented	a	
Maturity	Model	(e.g.,	
OWASP	SAMM)	?	

It	could	be	(as	sugges:ons):	
1.   Which	among	the	organiza:on	

IT	assets,	networks	or	
applica:ons	are	considered	
more	at	risk	of	cyber-aQacks	?	

2.   Does	your	organiza:on	have	a	
cyber-threat	intelligence	
program	and	aQack	
monitoring/alert	process	?	

3.   Does	your	organiza:on	has	
adopted	S-SDLC?	If	yes	which	
one.	Does	it	include	threat	
modeling	?	

4.   Is	applica:on	security	seen	as	
an	investment	or	as	a	cost	by	
your	organiza7on	?		

5.   Does	your	planning	of	
applica:on	security	follow	a	
long	term	strategy		(at	least	
two	years)		?	

PLEASE	WRITE	DOWN	YOURS	
	

Vs.	2	Survey	Contents:	What	Was	Discussed	
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2017	OWASP	Summit:	CISO	Guide	Outcomes		
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2017	OWASP	Summit:	CISO	Guide	Outcomes		
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2017	OWASP	Summit:	CISO	Survey	Outcomes		
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2018	OWASP	CISO	Guide	&	Survey:	Next	Steps	
Roadmap,	Status	and	Goals/Objec7ves:		
1.  Reboot	the	project	(at	AppSec	USA	2017	Project	

Summit)	
2.  Reac7vate	OWASP	CISO	mailing	list	(done)	
3.  Create	new	version	2,	wiki,	GitHub	repository	(in	

progress)	
4.  Develop	the	contents	in	Q4	as	being	discussed	at	

OWASP	Summit	in	London	back	in	June	(in	progress)	
5.  In	synch,	create	a	2018	CISO	survey	in	Q4	to	be	used	in	

2018	Q1	to	gather	answers	from	CISOs	at	chapter	
mee7ngs,	CISO	summits	using	Survey	Monkey	lists	(not	
started	yet)	

6.   Main	goal	is	to	develop	the	first	drac	of	version	1	by	
Q1	2018	and	a	reviewed	version	by	Q2	2018		


