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The Open Web Application Security Project (OWASP) is a 
501(c)(3) worldwide not-for-profit charitable 
organization focused on improving the security of 
software. 

Our mission is to make software security visible, so that 
individuals and organizations worldwide can make 
informed decisions about true software security risks.

Everyone is free to participate in OWASP and all of our 
materials are available under a free and open software 
license. You'll find everything about OWASP linked from 
our wiki and current information on our OWASP Blog. 

https://owasp.org

https://owasp.org/


The OWASP Top Ten – The Good
 Project members include a variety of security experts 

from around the world who have shared their 
expertise to produce this list.

– Andrew van der Stock
– Neil Smithline
– Torsten Gigler
– Brian Glas

 Significant public comments and conversation on Top 
Ten 2017 choices 
https://github.com/OWASP/Top10/tree/master/2017
 Frequently cited application security awareness 

document 

Vorführender
Präsentationsnotizen
The OWASP Top 10 is a powerful awareness document for web application security. It represents a broad consensus about the most critical security risks to web applications. Project members include a variety of security experts from around the world who have shared their expertise to produce this list.

We urge all companies to adopt this awareness document within their organization and start the process of ensuring that their web applications minimize these risks. Adopting the OWASP Top 10 is perhaps the most effective first step towards changing the software development culture within your organization into one that produces secure code.


https://github.com/OWASP/Top10/tree/master/2017


The OWASP Top Ten- Struggles
 The OWASP Ten has a history of vendor shenanigans 

that dates back a decade.

 The OWASP Top 10 list is meant to spread awareness 
regarding Web Security issues. It is not a standard. I'm 
looking at  you PCI-DSS and others who incorrectly list 
it as so.

 The OWASP Top Ten is not a comprehensive list of 
web security risks.

 The OWASP Top Ten does not go into detail about how 
to fix or prevent these issues.

Vorführender
Präsentationsnotizen
The OWASP Top 10 is a powerful awareness document for web application security. It represents a broad consensus about the most critical security risks to web applications. Project members include a variety of security experts from around the world who have shared their expertise to produce this list.

We urge all companies to adopt this awareness document within their organization and start the process of ensuring that their web applications minimize these risks. Adopting the OWASP Top 10 is perhaps the most effective first step towards changing the software development culture within your organization into one that produces secure code.




So what standard can we use for 
web applications and webservice 

security?



Application Security Verification Standard 3.0.1

• First application security standard 
by developers, for developers

• Defines three risk levels with more 
than 150 controls

• Similar but not the same: ISO 
27034

• Useful standard to ensure your 
teams are doing complete 
assessment

• Useful standard to help drive 
developer secure coding practices



Application Security Verification Standard 3.0.1



Application Security Verification Standard 3.0.1
Level 1: Opportunistic

• Minimum required for all 
apps

• Mostly fully testable
• Mostly automatable
• Straight forward developer 

fixes
• Not enough for high risk 

apps

Vorführender
Präsentationsnotizen
Level 1: Opportunistic 

An application achieves ASVS Level 1 (or Opportunistic) if it adequately defends against application security vulnerabilities that are easy to discover, and included in the OWASP Top 10 and other similar checklists. 

Level 1 is typically appropriate for applications where low confidence in the correct use of security controls is required, or to provide a quick analysis of a fleet of enterprise applications, or assisting in developing a prioritized list of security requirements as part of a multi-phase effort. Level 1 controls can be ensured either automatically by tools or simply manually without access to source code. We consider Level 1 the minimum required for all applications. 

Threats to the application will most likely be from attackers who are using simple and low effort techniques to identify easy-to-find and easy-to-exploit vulnerabilities. This is in contrast to a determined attacker who will spend focused energy to specifically target the application. If data processed by your application has high value, you would rarely want to stop at a Level 1 review. 




Application Security Verification Standard 3.0.1
Level 2: Standard

• Suitable for sensitive data 
• About 75% testable
• Somewhat test automatable
• Moderate to complex 

developer security 
challenges

Vorführender
Präsentationsnotizen
Level 2: Standard 

An application achieves ASVS Level 2 (or Standard) if it adequately defends against most of the risks associated with software today. 

Level 2 ensures that security controls are in place, effective, and used within the application. Level 2 is typically appropriate for applications that handle significant business-to-business transactions, including those that process healthcare information, implement business- critical or sensitive functions, or process other sensitive assets. 

Threats to Level 2 applications will typically be skilled and motivated attackers focusing on specific targets using tools and techniques that are highly practiced and effective at discovering and exploiting weaknesses within applications. 



Application Security Verification Standard 3.0.1
Level 3: Advanced

• Suitable for critical apps
• Mostly testable, but many 

more manual verifications 
required

• Not amenable to 
automation

• Significant developer 
challenges

Vorführender
Präsentationsnotizen
Level 3: Advanced 

ASVS Level 3 is the highest level of verification within the ASVS. This level is typically reserved for applications that require significant levels of security verification, such as those that may be found within areas of military, health and safety, critical infrastructure, etc. Organisations may require ASVS Level 3 for applications that perform critical functions, 
where failure could significantly impact the organization's operations, and even its survivability. Example guidance on the application of ASVS Level 3 is provided below. An application achieves ASVS Level 3 (or Advanced) if it adequately defends against advanced application security vulnerabilities and also demonstrates principles of good security design. 

An application at ASVS Level 3 requires more in depth analysis, architecture, coding, and testing than all the other levels. A secure application is modularized in a meaningful way (to facilitate e.g. resiliency, scalability, and most of all, layers of security), and each module (separated by network connection and/or physical instance) takes care of its own security responsibilities (defence in depth), that need to be properly documented. Responsibilities include controls for ensuring confidentiality (e.g. encryption), integrity (e.g. transactions, input validation), availability (e.g. handling load gracefully), authentication (including between systems), non-repudiation, authorization, and auditing (logging). 




How to fork and use ASVS
Building the Application Security 
Verification Standard into your SDLC



ASVS Anti-Patterns

 Security leaders mailing the ASVS document to the 
development teams tealling them "security says you 
have to follow this now. Good luck!"

 Avoid engaging developers on ASVS items before 
making it policy

 Using ASVS out of the box without customizing it for 
your organization

 Setting ASVS as a standard in way where it's never 
used, never read or never considered. But given to 
customers.



ASVS Effective Adoption

 The goal of ASVS adoption is for developers to 
actively use it in their development and 
architectural work every day.

 Work with developers early on in forking ASVS.

 Let developers lead in version 1 as to what 
requirements will be accepted by the team.

 Like any complex legislation, just get it in there 
and modify it over time after version 1.



Microsoft SDL on Defining Requirements



Microsoft SDL on Using Requirements



Writing Unit Tests Using ASVS

Write unit tests to validate 
your application each and 
every build

Allows penetration testers 
to concentrate on difficult to 
automate tests, such as 
business logic flaws, access 
control issues, and things 
you forgot in the unit tests



Writing Integration Tests

Integration tests can be written 
using Postman, Selenium, 
OWASP Zap API



What will be new in 4.0?
 Moving all of authentication requirements inline with 

NIST 800-63-3
 Changing session requirements to acknowledge new 

world of JWT's and stateless mechanisms
 Removing mobile requirements due to MASVS
 Lots of small edits and clarifications on requirement 

language
 Colapsing many requirements that duplicate concepts
 Triaging hundreds of comments from the field
 Moving to markdown for primary text
 Moar GDPR
 https://github.com/OWASP/ASVS/tree/master/3.1/en

Vorführender
Präsentationsnotizen
The OWASP Top 10 is a powerful awareness document for web application security. It represents a broad consensus about the most critical security risks to web applications. Project members include a variety of security experts from around the world who have shared their expertise to produce this list.

We urge all companies to adopt this awareness document within their organization and start the process of ensuring that their web applications minimize these risks. Adopting the OWASP Top 10 is perhaps the most effective first step towards changing the software development culture within your organization into one that produces secure code.


https://github.com/OWASP/ASVS/tree/master/3.1/en


jim@manicode.com
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