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Lo que todos ya sabemos

e ¢Para qué sirve HTTPS?

* ¢Como funciona la negociacion SSL/TLS?
¢Qué ataques existen para SSL/TLS?
éQué es HSTS?

éQué es Certificate Pinning?

Y la mas importante, {Qué hacen las CA?
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Certificate Transparency (RFC 6962)

e CT es un protocolo (gossip) para registrar
publicamente la existencia de certificados TLS a
medida que se emiten, de manera que
cualquiera pueda auditar la actividad de la CA 'y
notificar la emision de certificados sospechosos

* Laintencidén es que los navegadores no puedan
validar certificados que no aparecen en el
registro. Actualmente funciona sélo con EV

* Impulsado por Google desde la versidon 45
(09/15) y de obligatorio desde octubre de 2017

https://tools.ietf.org/html/rfc6962
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Funcionamiento de CT
[ CA }

e
>~ l
t [ site.com }

'5‘-& ?

[ Cliente }
Gossip (browser)

[ Existing TLS/SSL ecosystem

[l Supplemental CT components (NO hay validacién)

«— One-time operations
<— Synchronous operations
<~ Asynchronous periodic operations

https://tools.ietf.org/html/rfc6962
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Arbol Merkle

* Los logs se almacenan en una estructura de
arbol Merkle binario, Unico y creciente, similar a
lo que sucede con el Blockchain

* Las hojas del arbol corresponden a los hashes
SHA-256 de los certificados que han sido
agregados al log

SHA256(H5,H6)
- T
7 N\ 7 N\
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Registro SCT (Signed Certificate Timestamp)

X509v3 Extended Key Usage:
TLS Web Server Authenticat
X509v3 Ruthority Key Identifier:
Keyid:DE:CF:5C:50:B7:A8: 02

TLS Web Client Authenticati

:15:17:AR:16:E6:0D:B5:28:9D: 6A:5A:F3

Authority Information Access:
OCSP - URI:http://gm.symcd.com
CA Issuers - URI:http://gm.symcb.com/gm.crt

cr Brec atd scrs:
Signed Certificate Timestamp:
version  : vi(0)
Log Name

Symantec Log Server
B

Signature : ecdsa-with-SHA256
30:46

0E:84 B8:76:
F9:70:08:F1:1D:02:
AD:96:39:BD:FD:54:

{F1:4E:B6:26:7C

Signed Certificate Timestamp:

ct.ws.symantec.com

Base64 Log ID: 3esdK30oNT6Ygi4GtgWhwi6OnQHVXIiNPRHEZbDSVSW=

Operator: Symantec

Submitted for inclusion in Chrome: 2015-05-1
HTTPS supported: yes
Maximum Merge Delay: 24 hours

Contact: DL-ENG-Symantec-CT-Log@symantec.com
Chrome inclusion status: Included (since M45).

ct.googleapis.com/aviator

Base64 Log ID: aPaY+B9kgr463j065KB1M/HFRXWeT1ETRCmesu@9P+8Q=
Operator: Google

Started: 2013-09-30

HTTPS supported: yes

Contact: google-ct-logs@googlegroups.com

e v1(0) . .
Log Neme + Google ‘Aviator! log Chrome inclusion status: Frozen.
Log ID 1 68:F6: 9 1F:64:82:BE:3A:8C:EE:B9:28:1D:4C:FC:

< C | © chrome://net-internals/#events

Capturing halted

SIGNED_CERTIFICATE_TIMESTAMPS_RECEIVED

--> embedded_scts = "AWkAduDd6x@reglPpiCLga2BaHB+Lo6dAdVCiTOIEC Ttuy+2Af
--> scts_from_ocsp_response = "
> scts_from tls extension =
STGNED_CERTIFICATE_TINESTANPS_CHECKED

--> scts = [{"extensions":"","hash_algorithn":
EV_CERT_CT_COMPLIANCE_CHECKED

--> certificate =

J

ADBH

o 1010f 644
17442 | DISK_CACI https: =
17444  DISK_CACHE_ENTRY. https; aths.com/wp

| 17445| DISK_CACHE_ENTRY htps: wp-c dor/circle-flip-:

£1 17451/ CONNECT_JOB ssl/www.elevenpaths.com:443
17452| CONNECT_IOB ssl/www.elevenpaths.com:443
17455| CONNECT_JOB ssl/wwwelevenpaths.com:443
17456| CONNECT_JOB ssl/www elevenpaths.com443

| 17464| SOCKET ssl/wwwelevenpaths.com443

<) 17465 SOCKET ssl/www.elevenpaths.com:443
17501 | DISK_CACHE ENTRY. https: g plugin/css/settings-

1QsHCQYDVQQGEWIVUZEWMBQGALUEChHNR2VVVHI 1 30gSHS5 1L JEEHBAGALUEAXHX

MjMI0TUSHCBYTETHBEGCy SGAQQBEj ¢ BAREDEWIFUZEMBSGAUEDXHUUHI pdnF O

v NHTEXMDTW

1MZELMAKGALUEBhMCRVMX

m1kMS 1
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Lugar d

e Como una Extension X.509v3: |a CA lo “incrusta” al

crear el certificado (OID: 1.3.6.1.4.1.11129.2.4.2)
[imonons s x
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el SCT

General Detalles

Jerarquia de certificados.
GeoTrust Primary Certification Authority
vGeoTrust EV SSL CA - G4

www.elevenpaths.com

Campos del certificado

Utilizacion de la clave de certificado
Puntos de distribucion de CRL
Politicas de certificado
Uso extendido de la clave
Identificador de la clave de la Autoridad Certificadora (CA)
Acceso a la informacién de Ia autoridad
Identificador de objeto (13614 111129242)

Algoritmo de firma del certificado
Valor del campo

No es critico
Tamafio: 367 Bytes / 2936 Bits
04 82 01 6b 01 69 O dd eb 1d 2b 7a 0d 4
26 20 8b 81 ad 81 68 70 7e 2e Be 9d 01 dS Sc 88
8d 3d 11 c4 cd b6 ec be cc 00 00 01 57 el 71 ab
6 00 00 04 03 00 48 30 46 02 21 00 cd 65 a5 bl
d8 €5 dd b6 06 4d 1b Oc 84 3a 95 b8 £6 aa 60 35
3£ 75 13 5a 7b 82 6£ £9 70 08 £1 1d 02 21 00 £7
3d Se 45 4c 03 36 d4 ad 96 39 bd fd 54 05 af 71
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Lugar del SCT

* A través de la extension 0x12 del protocolo
TLS: la CA entrga un certificado normal y el
administrador del servidor debe enviarlo al
log de forma manual

* En la respuesta OCSP: la CA envia el

certificado al sitio y al log y luego el servidor
realiza una peticion OCSP a la CA
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El codigo fuente

https://chromium.googlesource.com/chromium/src/+/master/net/cert/ct_known_logs_static-inc.h

// The set of all presently-qualifying CT logs.

// Google provides DNS frontends for all of the logs.

const CTLogInfo kCTLogList[] = {
{"\x30\x59\x30\x13\x06\x07\x2a\x86\x48\xce\x3d\x02\x01\x06\x08\x2a\x86"
"\ x48\xce\x3d\x03\x01\x07\x03\x42\x00\x04\x7d\xa8\x4b\x12\x29\x80\xa3"
"\x3d\xad\xd3\x5a\x77\xb8\xcc\xe2\x88\xb3\xa5\xfd\xf1\xd3\x0c\xcd\x18"
"\ x0c\xe8\x41\x46\xe8\x81\x01\x1b\x15\xel\x4b\xf1l\x1b\x62\xdd\x36\x0a"
"\x08\x18\xba\xed\x0b\x35\x84\xd0\x9e\x40\x3c\x2d\x9e\x9b\x82\x65\xbd"
"\x1f\x04\x10\x41\x4c\xa0d",
91, "Google 'Pilot' log", "https://ct.googleapis.com/pilot/",
"pilot.ct.googleapis.com"},
{"\x30\x59\x30\x13\x06\x07\x2a\x86\x48\xce\x3d\x02\x01\x06\x08\x2a\x86"
"\x48\xce\x3d\x03\x01\x07\x03\x42\x00\x04\xd7\xf4\xcc\x69\xb2\xe4\x0e"
"\x90\xa3\x8a\xea\x5a\x70\x09\x4f\xef\x13\x62\xd0\x8d\x49\x60\xff\x1b"
"\ x40\ x50\ x07\x0c\x6d\x71\x86\xda\x25\x49\x8d\x65\xel\x08\x0d\x47\x34"
"\x6b\xbd\x27\xbc\x96\x21\x3e\x34\xf5\x87\x76\x31\xb1\x7f\x1d\xc9\x85"
"\x3b\x0d\xf7\x1f\x3f\xe9d",
91, "Google 'Aviator' log", "https://ct.googleapis.com/aviator/",

"aviator.ct.googleapis.com"},
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La cantidad de dias de verificacion
shopping .net

whois information

Website Info History DNS Records Diagnostics

cache expires in 19 hours, 16 minutes and 52 seconds &

Registrar Info

Name Ascio Technologies, Inc

Whois Server ‘whois.ascio.com

Referral URL http://www.ascio.com

Status clientTransferProhibited http://www.icann.org/epp|

Important Dates

Expires On 2018-03-17
Registered On 2017-03-17
Updated On 2017-03-17
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La cantidad de dias de verificacion
ct-Ita.tk

crt.sh ID 109353487

Summary Leaf certificate

Certificate Timestamp Entry # Log Operator Log URL

Transparency 2017-03-27 152130 GMT 81642411 Google https://ct.googleapis.com/rocketeer
2017-03-27 15:21:30 GMT 848036  WoSign https://ctlog.wosign.com
2017-03-27 152131 GMT 787477  Google https://ct.googleapis.com/skydiver
2017-03-29 +7.07-46 GMT 84651209 Google https://ct.googleapis.com/pilot

crtshiD 1124

Summary Leaf certificate

Certificate Timestamp Entry # Log Operator Log URL

Transparency 2017-04-04 073503 GMT 41220789 Google https:/ict. googleapis.com/icarus
2017-04-06 224509 GMT 235200 |Venafi https:/ictiog-gen2.api.venafi.com
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éEsto va en serio?
Add support for 'Expect-CT header #. -4

craigfrancis opened this issue 22 days ago - 7 comments

u craigfrancis commented 22 days ago Contributor

Might be a little early yet, but the Expect-cT header is likely to be implemented in Chrome and Firefox:

https://www.chromestatus.com/feature/5677171733430272

Expect-CT: enforce;
max-age=1440;
report-URI=https://blah.com/CTReport/

enforce: el navegador espera un SCT vélido o aborta la conexién
max-age: tiempo de caché de esta directiva en el navegador (en seg.)

report-URI: URL a la que el navegador deber enviar reportes de fallos

https://tools.ietf.org/id/draft-stark-expect-ct-01.txt
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Nuestro aporte

Eleven
Paths

npath

m

L

Gl Certificate Transparency

Elfunction extractSCTData() {
var payloadlength = 0;

pos += 4;

pos +=

pos += 64;

pos += 4

pos += parselnt(length,

B

sctLogId[i] = sctSeguence.substr(pos,

4

sctTimestamp[i] = sctSeguence.substr(pos,
pos += 16;

sctExtensions[i] = sctSequence.substr(pos, 4);
pos += 4;

var pos = sctSequence.indexOf (sct0id) + sctOid.length + 3;
var length = sctSequence.substr (pos,

pos += parseInt(length, 16)*2 + 4;
length = sctSeguence.substr(pos, 1);
pos += parseInt(length, 16)*2 + 1;
payloadLength = parseInt(sctSequence.substr(pos,4), 1&)*2;
pos += 4;
var i;

=] for(i = 0; pos < sctSequence.length; i++) {

sctVersion[i] = sctSequence.substr(pos, 2);

1) ;

= sctSequence.substr(pos, ) ;

ley*2;

47

sctSignature[i] = sctSequence.substr(pos, parseInt(length, 16)*2);:

dded in certificate, Verified)

Embedded in certificate, Verified)

g, (Embedded in certificate, Verified)

) {

tat(i, ci.nsIx509cert);
QueryInterface(Ci.nsIX509Certvalidity) ;
t.subjectName ;

Cert.commonName ;

n = currCert.issuerOrganization;
rrCert.organization;

E currcert.shalFingerprint

EGMT = validity.notBeforeGMT;

EMT = validity.notAfterGMT;
ValueString (currcCert) ;
MvaluesString(currCert) ;

ToHex (Certificateltem.PemvValue) ;
rateltem) ;

Y..

En el paper hay una sorpresa ©

Una aproximacion

practica al Certificate
Transparency

https://bit.ly/certificate-transparency
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QUE ESIESTO!D

SE PUEDE ROMPER?
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Implementacion en Chrome (cont.)

ct.googleapis.com = 64.233.186.95

Remote IP address Action
K O Any IP address <5 O Allow the connection
Rid L O Alowthe connection f it
. (® These IP addresses: O Alow the connection f i is secure
64.233.190.95 Add
(® Block the connection
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Implementacion en Chrome (cont.)

This PC > Windows (C) > Users > Usuario > AppData > Local > Google > Chrome > User Data

Name Date modified Type Size
CertificateTransparency 4/3/2017 10:20 PM File folder
Crashpad 3/20/2017 8:06 PM File folder
Users > Usuario > AppData > Local > Google > Chrome > User Data » CertificateTransparency _platform_specific > all 5| v|U | Searchsths
Name Date modified Type Size
- 1 3/31/2017 3:11 AM STH File 1KB
P | 4 3/31/2017 3:11 AM STH File 1KB
U 15 sth 1/2017 3:11 AM STH File 1KB
*
| 293¢5 f4e54547478.sth 017311AM  STHFile 1KB
* | 7461b4209cfb3d41d75 1a3sth 331207 311AM  STHFile 1K8
[ 56 b9bc991 th 7311AM  STHFile KB
| a4b90990b418581487bb13a2cc67700a3c359804191bdbBe377cd0ec80ddc10sth 3/31/20173:11AM  STH file K8
[ a57 th 1/2017 3:11 AM STH File 1KB
1 Te9bdeffecat31 3/31/2017 3:11 AM STH File 1K8B
I} b4 185.sth 1/2017 3:11 AM STH File 1KB
0 1b4316917f3ed9b8a5 sth 3312017 311AM  STHFile 1K8
1 cdbS179b7fc1c046feea3t 7311AM  STHFile 148
| 1/2017 3:11 AM STH File 1KB
| e01 14 sth 12017311 AM  STH File 1B
| eedbbdb, 3/31/2017 3:11 AM STH File 1KB

4? ElevenPaths
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Implementacion en Chrome (cont.)

4? ElevenPaths

File: sth_set component_installer.h

void LoadSTHsFromDisk (const
const

// Reads and parses the on-disk json.

base::FilePath& sths file path,

base::Version& version);

const base::FilePath&
const base::Version§ wi

sths path,
ersion) {

if (sths path.empty())

return;

W

mvoid STHSetComponentInstallerTraits: :LoadSTHsFromDisk (

10
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Implementacion en Chrome (cont.)

base::FileEnumerator sth file enumerator (sths path, false,
base::FileEnumerator::FILES,
FILE PATH LITERAL("*.sth")):
base::FilePath sth_file path;

_ while (!(sth file path = sth_file enumerator.Next()).empty()) {
. < "Reading STH from file: " << sth file path.value():
const std::string log_id_hex =
sth_file path.BaseName () .RemoveExtension () .MaybeAsASCII()
if (log_id hex.empty()) {
<< "Error extracting log_id from: "
<< sth_file path.BaseName () .LossyDisplayName () :
continue;

}

std::vector<uint8_t> decoding_output;

if (!base::HexStringToBytes(log_id hex, &decoding_output)) {
<< "Failed to decode Log ID: " << log_id hex;
continue;

}
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Conclusiones

» Work in progress... veremos en octubre

* CT deberia ayudar a la deteccidn de certificados
fraudulentos en un mejor tiempo

* CT no reemplaza nada de certificados digitales, lo
complementa

* Mas trabajo para los monitores (CA)

* Solo Google por ahora ha implementado CT y su
funcionamiento sigue siendo un poco oscuro

* CT es una fuente de informacion valiosa que puede
ser explotada (para bien o mal)
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iGRACIAS!

Lic. Cristian Borghello, CISSP - CCSK &
@crisborghe / @seguinfo :
Sheila Berta
s=@unapibageek
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