
OWASP AppSec As ia Pacif ic 2012 T r aining 

Building Secure Web Applications 

 

Web appl ication secur i ty breaches on webs i te s of major corporation s 

and government ent i t ie s  have received s igni f icant media attention due 

to large number of u ser s  affected and the leaking of sen s i t ive per sonal 

information. 

 

T h i s  t raining wi l l  s how how to develop secure Web appl ication s and 

cover s  secur i ty aspect s of the ful l  software development l i fe cycle 

(SD LC). Part ic ipant s  wi l l  learn about general secur i ty concept s and 

rev iew common r i s k s , including OWASP’ s  Top 10 l i s t , as se s s  the 

technical and bus i nes s  impact of secur i ty r i s k s  and apply mit igation 

s t rategies. The t raining includes several hands-on labs  cover ing 

implementation, white-box analy s i s  and black-box te s t ing for secur i ty. 

Whi le mo st code example s u se PHP, MySQL and JavaScr ipt, the 

content i s  equal ly appl icable to other programming languages and 

database engines. 

 

Part icipant s  are welcome to br ing Web appl ication s or code samples  

for rev iew dur ing the t raining al so. 

Training outline 

I. Introduction 

T opic s covered: 

Secur i ty concept s  

Real-wor ld examples of succes s fu l attack s 

Secur i ty in the software development l i fe cycle 

Inf ra s t ructure v s . appl ication secur i ty 

Layer s  of protection 

 

Learning objectives : 

Under s tand the secur i ty landscape, the impact of secur i ty breaches in 

Web appl ication s, the types of attack vector s  and methods of 

protection at different layer s . 

II. Common risks explained 

T opic s covered: 

Attack types and common r i s k s , including OWASP’ s  T op 10 l i s t and 

how mult iple relatively harmle s s  vulnerabi l i t ie s  can be combined to 

form an effective attack. Detai led exploration of Cro s s - S i te Scr ipt ing 



(X S S), Cro s s- S i te Reques t Forgery (CSR F), H T T P  Re sponse Spl i tt ing, 

SQ L in jection, command injection, path t raver sal , and in secure di rect 

object references. 

Learning objectives : 

Under s tand common r i s k s  in Web appl ication s and what r i s k s  they 

present to the u ser and the webs i te owner. Under s tand the mo st 

f requent and ser iou s attack s in detai l  and know how to secure Web 

appl ications agains t  the se. 

 

III. Tools to the rescue 

T opic s covered: 

Overv iew of how tool s  help wi th bui lding and running secure Web 

appl ication s, including code l ibrar ie s  and framework s , penetration 

te s t ing and s tat ic code analy s i s  tools  int ru s ion detection 

s y s tem s/intru s ion prevention sy s tems  ( ID S/IP S). 

 

Learning objectives : 

Under s tand what tool s  are avai lable to help dur ing the ful l  l i fe cycle of 

a Web appl ication, f rom specif ication and des ign, development and 

te s t ing to protecting again s t common attack s at runtime. 

Course materials 

P re sentation s l ides  and support ing mater ial s  wi l l  be made avai lable in 

PD F format. 

Instructor 

 
 

K lau s Johannes Ru sch i s  a cert i f ied I T  archi tect and manager at I BM, 

heading the Web Effectivenes s group in the Global Web Serv ices 

organization, which provides consu l t ing serv ices to bus ine s s  uni t s  in 

I BM for optimi z ing the Web exper ience as an in-house agency. 

P rev iou s ly he was a team leader on the I BM Corporate Webmaster 

team that manages  www.ibm.com. 

 

K lau s Johannes Ru sch has over 20 year s  of appl ication development 

exper ience and a track record of hack ing web appl ication s. He 

received an award for best webs i te back in 1995. He hold s an MSc 



degree in computer science from Vienna Univer s i ty of T echnology and 

wa s an adjunct profes sor of computer science at Webs ter Univer s i ty, 

where he taught web development and web animation. He l ives in 

Vienna, Au s t r ia wi th hi s  wi fe and two k ids , and onl ine at 

http://klaus ru sch.atmedia.net/. 


