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« Resposta a Incidentes

 Processo de Resposta a Incidentes
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* 1996 —14.000 computadores conectados a Internet

« TCP - Principal Protocolo

1 de setembro — Phrack Magazine publica exploit que
explora caracteristica do Destinatario

» Destinatario aloca recursos ao receber (1)

‘ ENVIO DE DADOS
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Alguém descobre a
vulnerabilidade;

: W Eﬂfﬂ
Atacantes analisam e produzem Gl
exploits; q-.?'“

-
Atagques ocorrem; ]
Defensores buscam correcao;

Solucoes paliativas sao
propostas;

Correcao é publicada;

Apos alguns meses, malware é -Gr%
langado. Yer vyinarabiiity

ZSEI!I'IIO



c|

(L

-
-
b

15

(a)

Vulsiagziolllclzlcas Haogrt
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Vulnerability Disclosures
2000-2009
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Fonte: IBM X-Force 2009 Trend and Risk Report
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file:///home/daniel/Documentos/treinamentos/serpro/Forense Computacional/material/relatorio_xforce-2009.pdf

ClUfziplie) & prlllite)%

« 3784 vulnerabilidades reportadas em 2003

o 3784 * 20 minutos para ler = 158 dias
e Supondo que vocé seja afetado por 10%

« 378 * 1 hora para instalar correcao = 47 dias para instalar todas as correcoes
em 1 sistema.

« Para ler noticias de seguranca e corrigir 1 sistema

- 158 + 47 = 205 dias
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Clijzirte) & pritijte?

 Wietse Venema estima que em geral existe 1 falha de seguranca por
1000 linhas de cédigo

« Kernel Linux ultrapassou 13 milhdes de linhas

- http://www.h-online.com/open/features/What-s-new-in-Linux-2-6-36-1103009.html?page=6
 Um sistema desktop pode possuir mais de 100 milhGes de linhas de codigo

 Necessarios 20 anos para identificar todas as falhas de um sistema
desktop;

« 10% a 15% das correcoes inserem novas vulnerabilidades.
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Total Vulnerabilities in Q1 2011: 1818

( Critical: 57 ( Medium: 1161

' ' T
t High: 477 Low: 123

Source: IBM X-Force

T
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Novas Vulnerabilidades
+

Nenhum mecanismo de seguranca € 100% confiavel!

Incidentes de Seguranca podem ocorrer...

.



Como responder a um Incidente?




Empiricamente percebe-se que:

Quanto mais agil for a recuperacao de um incidente,
menor sera o prejuizo.

.



RESPOSTINNCIUENLES

 RFC 2350 - BCP 21

» Expectations for Computer Security Incident Response

Network Working Group N. Brownlee
Request for Comments: 2350 The University of Auckland
BCP: 21 E. Guttman
Category: Best Current Practice Sun Microsystems

June 1998

Expectations for Computer Security Incident Response

Status of this Memo
This document specifies an Internet Best Current Practices for the
Internet Community, and requests discussion and suggestions for
improvements. Distribution of this memo is unlimited.

Copyright Notice
Copyright (C) The Internet Society (1998). A1l Rights Reserved.

Abstract

The purpose of this document is to express the general Internet
community's expectations of Computer Security Incident Response Teams
(CSIRTs). It is not possible to define a set of reguirements that
would be appropriate for all teams, but it is possible and helpful to

list and describe the general set of topics and issues which are of
concern and interest to constituent communities.
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Regquest for Comments: 2350 The University of Auckland

This document specifies an Internet Best Current Practices for the
Internet Community, and requests discussion and suggestions fTor
improvements. Distribution of this memo is unlimited.
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Status of this Memo

This document specifies an Internet Best Current Practices for the
Internet Community, and requests discussion and suggestions for
improvements. Distribution of this memo is unlimited.

Copyright Notice

Copyright (C) The Internet Society (1998). A1l Rights Reserved.

Abstract

The purpose of this document is to express the general Internet
community's expectations of Computer Security Incident Response Teams
(CSIRTs). It is not possible to define a set of requirements that
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.
IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII!IIIIIII




RESPOSTINNCIUENLES

 RFC 2350

» Expectations for Computer Security Incident Response

Network Working Group N. Brownlee
Request for Comments: 2350 The University of Auckland
BCP: 21 E. Guttman
Category: Best Current Practice Sun Microsystems

June 1998

The purpose of this document is to express the general Internet
community's expectations of Computer Security Incident Response Teams
(CSIRTs). It is not possible to define a set of requirements that
would be appropriate for all teams, but it is possible and helpful to

list and describe the general set of topics and issues which are of
concern and interest to constituent communities.

Copyright Notice

Copyright (C) The Internet Society (1998). A1l Rights Reserved.

Abstract

The purpose of this document is to express the general Internet
community's expectations of Computer Security Incident Response Teams
(CSIRTs). It is not possible to define a set of reguirements that
would be appropriate for all teams, but it is possible and helpful to

list and describe the general set of topics and issues which are of
concern and interest to constituent communities.




-

Programlz CET

/-\ == Software Engineering Institute search | @
CERT i

Carnegie Mellon

Publications Catalog

HOME | Software Assurance | Secure ems | Crganizational Security | Coordinated F'"pnru:e | Training

information for

! _ software assurance
%T‘ T _‘ e ey Lo =8 secure systems

\ft{ElCQt1lé_{L Cﬁ'ﬂ : organizational security

about us coordinated response

CERT, the home of the well-known CERTE Coordination Center, is located at Carmnegie training
Mellon University's Software Engineering Institute. We study internet security vulnerabilities,
research long-term changes in networked systems, and develop information and training to

help you improve security.

CERT Spotlight: XNET Announcements

How can you ensure that your staff is prepared? October 17, 2011

MNew Insider Threat Blog Entry
The entry "Data Exfiltration and
Output Devices - An Overlooked
Threat" has been posted.

Responding to critical cyber events requires technical knowledge and skills,
decision-making abilities, and effective coordination. The best way to prepare
your staff is to have them practice under realistic conditions; however, it can
be difficult and expensive to create and administer these types of training
scenarios. October 14, 2011

CERT Oracle Secure Coding
Standard for Java Book Published
The CERT Oracle Secure Coding

Our CERT® Exercise Network (XNET) solves these problems. This platform
allows organizations to create customized, realistic, interactive simulations
on an isoclated network. Through a web-based interface, participants across Standard for Java has been

multiple locations can work together to analyze and respond to the latest puhlushed I:n,r Addison-Wesley
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Criado em 1988

Motivacao:

Incidente com o Worm de Morris
10% da Internet foi afetada

Explorava multiplas vulnerabilidades

Fianciado pela DARPA

Defense Advanced Research Projects
Agency

CSIRT Handbook

Computer Security Incident Response
Team Handbook

The Morris Internet Worm
source code

i gy
T lml Ll

Thee it wias thes Tl il ¢ Y
Jiriwiiot foy spama

http://en.wikipedia.org/wiki/Morris_worm
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CIEERAPEE

 Centro de Estudos, Resposta e Tratamento de Incidentes de
Seguranca no Brasil

 Equipe de Resposta a Incidentes mantida pelo Comité Gestor de
Internet

oorGAr

Macleo de Informacgao e Coordenacao do Ponto BR

CGl.br - NIC.br - Registro.br - CERT.br - CETIC.br - CEPTRO.br - W3C . br

Centro de Estudos, Resposta oo esta em: CERT.br

& Tratamento de Incidentes

de Seguranca no Brasil

Sobre o CERT.br
O Centro de Estudos, Resposta e Tratamento de Incidentes de Seguranga no

P sobre o CERT.br Brasil & mantido pelo NIC br, do Comité Gestor da Internet no Brasil, e atende
P CSIRTs a qualgquer rede brasileira conectada a Internet.

b Aszsine a lista de andncios para saber sobre novos documentos, langamentos

Estatisticas de estatisticas e informagbes sobre novas turmas dos cursos.

P Cursos

9 Saiba mais sobre o CERT.br

P Publicagoes

P Palestras Tratamento de Incidentes

P Links Documentos e dicas para estruturar € operar um CSIRT e listas de contatos
b FAQ para notificar incidentes:

3 Mapa do site Material de Apoio para C3IRTs

P contato Contatos de C3IRTs no Brasil
5 Twitter Contatos de CSIRTs no Mundo
RSS

. Duvidas Freqlentes ao Reportar Ataques
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- Estatisticas
Total de Incidentes Reportados ao CERT.br por Ano
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Incidentes reportados
(Tipos de ataque)

Worm (12.34%:)

— Wab {6.10%])

Invasao (0.06%)
DioS (0.14%:)

=can (56.54%
| :I Qutros [3.119%%)

Fraude (21.719%)

Fonte: www.cert.br
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CERT.br: Incidentes Reportados (por dia da semana)
30000 . . . .

Incidentes Replu rtados

25000 -------eeeeeeeee-

20000 --------oeeeeee-

15000 |---------ommoe---

10000 |-----------mom---

Incidentes Reportados

5000 |--[B -

Domingo Segunda Terca Quarta Quinta Sexta Sabado

Fonte: www.cert.br Dia da Semana

serPRO
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CERT.Bahia

‘Uberlandia
CTBC Telecom

CCTIR/EB

E:::; ::II& ‘Belo Horizonte
CTIR Gov CSIRT POP-MG
GATI y
GRAJSERPRO Rio de Janeiro
GRIS-CD CENATIS
p CEO/RedeRio
Campinas EMBRATEL
CAIS/RNP Oi
CSIRT Unicamp Star One

‘Séo José dos Campos S5ao Paulo
CERT.br CSIRT TIVIT
GSR/INPE Cielo CS5IRT CS5IRT UOL
CLRI-TRF3 CS5IRT USSP
CSIRT PRODESP CSIRT VIVO
CERT-RS CSIRT Santander GRC/Unesp
CS5IRT SI1CREDI CSIRT Telefonica GRIS Abril
TRI CSIRT TIM

@ CERT.br — 2011-08-02
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Incident Response Teams Around the World | International cooperation speeds response to Internet
security breaches.

Micro-BIT

CERT-BUND DFN-CERT
AMC-CERT Siemens-CERT
CERT-KUN S-CERT]
SURFRet-CERT, PRECERT
GOVCERT.NL ComcERT! UNINETT CERT
CSE CERT-UU secu-CERT MDD | AC
EWA-Canada CERT-RUG RUS-CERT E;fTES,T{
RBCFG CSIRT KPN-CERT ACERT] 2 3
T-C CERT LITNET NOC-CERT
DND CIRT, UVA-CERT. ~Coem-

CERTEBwW \ POL24-CERT
CERT Polska
Abuse TP S. A,
Telekom-CERT WebPlus ISP
FSC-CERT\\\} RU-CERT
IBM-ERS

CGI CIRT. KCSIRT,
BMO ISIRT
<dn CIRCC
CERT/AQ
AboveSecCERT

SUNet-CERT
FUNet CERT

Uchicago Network Securit
DIRT

BadglRT

NCSA-IRST,

NU-CERT,

PsSU
Cornell Univ
UCERT
Guardent
RADIANZ
Goldman sachs
1EM AMSS
VISA-CIRT
MLCIRT RHMNet CERT
ATaT
PruCERT BE-CERT,
1i/apme CiRT. Citigroup CIRT,
UB-FIRST DANTE,
FRS-CERT HEANETCERT,
RMIT Network Security

WFCSIRT
NASIRC
MCIRT
MSCER&\‘ e
BCERT ________— ————— S e iy
Apple ACIRT
GIST
P SBACERT
Siebel CERT/CC — MIST AT WI-SECT
SUN z NS Fec CIRT JPCERT/CC
Cisco Systems X T NIRT
SymCERT
Fouma: FedCIRC 420
oundstone [ A CIART

ORACERT
HOUSECIRT

U.S. Coast Guard CIRT
ARCcert
DoD-CERT

KRCERT/CC
\Nc ERT/CC
2 CCERT
\WCERT/CC
TWCIRC

~NAL
Cisco-PSIRT

LsPs HIKCERT
HP SSRT Gl REACT 1—\_\__\_‘_LHCERT
SUNSeT NAVCIRT

SPRINT

Motorola MARCERT

Veridian ThaiCERT, s

K-State SIRT !
AFCERL NARIS MYCERT __—— Y,
eForensics ILAN-CERT SingCERT e~
EDS N ¥ GRNET-CERT NUSCERL <
MCIWorldCam TESIRT, LuxCERT] i IDCERT.
UNAM-CERT CERT-
Brasil Telecom CERT-LEXSI,
MOREnet CTR/DRE CERT.
UGacIRT- CAIS/RNP CERT.ET
ELN’F'FTE'; CSIRT Unicam RIS
GT.CERT- SIAPI- AusCERT
CSIRT ABN AMRO REAL asCERT-UPC,
State of Florida CSIRTs: CSIRT Santander Banespa CERN-
Executive Office of the Governor CSIRT USP
State Technalogy Office
Business & Professions) Regulation NEBSO/Brazillian CERT. SWISS ReCERT,
Children & Families SWITCH-CERT,
Corrections GSRANPE IP+CERT)
Environmental Protection OS-CIRT,
Financial Services . »
joaith CEO/RedeRio Si-
Healthcare Administration EMBRATEL ACONnet-CERT,
Highway Safety and Motor Vehicles Star One Scale 1:85,000,000 at 0°
Lottery GARR-
Management Services 0 500 1,000 kilometers
Milltary Affairs National Guard CARNet CERT, )
Revenue CLCERT, HUNGARNet-CERT, @ 500 1,000 miles

Transportation
Veteran's Affeirs CERT-
Workfarce Innovation
FOLE CIRT N




Fraravoric Gl

 Processo Genérico e Adaptavel;
 Difundido mundialmente;

« Apresenta como estabelecer e manter uma equipe de resposta a
incidentes

e Analogia com corpo de bombeiros

« Servicos que podem ser oferecidos

e 3 categorias

- Reativos
- Proativos
- Gestao de qualidade
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Reactive Services $ Proactive Services @ Management Services 3

+Alerts and Warnings

+|ncident Handling
~Incident analysis
-Incident response on site

~Incident response
support

-Incident response
coordination

+Vulnerability Handling
—Vulnerability analysis
-Vulnerability response

-Vulnerability response
coordination

+Artifact Handling
—Artifact analysis
—Artifact response

—Artifact response
coordination

G Announcements ¥ Risk Analysis

G Technology Watch v %l:lsines s F'éﬁuntinuity &
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Assessments

o Configuration & v Security Consulting
Maintenance of Security v Awareness Building
Tools, Applications, & . o
Infrastructures v Education/Training

O Development of v Product Evaluation or

Security Tools Certification

Glntrqs.]r:m Detection
Services

G Security-Related
Information
Dissemination
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Procasso oo Hasgosiz g peldarias

Email Information

Analyze Obtain Contact
(- i Information
Other IE:‘;:E:‘ -
L e Tria = - olution
h . - g‘E‘ I__.-' .
r—>
H
D5 .
- Uulnezbility Coordinate " Provide Technical
1 i f t- A .m
Hotline/Helpdesk Repairt information ssistance

Call Center & Response
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T
Constituency -! CSIRT Coordination e—-

Coordinating
CSIRT A
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_H_Ilss I_q n
Statement

w =  indicates derivative

- indicates direct
relationship
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« Coordenacao
 Ad-hoc

« Centralizado
e Distribuido

* Distribuido com Coordenacao Centralizada
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 Resposta a Incidentes fornece subsidios que podem ser utilizados no
inicio do SDLC;
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Microsoft Security Response Center

HOME WHAT WE DO | REPORT AVULNERABILITY I COMMUNITY COLLABORATION

Responding to Security Incidents = = ¢ Security Update Guide

Print Email Share

The Microsoft Security Response Center (MSRC) uses Microsoft's worldwide Software Security The Security Update Guide was

Incident Response Process (5SIRP) to understand security incidents quickly, and then created to help IT professionals X

investigate, analyze, and resolve those incidents. Security incidents are situations that arise better understand and use h

when malicious users exploit vulnerabilities. The MSRC provides customers with the Microsoft security release

necessary information, guidance, mitigation steps, and tools to react appropriately. information, processes,
communications, and tools. Check

Software Security Incident Response Process (SSIRP) out the summary or download the

Guide now.
The 55IRP is defined by four phases:

Alert and Mobilize ot
m- fesesmend s Resene
Resources

MSRC and its When a threat is The engineering MSRC provides
partners are identified, first team investigates tools and solutions,
always on the alert responders are and develops the and the Watch
for threats. paged and solution, while the phase resumes. :
mobilized into two communications Related Links %
teams of engineers team reaches out
and to provide
communications guidance to Releasing Security Updates, Bulletins,
professionals. customers and and Advisories
partners.

Conducting Technical Investigations

ES!III'IIO



IBM

Vulnerability severity ratings

Low-severity
Medium-severity

High-severity

IBEM Brands

Application Integration
Middleware (WebSphere)

Business Analytics

IBM Collaboration Solutions
(Lotus)

IBM Security Systems
IBM System Storage
IBM Power Systems
IBM System =

IBM Systems Software

&4l Public Blogs

IBM Product Security Incident Response Blog

This page contains important information regarding security vulnerabilities that may affect IEM products
and solutions. IBEM PSIRET follows the MIST guidelines for determining the severity rating of the reported

vulnerability - see "NVD Vulnerability Severity Ratings" for details. Please use this information to take
the appropriate actions.

In our effort to serve you better, we recommend that you subscribe to R3S feed for notification of future
IBEM Security Bulletins and advisories posted on this blog. The short URL for this blog is

hitps /hwww.ibm.com/blogs/PSIRT

Page 1 |2 Previous | Mext

Sortby: Datev | Title | Most Recommendations | Most Comments | Most Visits

Security Bulletin: Potential security vulnerability when using Web based
applications on IBM WebSphere Application Server due to Java HashTable
implementation vulnerability [PMEBEIB[I} [CVE 2012 0193}

IBM PSIRT | Tuesday4:53 PM | Tags: webspt tedium | m

Comments (01 | Visits [104)

IEM WebSphere Application Server is susceptible to a potential denial of service condition when using

Web based applications due to a JavaHashTable implementation vulnerability. CWVE(s):
CVE-2012-0193Affected product{s): IBM WebSphere Application ServerAffected version(s): 6.0, 6.0.0.2,

Resources

- |IBEM Secure Engineering
Practices

— About IBM PSIRT
- |IBM PSIRT Process

— Repor Security Issue

Feeds

-’n_lj Feed for Blog Entries

"_r_d Feed for Blog Comments

Archive

January 2012
December 2011

November 2011

ZS!I!I'IIO



=% Software Engineering Institute

Assurance

Secure Coding
wulnerabilty Anabysis

Function Extraction |(Fx)

related links
Publications Catalog

Historical Documents

CERT Coordination

CERT/CC Blog

US-CERT Vulnerability
Motes Database

wulnerabllity Cisclosure

Bulld Securlty In

US-CERT

WYWW LS-Cert.gov

Carnegie Mellon

surance | Secure Systems | Organizational Security | Coordinated Response | Training

Secure Coding

Easily avoided software defects are a primary cause of
commeonly exploited software vulnerabilities. CERT staff has
observed, through an analysis of thousands of vulnerability
reports, that most vulnerabilities stem from a relatively small
number of common programming errors. By identifying
insecure coding practices and developing secure alternatives,
software developers can take practical steps to reduce or
eliminate vulnerabilities before deployment.

As part of the CERT Secure Coding Initiative, members of the
Secure Coding team work with software developers and
software development organizations to reduce vulnerabilities
resulting from coding errors before they are deployed. We
strive to identify common programming errors that lead to
software vulnerabilities, establish standard secure coding
standards, educate software developers, and to advance the
state of the practice in secure coding.

Areas of Work

Secure Coding Standards

The CERT Program is working with the software
development and security communities to develop
standards for commonly used programming languages. We

Publications Catalog

Podcasts and Videos

ROBERT C. SEACORD | senior vulnerability analyst - CERT/CC

= H H oo:-00|

Secure Coding Initiative: Project - 12.02. 2008 - Featuring Robert S

ESEIII'IIO
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Sem infec¢coes em larga escala desde Agobot (2005);
Resisténcia ao Conficker;
Resisténcia aos ataques de DDOS em 2011;

Nenhuma invasao aos sitios desenvolvidos pelo SERPRO e sistemas
criticos durante os ataques de 2011;

Assinatura do IDS SNORT, capaz de detectar o Ultrasurf, distribuida
na comunidade internacional;

ESERI'IIO
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O fator humano é fundamental.

Nenhuma tecnologia foi capaz de substituir o Analista

./



Obrigado!

daniel.melo@serpro.gov.br




Slollocreiilz

 Secure Coding — Principles and Practices. Mark G. Graff, Kenneth
Wyk. Editora O'reilly.

 CSIRT - Handbook - www.cert.org.
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