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Pizza place A yes yes yes yes
Pizza place B vyes yes yes no
Pizza place C  yes yes yes yes
Pizza place D vyes yes yes yes
Pizza place E  vyes yes yes yes
Pizza placeF no no no no
Pizza place G vyes yes yes yes
Pizza place H vyes yes yes yes
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Summary DOMAIN INFORMATION

Domain I -

Overall Rating Registrar Umbrellar Limited t/a DiscountDomains
e [ Registration Date:  2001-02-23
Expiration Date: ~ 2018-02-23
Updated Date: 2017-02-09
Key Exchange Status: 200 Active

Name Sarvars- nsi discountdomains co nz

Protocol Support

Cipher Strength

Mo support for TLS 1.2, which is the
only secure protocol version. MORE »

Visit our documentation page for more information, configuration guides, and books. Known issues are documente &8
This server is vulnerable to the POODLE attack. If possible, disable S$SL 3 to mitigate. Grade capped to C. MORE |
©WMapboy © OpenStreethian mprove this map & DigitaiGiobe:
This server supports weak Diffie-Hellman (DH) key exchange parameters. Grade capped to B. MORE INFO »
.
This server does not mitigate the CRIME attack. Grade capped to C. O 4 POI’tS
The server supports only older protocols, but not the current best TLS 1.2, Grade capped to C. MORE INFO »
city Auckland n n
This server accepts RC4 cipher, but only with older protocols. Grade capped to B. MORE INFO » Country New Zealand
Organization Umbrellar Limited H
The server does not support Forward Secrecy with the reference browsers. MORE INFO » Serwces
1sp Umbrellar Limited
Cipher Suites Last Update 2017-10-18716:05:38.343371
Googlebot Feb 2015 RSA 2043 (SHAZ58) 1 [ — 21 ]
ASN AS24192 P
#7TLS 1.0 (server has no preference)
| o = (S iy .
IEBIXP Ho oSN RESA 2042 (SHAZ55) e ProFTPD
IE 7 / Vista BSA 2048 (SHA255) 1 220 ProfTPD 1.3.1 Server (Debian) [::ffff:10.0.8.171]
— : i 530 Login incorrect.
TLS_RSA_WITH_AES_128_CBC_SHA (8x2f) i 214-The following commands are recognized (* =>'s unimplemented):
B IES/XP mMoFs! MNosSN RSA 2042 (SHA25E) 214-ClD XCWD  CDUP  XCUP  SMNT* QUIT  PORT  PASV
TLS_DHE_RSA_WITH_AES_128_CBC_SHA (ex33) DH 10 214-EPRT  EPSV  ALLO* RNFR  RNTO  DELE  MOTM  RMD
TLS_RSA_WITH_RC4_128_MDS (8x4) INSECURE IES-10/Win7 r RSA 2043 {(SHA258) ) 214-XRMD  MKD XMKD WD XPWD  SIZE  SYST  HELP
214-NOOP  FEAT  OPTS  AUTH  CCC*  CONF*  ENC*  MIC*
AW SHA (2x5) R .
SRS WITHIRCA 128 SHA ) JINSECURE IE11/Win7 R RSA 2048 (SHAZSE) TLS1.0  TLS_RsA_wn | Fmail J -
TLS_RSA_WITH_AES_256_CBC_SHA (8x35) 256
TLS_DHE_RSA_WITH_AES_256_CBC_SHA (ax39) DH 1 FS WEAK 256
# SSL 3 (server has no preference)
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POODLE (TLS)




heartbeat [hanrtbat

the cycle of contraction of the heart
normal pacemaker for the heart.
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Heartbeat (U

From Wikipedia, the free ency

This article is about the

Heartbeat is a British police
Peter N Walker, under the p
(formerly Yorkshire Televisic
evenings). The 372nd and f

Heartbeat proved popular fr
TV ratings list with a peak a
figures were around 6 millio

“CITE” =2 Miller-Keane Encyclopedia i

of Elsevier, Inc. All rights reserved.
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what we are doing




Just a little

frustrated




We tried!!!
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i’ Burp Suite Professional

Burp Intruder Repeater Window Help
[ TargetT Proxy TSpider TS(‘.HIII@IT Intruder T Repeater TSequencer I Decoder I Comparer T Extender I Options I Alerts ]
j Resul.tsT Scan queue T Live scanning TOp‘uons ] 4
@ http://0b7bd624bab7. mdseclabs.net » @ SQL injection [7] 5
if @ Cross-site scripting (stored)
» @) addressbook @ HTTP header injection 6
» 1 admin @) Cross-site scripting (reflected) 7
» @ cclookup » @ Cleartext submission of password [2]
» 7 employees I 0S command injection 8
» 1 filestore 7 LDAP injection o]
» i labs () Open redirection
» @ search » () Password field with autocomplete enabled [2] 10
» @) settings » 1 Cross-domain Referer leakage [2] 11
» () updates S—
» | https://0b7bd624babT.mdseclabs.nat j M"S“')‘T Request I Response ] 12
0 Cross-site scripting (reflected) 14

Issue: Cross-site scripting (reflected)
Severity: High
Confidence: Certain

Host: hitp://0b7bd624bab7.mdseclabs.net
Path: Isearch/11/Default.aspx
Issue detail

The value of the SearchTerm request parameter is copied into the HTML document as plain text
between tags. The payload 1d329<script=alert{1}</script>27a3a1b60c71d9423 was submitted in the
SearchTerm parameter. This input was echoed unmodified in the application’s response.

-

DOCTYPE html>

<title>Example<title>
<link rel="stylesheet" href="sty’

tml>
<head>
</head>
<body>
<hl>
<a
</hl>
<nav>
<a
<a
<a
</nav>

[4,]BURP

href="/">Header</a>

href="one/">0ne</a>
href="two/">Two</a>
href="three/">Three</a>
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COURSES Vv Q What do you want to learn?

Business Individuals

Hack Yourself First: How to go on the Cyber-

Offense

* Ak hkk 2y TroyHunt

"Hack Yourself First” is all about developers building up cyber-offense skills
and proactively seeking out security vulnerabilities in their own websites

before an attacker does

Course info

Rating * % & & & (806)
Level Intermediate .l
Updated August 30,2013 &5

Duration 9h 25m O

Description

The prevalence of online attacks against websites has accelerated quickly in recent
years and the same risks continue to be readily exploited. However, these are very often
easily identified directly within the browser; it’s just a matter of understanding the
vulnerable patterns to look for. This course comes at security from the view of the
attacker in that their entry point is typically the browser. They have a website they want
to probe for security risks a€“ this is how they go about it. This approach is more
reflective of the real online threat than reviewing source code is and it empowers
developers to begin i iately g their lications even when they're running
in a live environment without access to the source. After all, that's what online attackers
are doing.

Introduction
About the coul
Why hack yourself first

Introducing a vulnerable

and composing
Fiddler

ng requests and
nses in Fiddler

Transport Layer Protection Th 8m

Introduction

Recommended

FREE WEEKLY COURSE

Check out this week's free
course

ARTICLE

-~







The following is a
depiction of the events

that occurred on the /. 3 o
night of 4th October

2017



fiona 2:33 PM
Shit
| may have stuffed up

| have accidentally accessed someones information

kevinnz 2:40 pM
Well it’s kind of cool, but it's an issue with the site

Now we need to confirm that you have found a bug

kevinnz 2:42 pm
If it's a problem we might be stepping into a gray area

fiona 2:43pPMm
But | have access to a name, a phone number an address and an email

kevinnz 2:44 pM
Cool. | have to go to a meeting. Don’t get arrested until | get back




Crimes Act 1961

Public Act 1961 No 43
Date of assent 1 November 1961
Commencement see section 1(2)

250 Damaging or interfering with computer system
(1

Every one 1s liable to imprisonment for a term not exceeding 10 years who intentionally or recklessly destroys,
damages. or alters any computer system if he or she knows or ought to know that danger to life is likely to result.

Every one 1s liable to imprisonment for a term not exceeding 7 vears who mtentionally or recklessly, and without
authorisation. knowing that he or she is not authorised, or being reckless as to whether or not he or she is authorised. —

(a) damages. deletes. modifies. or otherwise interferes with or impairs any data or software in any computer system;
or

(b)  causes any data or software in anv computer system to be damaged, deleted, modified, or otherwise interfered
with or impaired; or

(c) causes any computer system to—
(1)  fail; or
(i1)  deny service to any authorised users.

Section 230: replaced, on 1 October 2003, by secticn 13 of the Crimes Amendment Act 2003 (2003 No 39).




OWASP Top 10

Injection

Broken Authentication and Session Management

A3

Sensitive Data Exposure

A4

XML External Entity (XXE)

A5

Broken Access Control

A6

Security Misconfiguration

A7

Cross Site Scripting

A8

Insecure Deserialization

A9

Using Components with Known Vulnerabilities

Insufficient Logging & Monitoring
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HTTP vs HTTPS



cheese
104 sticks (6 oung

ely minced

1teaspoon kosher salt
1teaspoon freshly ground In a bowl, combine the mozz
black pepper pepper flakes, salt, and bla
the bread in a crosshatch
taking care not to cut thr

1-pound round loaf French
bread

Place the bread on a lai
most of the cheese

Sensitive Data Exposure




IIlImyE ncIJ.mIe- iso




Cross Site Scripting

© I -t 2ert( hello ) </scripts




Using order numbers to bring up other
people's detalils
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Ac 192290

Ac 192290
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Ac 192290

44

Broken Access Control




OWASP Top 10

Injection

A2

Broken Authentication and Session Management

A3

A«

Sensitive Data Exposure

A4

XML External Entity (XXE)

Broken Access Control

A6

Security Misconfiguration

AL«

A7

Cross Site Scripting

A8

Insecure Deserialization

A9

Using Components with Known Vulnerabilities

N«

Insufficient Logging & Monitoring













Mentorship is a must
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Massive Thanks To Kevin!







