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Why talk about WAF filter evasion technique?

• Opportunity to research and improve security

• Plays an important role in web application 
protection



What is WAF?

• WAF - short for web application firewall

• Layer 7 of OSI model

• WAF is used for protecting web application by
filtering, monitoring and blocking malicious
packets between web application and client
endpoints



RELATIONSHIP BETWEEN WAF AND WEB APPLICATION   



How WAF(cloudflare) work

• Monitors the GET and POST traffic which is bi-
directional

• Apply rules (filters)

• If suspicious behavior detected (ask for
captcha)

• If successful, action continues

• If unsuccessful, action blocks



Things you may not know 

•Bash standard wildcard(globbing patterns) -
used by various command line utilities to work
with multiple files. Check in unix command: man
7 glob



Fun Time
•Basically everyone on unix runs the shell 
command “ls” to list directory contents. Normal 
as such ls <filename> or /bin/ls <filename>



normal technique : ls

The Filter evasion technique: /???/ls or /*/ls$u



FILTER EVASION  FOR “ls” Command



normal technique :  cat <filename> or /bin/cat 
<filename>

WAF filter evasion technique: /???/?at or 
/???/?at / or /???$u/?at$u or /*/?at



FILTER EVASION  FOR “cat” Command



ModSecurity WAF

• ModSecurity is an open-source web-based 
application firewall(WAF).

• Supported by:Apache, Nginx, IIS etc



ModSecurity OWASP Core Rule Set(CRS) 3.0

•The Core Rule Set – sets the policy or rule for 
packet inspection. 

•ModSecurity has  4 levels of paranoia



4 LEVELS FOR PARANOIA

REQUEST PROTOCOL ENFORCEMENT RULES



Testing WAF evasion against ModSecurity 

•Normal technique: cat /etc/passwd

•Example Filter evasion technique: 
cat%20/?tc/passwd

•Here %20 stands for space. 



Paranoia Level 0 (PL0) - Most rules are disabled.
Most of our RCE will work out.

SecAction "id:999,\
phase:1,\

nolog,\
pass,\

t:none,\
setvar:tx.paranoia_level=0"



ModSecurity WITH PL0 SECURITY LEVEL



Paranoia Level 1 (PL1) – flawless rules of high
quality with virtually no false positives

SecAction "id:999,\
phase:1,\

nolog,\
pass,\

t:none,\
setvar:tx.paranoia_level=1”

•Behavior of PL1 and PL2 are almost the same.



ModSecurity WAF TRIGGERED



ModSecurity WITH  PL1 & PL2  WAF FILTER EVASION



Paranoia Level 3 (PL3) – More rules, keyword
listing for less attack, more false positives

SecAction "id:999,\
phase:1,\

nolog,\
pass,\

t:none,\
setvar:tx.paranoia_level=3”



• with PL1 and PL2 the Remote Code
Execution(RCE) attack was not blocked and we
can now read /etc/passwd.

• Remote Code Execution(RCE) gives an attacker
the ability to execute commands on a target
system. Executing an /etc/passwd gives the
attacker the read access to a list of system’s
account, user ID, group ID, Home directory.



• Why? ‘?’,’/’ , ‘ space ‘ are in the ascii range on
rule 920271, 920272.

• Paranoia Level 3 (PL3) – Blocks characters like
? which appears more than 3 times.

• cmd=cat%20/?tc/?asswd



ModSecurity WITH PL3 WAF FILTER EVASION



• Paranoia Level 4 (PL4) - All characters outside 
the range of a-zA-Z0-9 are blocked, Lots of 
false positives



ModSecurity WITH PL4 WAF FILTER EVASION BLOCKED



Conclusion:

Web application firewall(WAF)  can mostly be 
bypassed by bash standard wildcard(globbing 
patterns).
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Any Questions?


