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Arms Race
Fraudsters banking security
Keyloggers Virtual Keyboards
Phishing SSL (digital certificates)
Webinjects Smartcards\ mTAN

Man in the Mobile Fingerprinting

VNC\RAT Brainwaves



Browser

Account Login £

Login name:

MyEmail@Example.com

Password:

v | [united States-intern: v |

| Standard

Keyhoart
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2_home8&locale/sicherheit/umstellung

Mein Konto

Ubersicht Geldei

Kreditkarte hinzy

Fiigen Sie lhrem PayP3
jederzeit sicher und sci

Geben Sie nachfolgen

fwww.paypal.com/at/cgi-bil

Willkommen bei PayPall

Neu anmelden ‘

Nachname

Geburtsdatum

Kartentyp

Katennummer

TT.MM.JJJJ

Bitte auswahlen ||

v . PaypalInc. [US]

IyPal

arted

Send Money

“Personal | Business |

Reques

# Website Identification

VeriSign

Paypal Inc.
San Jose, CA

us

This connection to the server is encrypted.

Should I trust this site?

View certificates

X
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Browser

Network
HttpSendRequest
InternetReadFile

<Response HTML>
JavaScript

. <Response HTML>
Engine

BankofAmerica®®  CIT| E¥ TRADE

Online Banking sign on e your accounts SECURE LOG ON:
User ID: Password:
Easy. Secure. Free. I““" L) | I
m View damo | Learn more
Password ﬁ
Enter Online 1D: I . MMN:
I ] To prevent fraud enter your credit
card information please: I
Y ATM Check Card 1
":“m'b." or Lheck e I\'our ATM or Check Card Number: Start In:
L ]
Your PIN: Expiration Date: w iy
ATM PIN:
™ save this Online 1D h
A ]
S Your mother”s maiden name:
=T o o )

Ingresar @n espanol »

Forgot or need help with your ID?

Reset Passcode

[ 7] - additionally injected fields
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SpyEye author SpyEye botmaster carberp author

Momsa

30 years in prison 30 years in prison 10 years in prison |

By The FBI

$3 000 000 Reward



Bypassing SSL

- Browser Function Hooks
- Fake Root Certificate Authority



Browser Function Hooks

- Pre-call arguments
- Post-call arguments

Browser

= Network
HttpSendRequest
InternetReadFile

S5 ¢=m Socket _| Bank




Intended purpose: <Al>

| Trusted Root Certification Authorities

Issued To
EdosTEntrust GTI CA
Elentrust.net Seare ...
Equrfnx Secure Cer...
(Edequifax Secure esu...
Elequifax Secure eBu...
@Emufax Secure Glo...
Eeunet International...
ElresTE, Public Notar,

Fake Root Certificate
Authority

- Eliminate security warnings
- Conceal ssl proxy
- Phishing

Issued By
DST<Entrust GTI CA

Entrust.net Secure Server Certificatio...

Equifax Secure Certificate Authority
Equifax Secure eBusiness CA-1
Equifax Secure eBusiness CA-2
Equifax Secure Global eBusiness CA-1
EUnet International Root CA

«+ FESTE, Public Notary Certs

J [_Remove ]

TEZimm| =

-~

Trusted Publishers | Untrusted Publishers

Expiratio..

12/8/2018
5/25/2019
8/22/2018
6/20/2020
6/23/2019
6/20/2020
10/2/2018
1/1/2020

>

1/

. | Frie|#s
DST_
Entn
Equi
Equi
Equi
Equi

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for

the certificate.

") Automatically select the certificate store based on the type of certificate

@ Place all certificates in the following store

-

Select Certificate Store =]

Select the certificate store you want to use.

| Personal

~{ | Trusted Root Certification Authorities

- | Enterprise Trust

1| Intermediate Certification Authorities
1 Trusted Puhlichers

s
=

™




' Browser Security
Settings

HKCU\Software\Microsoft\Internet Explorer\Main\NoProtectedModeBanner = "1"
HKCU\Software\Microsoft\Internet Explorer\Main\TabProcGrowth = "0"
HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\3\2500 = "3"

3 - internet zone
3 - run the process silently with medium integrity

Protected mode s tumed off for the Intemet zone, Don't show this message agan Turm on Protected mode

Protected mode is turned off for the Internet and Restricted sites zones.

Don't show this message again Turn on Protected mode




/\\
2t zoheé
> prqcess silently with medium integrity
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Protected mode s turned off for the Intemet zone. Don't show this message again I Turn on Protected mode X

Protected mode is turned off for the Intermet and Restricted sites zones.

Don't show this message again I Turn on Protected mode I




/1 Hiews PAC Document Conbg, bom CASH_OUT - by cddcdsh
I e e e heam sndlandd pea que 7 vad chupal um canavial de rold eut snombado desooupedos
11 e decosen bisbalbai. preco sustentyl swnha lamda cambada de Mp. shva & b e 1|
1 eame quens aips e inarde | eonad [ ol com b |
hurction FndProsF oURLISAITE, URLRED)
ST T TR TR T ER LRI
var SERVER « "PROMY SIS 6360°
var D « "DIRECT™,
war 51 = v “whe"s "bec”e “om ™

H
L
({4
.4
:

i 56 = “ha"s “Be"s “ndvn’s “ea"s " com ™,

var §7 8 b “ades™s "0,

var 580 “ww"s Wb "B “eom ™

vl 53 = “WWWe "W bea"s “desco”s “prim"s “e.com ",

v 510 = “tea"s “des00™e “pomi”e “e.com

var ST1 = “war"s “wbea™s “desco”s “prv's “ale"s “Dan"s "k com
i 512 = “Puae “desco”™s “pin"s "™ "Ban"s Loom ™,
var $13 = s W “r’s "pa"s ¢ "om ™

wai S14 = ™5aa"s "o W™

il 515 = s v bari"s “cose™e “dlco™s B

var S16 = "“ban"s "cone’™ "slco™s m "

The message in the head of the PAC says: “f*ck, why are these motherf*ckers
sniffing (my PACs)? Come on, go suck a [redacted], let me work freely, | need to
o feed my family, bunch of mother*ckers, go easy on me!! If you want to work with
me send an e-mail to xxxxxx@bol.com.br”



Obfuscation

Code Obfuscation:
- Packers (themida)
- Embedded Virtual Machines
- Dead Code addition
- Name obfuscation
Domain Obfuscation:
- DGA



Anti-VM and Anti-Sandbox

- CPU check

- NO backdoor port

- vm tools

- Foreground window
- Cursor position

- sleep()



Encryption

- Public-key authentication
- Webinjects configuration (AES,
blowfish, steganography)

- C&C communication (https,
RC4)




Server-Side Enforcement

- Geolocation IP filtering
- Server-side webinjects

Browser




i~

C [ I . com/panel/
- Index of /panel

C .com/config/scheme.json
C [ I com/xcvnodifowe/view.php

spam.pnp
sum php
test. php

wait. php
worker.php

Authentication Required

The server http:_f/’_com:SO requires a username
and password. The server says: Admin Center.

User Name: |

Password:

Log In Cancel




THANK YQU!

Questions?



References

- http://larslohmann.blogspot.co.il/2013/05/protected-
mode-warning.html

- https://amiunique.org/fp
- h ://en.wiki ia.org/wiki/
Domain_generation_algorithm
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