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Security Challenges & Data Breach

# Over 1B Records Breached from
Database Servers in Past 6 years

u $214 per compromised record and
averaged $7.2 million per data breach event

(Ponemon Institute, 2010 U.S. Cost of a Data Breach, October 2010)

u 48% Data Breaches Caused by Insiders
# 89% Records Stolen Using SQL Injection
# 86% Hacking Used Stolen Credentials

(Source: IDC, 2011, Verizon, 2007-2011)



Security Challenges & Data Breach..

2005 - The CardSystems

a 36 million Visa and MasterCard Credit Card Data
Stolen

a Potential Financial Damage: Worldwide Total
Unknown

a CardSystems Is an Arizona-based credit card
processor faced reputational damage

2007 — TJ-Max
a 40 Million Credit Data Stolen

s Potential Financial Damage: US$1 Billion

Hackers gather data via wireless snooping
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Security Challenges & Data Breach..

2008 — Best Western Hotel Chain

# Credit Card details of every guest stolen from chain’s 1,312
notels

a Potential Financial Damage: US$4 billion

This included guests’ credit card numbers, addresses, and phone numbers, giving the
thieves a perfect way to steal their identities.

2009 — The 7-Eleven '@
i
a 140 million Credit Card Data Stolen

s Potential Financial Damage: Total damage unknown;
company has paid $12 million to card issuers

m Credit card processing company Heartland Financial Systems who
processed credit card transactions for the 7-Eleven faced serious
reputational issue. Hackers used “SQL injection attack”™ to steal the
data.



Security Challenges & Data Breach..

2011- SONY PlayStation

@ 100M personal data records stolen

a 12M Credit Card data stolen

a Potential Financial Damage: US$3.8B

a 9% Drop In Share price




A unified Data Security Standard
for Payment Card Industry
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The PCI Security Standards Councill

(PCI SSC)

PCI SSC a global forum formally launched in 2006. They developed
THREE sets of standards based on the industry segment:

PCI DSS - PCI Data Security Standard
Any entity of any size who accept payment cards, store, process, and/or

transmit cardholder data is under PCI DSS compliance requirements.

PCI PTS — PCI PIN Transaction Security.
Device manufacturers like ATM, POS, etc. who handles Personal

dentification Number (PIN) are under PCI-PTS requirements.

PA-DSS — Payment Application Data Security Standard.
Payment applications that are sold, distributed or licensed to third parties

are subject to the PA-DSS requirements



Standards Council

The PCI SSC Security Ecosystem
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Protection of Cardholder Payment Data

MERCHANTS &

D SERVICE
f. o N Y P S 4, ‘.'\.{Q\' SO FTWA R E
MANUFACTURERS DEVELOPERS PROVIDERS PERTS

PCI PTS PCI PA-DSS PCI DSS STANDARDS
PIN Transaction Payment Application & COMPLIANCE

Security Devices Vendors Data Security
Standard

_ Ecosystem of payment devices, applications, infrastructure and users /
L




PClI DSS — Payment Card Industry
Data Security Standard

PCIl Data Security Standard (PCIl DSS),
which provides an actionable framework
for developing a robust payment card data

security process -- including prevention,
detection and appropriate reaction to

security incidents.
Standards Council



https://www.pcisecuritystandards.org/security_standards/documents.php?document=pci_dss_v2-0

Who must comply?

Any entity of any size who accept payment cards, store, process,
and/or transmit cardholder data is under PCI DSS compliance

requirements.

i)

[

Acquurers
(Merchant Banks)

Merchants
(Accepting
Cards)

Issuers Service
(Cardholder Providers
Banks) (Everybody Else)




PCl DSS Requirements

1. Build and Maintain a Secure Network

Requirement 1 |Install and maintain a firewall configuration to protect cardholder
data

Requirement 2 | Do not use vendor-supplied defaults for system passwords and
other security parameters

2. Protect Cardholder Data
Requirement 3 | Protect stored cardholder data

Requirement 4 | Encrypt transmission of cardholder data across open, public
networks

3. Maintain a Vulnerability Management Program
Requirement 5 | Use and regularly update anti-virus software or programs

Requirement 6 | Develop and maintain secure systems and applications (6.5 -
OWASP Guide, CWE/SANS Top 25, CERT Secure Coding)




PCl DSS Requirements

4. Implement Strong Access Control Measures

Requirement 7

Restrict access to cardholder data by business need-to-know

Requirement 8

Assign a unique ID to each person with computer access

Requirement 9

Restrict physical access to cardholder data

5. Regularly Monitor and Test Networks

Requirement 10

Track and monitor all access to network resources and
cardholder data

Requirement 11

Regularly test security systems and processes

6. Maintain an Information Security Policy

Requirement 12

Maintain a policy that addresses information security




PCI DSS Compliance Challenges

Assessment Planning
Inappropriate Scoping
Insufficient Documentation
Application Vulnerability

Unnecessary (or Inappropriate) Data
Storage

# Compensating Controls



Key Challenge: Assessment Planning

B QSA (Qualified Security Assessors ) validate the PCI
DSS requirements in production environment

M Process, procedure, and guidelines should match with
the production for proper onsite assessment

8 QSA will go through onsite checklist published by PCI
Security Standard Council

BPre-assessment
» Do the pre-assessment questionnaire (even if you don’t have to)
» Go through a pre-assessment exercise and identify the gaps
before start the onsite assessment



Key Challenge: Scoping

PCI DSS applies to all system components i.e. network,
server, or applications that are included or connected to the
cardholder data environment.

Cardholder Data Environment (CDE) Is comprised of people,
processes and technology that stores, processes, and/or
transmits cardholder data or sensitive authentication data

Without proper scoping of the CDE, the entire
organization comes under the scope of compliance for
PCI DSS which increases Complexity & Cost




Scoping Example

# Red area denotes scope of PCl assessment

Unzoned (everything in scope) Zoned (strategic scope)




Solution to Key Challenge Scoping:
Enforcement of Scope

M Once the scope of the CDE is defined that needs to be
enforced with:

»Firewalls

»Physical separation

8 Segmentation of CDE network from the Corporate
network

8 Satisfy QSA about CDE scoping through documentation:
»How zoning approach enforces the scope?
*Why zoning approach is chosen?
*Who Is responsible for maintaining the boundary?



Key Challenge: Inadeguate Documentation

8 Documentation is the key for compliance

» Organization must have documented policy, guidelines
and procedures

» QSA (Qualified Security Assessor) must disregard ad-hoc or
Informal processes and documentation

» Documentation is mandatory for each and every
processes like patch update, anti-virus update, etc.




Key Challenge: Application Vulnerability

u Application Vulnerability control is critical to ensure
the security of the CDE

8 The requirements for application vulnerability
assessment
»OWASP Guide (OWASP “Top Ten”), CWE/SANS Top 25,

CERT Secure Coding

»Lifecycle requirements

»Requirements for code review and “application-level
firewall” (this means “a web application firewall (WAF)”*)

# Need to have a solid strategy for application security



PCl DSS & OWASP Requirements

OWASP Guide, SANS CWE Top 25,

CERT Secure Coding

6.5 Develop applications based ¢
secura coding guidelines. Pravent
commaon coding vulnarabilities /n
software development procesgas, o
include the following:

MNote: The vulnarabilities igted at £.5.1
through 6.5.89 were curreny with industry
best practices when this yersion of PG/
D55 was published Hoyweaver, as
inausty best practices for vl narability
management are updgted (for exampla,
the OWASF Guide, SANS CWE Top 25,
CERT Secura Coding, eic.), the cumant

best practices must be used for these
requiramenis.

6.5.a (Obtain and raview =oitware development processes, Verify
that processes require training in secure coding techniques for
davalopers. based on industry best practices and guidance.

6.5.b Interview a sample of developers and obtain evidence that
thay are knowledgeable in secure coding technigues.

6.5.c. Verity that processas are in place to ensure thal
applications are not vulnerable to, at a minimum, the following:




PCl DSS & OWASP Requirements

PCl DSS Requirements

Testing Procedures

6.5 1 Injaction flaws, particularhy S0QL
impaction. Also considar OS5 Command
Imjaction, LDAFP and XFPath injoction
flaws as wall as ather injaction flaws.

6.5.1 Inmjection flaws., pariculary S0OL injection. (Validate input to
varfy usoer data cammot modify meaaning of commands and
guarias, utilize paramatarizad quaerias, alc.)

5.5 2 Buiffar owarfloss

6.5.2 Buffer ovarflow {(Validate buffer boundaries and truncatse
imput stimg=._J

6.5 .3 Insecure crypltographic storage

6.5.3 Insacure cryplographic storage (Prevent cryptographic
flaws=)

5.5.49 InEscursg commonications

6.5.4 Insacurg communications {Fropery encrypt all authanticataed
and sensitive communications)

6.5.5 Impropar arror handling

6.5.5 Improper arrcr hanmndling (o not leak information via emror
maessagaes)

6.5.6 All “High™ vulnerabilitiaes identified
im the vulnarability identification procaess
{as dafinad in PC1 DSS Heguirament
5.2

MNote: ThHs reguirament is considarad 32
bost practico wunid June 30, 20712, afier
wihiich it bacomas a reguirsermant.

Node: Haguirsmaris & 5 7 throwgh

& 5 9 baelow, apy o weab applicaliions
and appficaion intorwraces (fntovnal o
exteyna -

6.5 7 Cross-site scripting {(X55)

6.5.6 All “High™ wvulmerabilities as idantified in PCI D35S
Roquiremant 6_2.

6.5.F Cross-site scripting (X55) (Validate all parameters bafora
inclusion. utllize contaxi-sansitive ascaping. alc.)

6.5.8 Impropoar Accass Control (such as
insacura diraect chject referances, failure
o restrict AL accass. ard directory
iravarsal)

&6.5.8 Impropor Accass Control, such as insocure direct objoct
rafergnceas, failura to restrict LURL access,. and directory iraversal
(Propearhly authemticate usaers and sanitize input. o notl exposas
imtermal object refarences to usars.}

6.5.9 Cros=s-site raguest forgery {SSHREF)

6.5.9 Cross-site reguast forgery (&CSHF). (Do not reply on
authorization credentials and tokens automatically =ubmitiad by
browsar=.j




Key Challenge: Data Storage

8 Transaction Authorization data can not be stored

»  Never store full track data (magnetic-stripe) or
CVV/CVC, PIN.

8 There should be a good business reasons to store the
PAN (full card number)

8 Encrypting the PAN Is the only approved way to store it
8 Use Triple-DES or AES for PAN/Data encryption

8 Consider a “secure data deletion” process to ensure
security of cardholder data



Key Challenge: Inadequate Compensating
Controls

¥ If particular requirement can not be applied then
compensating control applies

8 Compensating Controls should ensure the same
level of protection

8 Documented procedure should be in place for
assessor to accept the compensating control

Ml Assessor should agree with the compensating
control for ‘Report On Compliance’ (ROC).



PA-DSS

Formerly known as -PABP (Payment Application Best Practices)
supervised by Visa

Goals
» Develop secure payment applications that do not store

prohibited data, such as full magnetic stripe, CVV2 or PIN data
» Ensure their payment applications support compliance
with the PCI DSS

The requirements for the PA-DSS are derived from the PCIl DSS




PA-DSS Requirements

Requirement 1

Do not retain full magnetic stripe, card validation code or value
(CAV2, CID, CVC2, CVV2), or PIN block data

Requirement 2

Protect stored cardholder data

Requirement 3

Provide secure authentication features

Requirement 4

Log payment application activity

Requirement 5

Develop secure payment applications (5.2 - OWASP Guide, SANS CWE Top 25, CERT
Secure Coding)

Requirement 6

Protect wireless transmissions

Requirement 7

Test payment applications to address vulnerabilities

Requirement 8

Facilitate secure network implementation

Requirement 9

Cardholder data must never be stored on a server connected to the Internet

Requirement 10

Facilitate secure remote software updates

Requirement 11

Facilitate secure remote access to payment application

Requirement 12

Encrypt sensitive traffic over public networks

Requirement 13

Encrypt all non-console administrative access

Requirement 14

Maintain instructional documentation and training programs
for customers, resellers, and integrators




Summary

B Most issues are preventable, need awareness and initiatives

# Develop your own Data Security Standard (DSS) in line with
International standards

8 Launch Information Security Program

8 To Achieve PCI Compliance:
» Proper Scoping and Planning Is important

» ldentify the gaps through self-assessment

» Separation of Duties, ‘Need-to-know’ and Accountability in place

» Dally network monitoring and security logs

» Update Security patches and anti-virus regularly

» Quarterly vulnerability scanning of each system

» Documented and Tested BCP, DR and Incident Response Plan

» Comprehensive documentation for each processes and procedures




Thank You For<Your Time!

Questions?
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