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Agenda

» Defining Terms
- What every CIO wonders

- How your results help the CIO answer that
question

« Root Cause
- Extrapolation

- Feed back to improve processes that led to bad
outcomes




Defining Our Terms




Committee on National Security System
CNSS Instruction No. 4009 26 April 2010
National Information Assurance (IA) Glossary

risk management _ The process of managing risks to organijzational operations
(including mission, functions, image, or reputation), organizational assets, individuals,
other organizations, or the nation resulting from the operation or use of an information
system, and includes: 1) the conduct of a risk assessment; 2) the implementation of a risk
mitigation strategy; 3) employment of techniques and procedures for the continuous
momtorl.nﬁ of the security state of the information system; and 4) documenting the

overall risk management program.

NIST SP 800-53: The process of managing risks to organizational operations (including
mission, functions, image, or reputation), organizational assets, individuals, other
organizations, or the Nation resulting from the OEeration of an information system, and
includes: 1. the conduct of a risk assessment; 2. the implementation of a risk mitigation
strategy; and 3. employment of techniques and procedures for the continuous monitoring
of the security state of the information system.

Risk Management Framework (RMF) A structured approach used to oversee and manage
risk for an enterprise.

penetration testing A test methodology in which assessors, typically working
under specific constraints, attempt to circumvent or defeat the secul};gf features of an
information system.

wwuw.cnss.gov/Assets/pdf/cnssi_4009.pdf



COBIT Definition: IT governance is the responsibility of executives and
the board of directors, and consists of the leadership, organisational
structures and processes that ensure that the enterprise’s IT sustains

Furthermore, IT %overnance integrates and institutionalises good practices to ensure that
the enterprise’s IT supports the business objectives. IT governance enables the enterprise
to take full advantage of its information, thereby maximising benefits, capitalising on
opportunities and gaining competitive advantaﬁe. These outcomes require a framework
for control over IT that fits with and supports the Committee of Sponsoring Organisations
of the Treadway Commission’s (COSQ’s) Internal Control—Integrated Framework, the
widely accepted control framework for enterprise governance and risk management,
and similar compliant frameworks.

Organisations should satisfy the quality, fiduciary and security requirements for their
information, as for all assets. Management should also optimise the use of available IT
resources, including applications, information, infrastructure and people. To discharge
these responsibilities, as well as to achieve its objectives, management should understand
the status of its enterprise architecture for IT and decide what governance and control it
should provide.

Control Objectives for Information and related Technology (COBIT®) provides good
practices across a domain and process framework and presents activities in a
manageable and logical structure. COBIT’s good practices represent the consensus of
experts.
They are strongly focused more on control, less on execution. These practices will help
optimise IT-enabled investments, ensure service delivery and provide a measure against
which to judge when things do go wrong.

COBIT 4.1




Your Best effort or industry best practice
which would you rather defend as an exec
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How do you explain what a framework is?

You a{;e;) going to climb Mt Rainier. what should be in your back
pack:

e wing it
« ask your brother-in-law, he did it once

. %g) the Mt Ranier Climbing Association’s web site and download
e list they have been maintaining for the last 20 years

A framework is the collective work of industry experts to describe
the controls that should be in place to reliably manage the activity
three good things about that

- is reasonable and prudent to rely on the work of those experts

« It organizes the controls into collectively exhaustive and mutually
exclusive to facilitate review

« It creates a common language for people inside and outside the
organization to discuss controls




What Every ClO should wonder

« Every CIO asks the question “Am I doing enough?”

« Smart CIOs as the question how can I credibly
respond to the question “Am I doing enough?” and

have the answer be yes.




There probably something wrong.

How are you going to find it.

It breaks
- A hacker finds it for you
» The Wall Street Journal

- An unsatisfactory audit
» You can pay for good testing
In any case it has to be fixed

The difference is what it does to your reputation
and how much control you have over the
response




Before you start

- Can you get the assets that you are looking for in context of the enterprise the same
way the CIO does

- Use inventory or risk rating to target your work where it has the most impact.

Understand Business Function or Information Classification to help deliver impact
statements if something is wrong

Business Impact Value Analysis

What goes wrong when C, I, A, O are breached for all information classes stored on
or transformed by the asset/application




Once you find something wrong

- Remember, fixing this instance of the problem is just the start of the value chain, keep
going up.
« What process should have been in place to prevent or detect that
Change management
Patch Management
Application Development Training
Pre Implementation testing
Identify a process within a recognized framework should have been operating
effectively to prevent that error

Extrapolate the results across the enterprise of that control not being effective
Recommend evaluation of that control against industry guidance

Your work identifies weaknesses in the control environment that the CIO is
accountable for designing and operating effectively, and gives them the opportunity
to make improvements to those controls in a deliberate and planned manner, and
support the statement that they are using an industry framework to evaluate and
prioritize improvements to the IT governance




Next step up the value chain

- Ask what management is afraid of

Look to framework to see what controls should be in place to reduce the likelihood
that is happening

Tailor assessment to identify whether or not those controls are operating effectively
If you find nothing wrong, then you can assure them that control is in place
If it is broken, you will find out before the Wall Street Journal does....




How the CIO can answer the question...

Your work identifies weaknesses in the control environment that the CIO is accountable
for designing and operating effectively, and gives them the opportunity to make
improvements to those controls in a deliberate and planned manner, and support the
statement :

“I am using an industry framework to evaluate and
prioritize improvements to the control environment and
am therefore fulfilling my role in IT governance”




