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The Hacker Intelligence Initiative is focused on understanding | =

how attackers operate in practice

A different approach from vulnerability research S —

Data set composition
~50 real world applications

Anonymous Proxies

More than 18 months of data
Powerful analysis system
Combines analytic tools with drill down capabilities
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Focus on actual threats
Focus on what hackers want, helping good guys prioritize
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Devise new defenses based on real data // /
Reduce guess work

Active attack sources

Explicit attack vectors
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Monthly reports based on data collection and analysis
Drill down into specific incidents or attack types
2011 /2012 reports

Remote File Inclusion

Search Engine Poisoning

The Convergence of Google and Bots
Anatomy of a SQLi Attack

Hacker Forums Statistics

Automated Hacking

Password Worst Practices

Dissecting Hacktivist Attacks
CAPTCHA Analysis

HIl Reports
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Semi annual
Based on aggregated analysis of 6 / 12 months of data
Motivation

Pick-up trends

High level take outs

Create comparative measurements over time
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Automation on the Web



2012’s Web: Automation all

/\
OWASP

Y The Open Web Application Security Project
Human traffic is in the minority

51%

Non-human traffic

20%

Search engine +
. other good bot traffic

49%

Human
traffic

Source: ’ Incapsula
www. incapsula.com

Source:

http://www.incapsula.com/the-incapsula-blog/item/225-what-google-doesnt-show-you-31-of-website-traffic-can-harm-your-business

over the place

Hacking

A" Tools
5%
8 N Efﬁ_’] Scrapers

ml gl Comment

19%

Spies of Sorts


http://www.incapsula.com/the-incapsula-blog/item/225-what-google-doesnt-show-you-31-of-website-traffic-can-harm-your-business
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Search engines
E.g. GoogleBot

Validators
Link checkers

CSS/HTML/.. Format validators
Friendly vuln scan

RSS feed readers
|IE RSS reader

B2B

Good Automation
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A good bot is a polite bot
Introduces itself
User agent

Specifies a method to validate identity
Usually by reverse DNS

Keeps the house rules - adheres to robots.txt
Who can crawl

What can be crawled

Rate of crawling

Good Bot
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Web application hacking attacks

RFI SQLi

Manual; 2%

® Manual
B Automatic

Automatic; 98%

Source:
http://www.imperva.com/docs/HIl_Automation_of Attacks.pdf


http://www.imperva.com/docs/HII_Automation_of_Attacks.pdf
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Abusing comment functionality to embed spam content

suplementy Submitted on 2011/10/02 at 7:58 am
0 approved
suplementy odzywki-

Woh | like your posts , bookmarked ! .

Quick Edit | Edit | History | Not Spam | Delete Permanently

newyork-jets Submitted on 2011/10/02 at 6:59 am
0 approved

Watch Dallas Cowboys vs New York Jets Live Stream NFL Online e
dallascowboys-vs-

amro wly pl

¥ntjntcdr oxbnsp iti isgkrupke iotkid fyy

paynguepb wgsama wwy

sil Zeqeit ozu mzg bfgtc at xzd f

Watch Pittsburgh Steelers vs Baltimore Ravens Live Stream NEL O
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Stealing site’s Intellectual Property
Pll from government sites

Price quotes
Stealing media (images) from media sites

We will analyze some “in the wild” examples
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CAPTCHA Defined



CAPTCHA Defined
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Completely Automated Public Turing test to tell Computers

and Humans Apart
A good CAPTCHA is a test
Easy for humans

Hard for computers

Can be used to fight automation
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Hosted solutions
ReCAPTCHA - Acquired by Google

0y

N‘-e-r}ﬂﬁkﬁr
Application Add-0ons [ yee the two words: e
PHP CAPTCHA - . G‘“’””. oo
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Bad implementations
Too easy for computers

Too hard for humans

Sometimes both [

Can be defeated by “Artificial Artificial”
(Artificial~2) Intelligence
Mechanical turk

Source:
http://www.johnmwillis.com/other/top-10-worst-captchas/

Just to prove you are a human, please answer the

following math challenge.

Q- Calculate:
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CAPTCHAS Cavets
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http://www.johnmwillis.com/other/top-10-worst-captchas/
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Many are based on the character ——
recognition problem
Can be broke with OCR based tool

CAPTCHA Sniper tool o
BlogEngine Blogs . BVL

82Evolution Blogs Ii D WE 9
) .
ArticlelS Article Directories ¥ ﬁ,_QHKﬁ*
Pligg Bookmarking E--'«_._
e e

PHPLD Directories

Mercury Board Forums

Success Rate

76%

1%

100%

1%

74%

76%

43%

73%

0%

88%

25/50%

48%
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Low entropy
Example “what’s the animal in the picture”
10,000 animal pictures
Attackers can
Solve each picture once and bypass CAPTCHA forever

Guess thousands of times until they get it right

* Computers don’t get bored in the process
Known to happen with many “Audio CAPTCHA"
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Attacker can force the specific CAPTCHA test
The servers validates the answer based on some value passed by the client

/captcha.jsp?test id=1234&answer=cat

Attackers can solve a single test once and bypass CAPTCHA forever
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Can be very annoying

THE TEST WAS
REALLY HARD,
THEY SHOWED ME

PBAIKITIARASES AKM T

Yerify Your Registration

The Open Web Application Security Project

SEVERAL UNKNOWN

Bypassing CAPTCHA:
Artificial Artificial

Please enter the code you see below. what's this?

Enter the code shown: |

K info £

Eyestrain Captcha

T \
ADD TO ELOG  {§) ALL
FAVES 5 THIZ A, =I2Es

IN THE FUTLIRE SOPHISTIC

Source:

VI

émuaummwi 6,

http://ordinarygaming.blogspot.co.il/2012/08/dear-captcha-i-hate-you-and-wish-you.html


http://ordinarygaming.blogspot.co.il/2012/08/dear-captcha-i-hate-you-and-wish-you.html
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Convincing humans to solve CAPTCHA
Money

* Paying for micro jobs

2. Captcha Typing — Quite new trend in micro jobs. Type-in the captcha and earn upto
%1 per 1000 correct captchas entered. How and Why? Ever heard of web bots or auto-

Extortion

Shutdown Malware
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Melissa strip

Hi!
My name is Melissa. I'm 18 vears old and vou have come to the
right place ta play 1)

W Melissa strip 1} i x|

Ea Ok, leks skark babyw! Leks see if wou can skrip me @,
lo Put the ward that you see on bakkom, if iks correck Tl
e kake ofF 1 of mw xx

Cbch, nice ane, wou gaot it right!
ak, ready for next one? Here it is;

PG

Bypassing CAPTC
Playing Strip CAPTCHA

A:

Enter

Source:
http://www.ghacks.net/2007/12/07/melissa-strip-captcha-breaker-trojan/



http://www.ghacks.net/2007/12/07/melissa-strip-captcha-breaker-trojan/
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Adding defense dimensions
Augmenting CAPTCHA with other anti-automation measures
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The combination of tests makes bypassing harder
Tests cannot be solved by merely exporting to humans

Invisible tests don’t change User Experience
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Passive Methods
Watch network traffic “as-is”

Non intrusive, do not affect user experience

Traffic Shape Indicators
We measure suspicious requests (rather than ALL requests)

Measured attributes

« Rate
« Rate change (ramp-up speed)
* Volume

Difficult to measure in an inherently noisy source (NAT)

Request Shape Indicators
Missing headers

Mismatch between headers and location
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high rate
and RFI
i high rate
MIssIng 29
Accept
headers
28% high rate :
and SQLI
missing
Accept
headers
missing 31%
Accept
headers
68% .

missing
Accept ——
headers

14%
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Introduce changes into the server response
Test client’s reaction to changes

May affect user experience - use with care
Verify type of user agent

Browsers support Javascript and an appropriate DOM
Client is expected to complete some computation

Application / GW can validate the computed value

Browsers comply with HTML tags (IMG, IFRAME)
Client is expected to access resource referenced by embedded tags

Failure to access the resources implies that client is an automated script
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Detected automation feeds into building fingerprints of tools and reputation
data for sources

Leveraged when data is collected within a community

Recent regulatory changes endorse the concept of community

Drop requests matching fingerprints or coming from ill reputed sources
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Gamification - CAPTCHASs that are more fun for humans but hard for
computers

§h are you a mmﬂ
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Case Study Analysis
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South American government tax agency

Displays tax statement per company unique ID

Protected against automation with CAPTCHA

Having the whole database offline would allow attackers to run arbitrary
additional queries on the database to get financial information
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5 random letters
Fairly easy to OCR

Titulo e local de votacao - Consulta por nome

Nome do eleitor:
Data de nascimento:
{Formato: DD/MM/AAAA)

Nome da mae:

"I nio consta/em branco

Codigo:

Por favor, repita os caracteres acima:

Consultar
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v, ‘freelancer -

Find Freelancers Browse Projects ¥ Make Money ¥ I

OCR Captcha

K Like Esend 3 Tweet |9 g+ 0
Bids Avg Bid
3  $417us
Project ID: NN Project Type: Fixed

Budget: $100-5250 USD
Project Description:
Hil

I'm looking for a developer that have knowledge in Web Crawler in order to get
some data from some web site.

The website is
MM receita fazenda gov briaplicacoes IS

Meeds 80% or more accuracy rate.

The web site, have a captcha.

Thanks
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Few attempts per CAPTCHA until solved
Over TOR for anonymity
Requests lacked proper headers

User agent of known browsers

But Accept headers were missing

CAPTCHA solving requests sent in a very high rate
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Automation is a major phenomena - used by both
good and bad guys

CAPTCHA is a popular anti-automation tool but has
caveats, and hackers are abusing them

Augment CAPTCHA with other anti-automation
measures - traffic shape, traffic rate

Use community based anti-automation reputation
service
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Questions?

- CONFIDENTIAL -



