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(in)Secure code, Exploits and mitigation
Angular]S and MongoDB

i

Israel Chorzevski ,
Tech leader, AppSec Labs W



@App":e

Application security (W= =T=)

@Mongo query manipulation (or SQL Injection)
@Angular sanitation (or HTML injection)

@Angular expression injection

@Live simulations and exploits for everything...
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Tech leader at AppSec Labs, Application security experts
? AppSec Labs services
& * Training (secure coding, hacking)

L/ e Consulting (SDLC)
A Y

* Penetration testing

Y /7 Israel Chorzevski, over 8 years in the security research
A Y P
”~ N

* Mobile (Android, iOS, Windows)

© All rights reserved to AppSec Labs Ltd.
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HP Software Security Training Center /

Online courses and exercises for secure coding

HP Software

Login

A welcome to the Software Security Training Center!
orme

@ «pase The Software Security Training Center (55TC) was created with the intent to enhance your awareness in application security

and secure coding.
a Software Security O&H
By understanding the threat landscape and implementing the appropriate countermeasures we are impraving the intedgrity of

% Courses aur praducts,
Tour Awareness is the name of the game!
S5TC s now awailable for you to enhance yaur knowledge of software security and imprawe our products’ security.
Check out your personal training program and download course materials and lab environment to practice what you've learned
under Courses in the menu,
Check out aur easy-ta-use knowledgebase for application security issues yau are canfronting in real time.
wWe wish you good luck inrevealing the fascinating world of software security
Click here to take a tour and explore the system’s features
HP SW IT Management Security & Trust Dffice
Contact

Ouestions, comments, or changes? Tellus: [TM Securitytrust@np.com l l‘ " DSE C

Application security (=] ==
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B A bunch of Application Security Experts
@Ninja Pentesters of Web & Mobile Apps
@Elite Trainers for Hacking & Secure coding courses

e

) The Application
Security Authority

‘‘‘‘‘‘‘
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Application securit:

@Document-oriented database

B8You have no rows, you have a collection of objects
(AKA documents)

B@Each document may have a different structure
@Queries are written in BSON (binary JSON)

@Simulation — The structure of the DB

© All rights reserved to AppSec Labs Ltd.




@Basic query structure

SaQLlL SELECT Statements

SELECT =
FROM users

SELECT =
FROM users
WHERE status = "A"

SELECT user_id, status
FROM users
WHERE status = "a"

@Aop&ec

Application security [WE=] ST

MongoDB find() Statements

db.users.find()

db.users. find(
I status: "A" }

db.users.find(
{ status: "A" },

{ wser_id: 1, status: 1,

d: @ 1

© All rights reserved to AppSec Labs Ltd.



Dinl, Din2,
SM(Neasurel) AS MNSun,
COUNT(#) AS RecordCount,
AVG(Measure2) AS MAvg,
NIN(Measurel) AS MMin
MAX(CASE
WHEN Measure2 < 10
THEN Neasure?2
END) AS MMax
FRl DenormageTable
VHERE (Filter) IN ('A','B%))
AND (Filter2 = °'C*)
AND (Filgter3 > 123)
GROUP 8Y Dinl, Dim2
MAVING (WNin > @)
ORDER BY RecordCount DESC
LIMIT ¢, 8

O Growped deveanion coluerinm are paled
ot 3 krpy 0 the map hrktion
reduciag the sire of the worbing v

@ Meosrws mont be svavsaly ogyegated
@ Agaregees Segunnding on ranoed courty

mant wat untd fedesnn

@ Messsre con e procederel bogw

:‘: Fitary ove an ORM Ay Uwe® o 000

T leoking styls

@ Agpregate Shuring miat be spphed to
the ressk st not i the g redace.

@ Ascardrg | Descerdeyg -|
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db . runComand ((
napreduce: "DenormAgaColJection”,
query: (

Filter): ( 'Sin': [ "A*, '8 3 ),
filter2: 'C’,
Filter3: ( "Sgt': 123 )

).

nap: function() ( emit(

( d1: this.Dinl, @2: this.Din2 },

( moun: this.measurel, recs: 1, muin: this.measurel,
maax: this measure2 < 180 ? this.messure2 : & )
);)‘. - - ...‘,..‘... p
reduce: function(key, vals) (

var ret & ( meun: @, recs: &, mein: 9, msax: @ );

for(var 1 = 2; 1 < vals.length; 1+¢) (

ret nsun o= vals(i).nsun;

ret.recs += valslil. recs;

af(vals[i).muin < ret.mrin) ret.mvin = vals(i).mmin;

IFCCvalslid max < 180) &8 C(valsli) mwuax > ret.mwax))
ret.max = vals[i) . max;

}

return ret;

1. ) reus "
rinalize: function(ey, val) (
val.mavg = val.nsun / val.recs;
return val;

).
out: ‘resulitt’,

verdose: true

N !

do.resylel, -

Find(( moin: ( “Sgt': 2 )} D).
sort(( recs: -1 }).

sip(n). $ C
lm‘t(cjz :' :absLtd.
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No SQL query string
No SQL Injection?
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|

8JSON.parse

@Simulations
B@Manipulation

@ Denial of Service using Sin

@ Change Sinc to Sset

© All rights reserved to AppSec Labs Ltd.
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©And what happens if you have no JSON.parse?

@Server code:
app.all('/login’, function(req, res){

users.find( { user: req.body.u, pass: req.body.p },
function(err, user){

console.log (“successfully login”);

1;

1);

B@Simulation: node parameter_pollution.js

© All rights reserved to AppSec Labs Ltd.
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QHTTP Parameter Pollution

@What returns req.param(‘fieldX’) if the URL ends
with: ?fieldX=abc&fieldX=def

[‘abc’, ‘def’]

B And what will it return if the URL ends with:
?fieldX[abc]=def

{abc: def}

© All rights reserved to AppSec Labs Ltd.
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G Bypass login simulation

@O0riginal query:
users.find({user:req.body.u, pass:req.body.p},

©Malicious bypass
<input name=“p[Sne]” value=“anything” />

@Final query:
users.find({user:req.body.u, pass:{Sne: 1337}},

© All rights reserved to AppSec Labs Ltd.
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@ Mitigations:

B@Use libraries that support parameterized queries

@Perform strong input validation using:
@Type validation (string is a string and not an object)
@Regular expression (white list approach)

© All rights reserved to AppSec Labs Ltd.
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Angular 1D AppSec

-

= 41 315009

- SIRAIVINON
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Data Binding ~ Routing

jgLite | | Templates = | History | Factories

ngular]S is a full-featured
SPA framework

A

‘ViewModel | | Controllers Views W

Services Dependency Injection | Validation

© All rights reserved to AppSec Labs Ltd.
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Somie: &
D%]TM@“T"T@m[@ @i‘ﬁ'@

/Conitiollel:
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Controller, Expression and IBAPPSeC
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Binding

-

@ ng-controller

@ Set the controller (Sscope)

@ ng-bind and {{expression}}
@ There are two ways to show a variable content (or function’s result) into the
page
@ Example: <span>{{variable}}</span> <span ng-bind="variable”></span>
O ng-model

@ Binds an element to a variable. two-way data binding (Sscope --> view and

view --> Sscope),

@ Example: <input type="text” ng-model=“variable” />

© All rights reserved to AppSec Labs Ltd.



Binding - |DAppsec

Application security (W= =TS

©Simulation

http://victim-site.com:2000/angular/my details/

Ong-bind and {{expression}}
@ Two ways to show a variable content (or function’s result) into the page

@ Example: <span>{{variable}}</span><span ng-

bind=“variable”></span>

Ong-model

@ Binds an element to a variable. two-way data binding (Sscope --> view

and view --> Sscope),

@ Example: <input type="text” ng-model="variable” />

-

© All rights reserved to AppSec Labs Ltd.


http://victim-site.com:2000/angular/my_details/my_details_mix.htm

Angular Filters . 1BAppsec
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@ng-bind — Encode the HTML

@ng-bind-htm| — Allow filtered HTML

@linky — Encode the HTML, change links to be
clickable

http://victim-site.com:2000/angular/xss filters2/
@Direct content updating is still vulnerable !

© All rights reserved to AppSec Labs Ltd.


http://victim-site.com:2000/angular/xss_filters2/
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Angular Filters . BAppse

-

ang-bind-html| — Allow filtered HTML

@ng-bind-html is also not safe
OText injection

O Paint big pictures

OTrack users using external pictures
OReferrer leakage

© All rights reserved to AppSec Labs Ltd.
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Angular — New Injections o |BAPPSeC

-
h
S

QInject models:
{{scared_message | filter}}

Q[nject scripts:
{{myAlert()}}

http://victim-site.com:2000/angular/xss/new vectors2.php

© All rights reserved to AppSec Labs Ltd.



http://victim-site.com:2000/angular/xss/new_vectors2.php
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a@New technologies
OIntroduce new vulnerabilities
©May reintroduce old vulnerabilities

aStrong input validation can assist and is
always recommended

Qlearn, learn, learn...

© All rights reserved to AppSec Labs Ltd.
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QUESTIONS ?

Israel@AppSec-Labs.com

© All rights reserved to AppSec Labs Ltd.
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THANK YOU !

Israel@AppSec-Labs.com
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