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WTF  Disclaimer	

This  presenta2on  will  demonstrate  a  new  approach  and  tool  to  
perform  prac2cal  black  box  tes2ng  on  any  iOS  applica2on.  

    
These  demos  will  be  illustrated  using  technical  terms  and  tools  of  

trade  that  relates  to  black-­‐box  effort  on  iOS  applica2ons.  
  

If  terms  such  as:  ObjC,  Class-­‐Dump-­‐z,  Cycript,  Clutch,  Proxies,  
Scanners,  etc.  make  you  want  to  WTF  it,  please  see  the  reference  
slides  at  the  end  of  the  presenta2on  to  upgrade  your  knowledge.  

  

Or  you  can  use  the  exit  door  to  select  a  different  track    
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About  me	

◦  Security Researcher ,Trainer,  Speaker 
  Pervious Publications: 

  Lenovo privilege escalation WiFi driver 
  SOAP patch for Sqlmap 
  Belch – Burp suite plugin for binary protocols (AMF, 

Jser, etc.) 
  EvilQR open Research 
  AppUse - Android Applicaition Uniform Security 

Evaluation Platform (Developed with Erez Metula) 
  Talks: HITB AMS 2013, DC9723(2013) OWASP IL 

(2011,2012) 
  Trainings: Black Hat USA, Intel, Cisco, HP,  Amdocs 

and others   

◦  B.Sc. Biomedical Engineering 
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Agenda	


  “Pain  Tes2ng”  iOS  
  iNalyzer  This?  
 Advanced  Pwnage  
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Recap:  What’s  an  iOS  App  ?	


◦  ObjC/C/C++ Compiled (ARM) Executable 
◦  Encrypted Executable (fairplay) 
◦  Self contained under 

~/Applications/GUID/AppName.app folder 
◦  Installed by “mobile” user 
◦  Executes under sandbox 
◦  Under the radar can escape 

(SpyPhone, Storm8, etc. 
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iOS  App:  Common  Vulnerabili2es	

Source:  www.owasp.org 
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iOS “Pain-Testing”: typical approach 
  Binary:  
◦  Decryption (Clutch) 
◦  Class identification (class-dump-z) 
◦  Reversing (IDA) 
◦  Patching (when needed) 

  Application Runtime: 
◦  FileSystem, KeyChain, DB, Logs 
◦  Theos / Logos Tweaks 
◦  GDB 
◦  Cycript 

  Network (Proxy,Mallory) 
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“Pain  tes2ng”  iOS  Apps:  
Cons	


No Code 

No Simulator 

Encrypted by iTunes 

Unknown end points 

% of Functionality 
Coverage 

Hidden vulnerabilities 
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Agony++ Binary Protocols 

!
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Agony++ unknown peers 
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Single Stepping 
Everything drills down to ObjC_msgSend() 
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Not enough Time 
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Doesn’t play well with other tools 
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The Business Axiom  
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iNalyzer 5.6.0b 
  Static Analysis:  
◦  Storyboard 
◦  SQL Queries 
◦  External Protocols 
◦  Embedded Strings 

  Dynamic Runtime Manipulation: 
◦  Variable Tampering 
◦  Constants Tampering 
◦  Methods Tampering 
◦  Live Attachment 

◦  All Classes 
◦  All Objects 
◦  All Methods 
◦  All Parameters 

◦  Memory enumeration 
◦  Memory overwrite 
◦  Scriptable 
◦  Expandable 
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Objective C class interposing 
What should be the result of running this code: 
 
 

  
	


Surprise, Surprise! 
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Objective C class interposing 
Presenting a new implementation to a foundation 

class selector: 
 

 
 

Surprise, Surprise! 
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Cycript: Tampering tool 
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!

Solving Binary Protocols 

asd=[UIDevice currentDevice] 
asd->isa.messages["uniqueIdentifier"]=function(){ return "' 
OR '1'='1' --";  } 
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Storyboard Collection 

Demo 
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Storyboard Failure 
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iNalyzer Dashboard 
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Command line Arguments? 

waze://?%6f%70%65%6e%5f%75%72%6c%3d%68%74%74%70%3a%2f%2f
%74%72%2e%69%6d%2f%34%36%35%77%35 
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Cycript Console 

Demo 
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Demo: Expanding iNalyzer 
with Burp 
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iNalyzer & Burp Vs. Mailbox 
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Wishful thinking: IDA Remote 
Debugging Obsolete 
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Demo Single Stepping 
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iNalyzer 5.6.0b:  The Recipe   
1. Jail-borken device (@evad3rs) 
2. Clutch to decrypt app (ttwj) 
3. Class-dump-Z to app prototypes (@kennytm) 
4. Doxygen engine to render a Dashboard (@doxygen) 
5. FireFox to run the Dashboard (@firefox) 
6. Cycript to modify the app behavior(@saurik) 
7. Repeat step 6 until completed 
8. SubjectiveC to log selectors (@kennytm) 
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Getting iNalyzer 

Repository url: http://appsec-labs.com/cydia 
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Starting iNalyzer 

After restart open browser to  
http://< you iDevice IP>:5544 
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Packaging an App 
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Download package 
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Dashboard Building 
In the Payload/Appname.app/Doxygen/ folder: 

Execute the doxMe.sh file (Mac) 
Open dox.Template with DoxyGen (Win) 
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Open Live Demo (as time permits):  
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Summary 
  iOS Pain-testing, just got easier  

  For exclusive alpha and beta releases please come to 
our booth.  

  Mobile  PT  requires  Mobile  understanding  

  Join  our  mobile  applica2on  security  hands-­‐on  training  
  iOS  and  Android  Mobile  Hacking    (TBD,  info@appsec-­‐labs.com)  

  Mobile  Secure  Coding  (TBD,  info@appsec-­‐labs.com)  

  Mobile  Awareness  (TBD,  info@appsec-­‐labs.com)  
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  ObjC interposing –  
http://culater.net/wiki/moin.cgi/CocoaReverseEngineering   

  Clutch – https://github.com/ttwj/ClutchMod  
  Class-dump-z –  

https://github.com/kennytm/Miscellaneous/downloads   
  Cycript – http://www.cycript.org/  
  IDA – https://www.hex-rays.com/products/ida/index.shtml  
  Mallory – http://intrepidusgroup.com/insight/mallory/ 
  Burp – http://www.portswigger.net/burp/download.html  
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Game  of  Pwns:  Advanced    
iPhone  tes2ng  with  iNalyzer  framework  

h[ps://appsec-­‐labs.com/iNalyzer	

Chilik  Tamir  

Chief  Scien2st  
  

@_coreDump  
chilik  <at>  appsec-­‐labs.com  
www.appsec-­‐labs.com  


