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SQL Injection 



SQL Injection 





Prepared Statement 



Now what? 



Input Validation!!! 



Input Validation??? 



Input Validation 



Cross Site Scripting 



XSS – HTML 



XSS – Attribute 



XSS – CSS 



XSS – Javascript 



XSS – URL 



So what’s the real problem here? 





LDAP Injection 

Malicious Input: foo (| (objectclass=*))  



XPath Injection 

Malicious Input: ’ or 1=1 or ‘’=‘ 



Log Injection 

Malicious Input: abc\nUser “admin” logged in successfully 



So how do we prevent it? 



Protect output contexts by design 
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Where the API isn’t given by your platforms/libraries, BUILD IT! 



Expose “control” resources indirectly 
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Thanks for your time! 
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