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HTML parser, JavaScript engine, HTTP Client, HTTP Server, CPU, 
…

– BE AWARE
• New interpreter = New Data!Code instance!



Integrity

Normal Data!Code functionalities 
• E.g. Google URL redirect service 

– used to track “clicks”
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Integrity
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REAL-WOLD 
PHISHING EMAIL 
AGAINST APPLE 
USERS!

https://www.google.com/url?q=http://phishing.url



Integrity

Normal Data!Code functionalities may be abused! 
– Google URL redirect service used to track clicks  

• exposed to ”Unvalidated Redirects and Forwards - TOP 10 
2013” 

• may be abused to bypass spam filters 
– Thanks to Google URLs reputation 

– Mitigation measures require contextual data  
• E.g., in this case, Google might look at 

– referer URL 
– cookies  
to assess if the user is actually coming from a search page or not
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Integrity

How to deal with Data!Code threats?

!15

INTEGRITYCONFIDENTIALITY AVAILABILITYAUTHENTICATION ACCESS CONTROL
MITIGATION OF 
VULNERABILITIES 
AND VIOLATIONS

violatedata!code

discovery

INTEGRITY ANY SECURITY 
REQUIREMENT



Integrity

How to deal with Data!Code threats?

!15

INTEGRITYCONFIDENTIALITY AVAILABILITYAUTHENTICATION ACCESS CONTROL
MITIGATION OF 
VULNERABILITIES 
AND VIOLATIONS

violatedata!code

discovery

INTEGRITY ANY SECURITY 
REQUIREMENT

data

Secure API 
(code)



Integrity

How to deal with Data!Code threats?

!15

INTEGRITYCONFIDENTIALITY AVAILABILITYAUTHENTICATION ACCESS CONTROL
MITIGATION OF 
VULNERABILITIES 
AND VIOLATIONS

violatedata!code

discovery

INTEGRITY ANY SECURITY 
REQUIREMENT

data

Secure API 
(code)Contextual 

data



Integrity

How to deal with Data!Code threats?

!15

INTEGRITYCONFIDENTIALITY AVAILABILITYAUTHENTICATION ACCESS CONTROL
MITIGATION OF 
VULNERABILITIES 
AND VIOLATIONS

violatedata!code

discovery

INTEGRITY ANY SECURITY 
REQUIREMENT

data Interpreter

code
Secure API 
(code)

 authorized only

Contextual 
data



Availability

Data and services can be accessed (in a reasonable 
time) by authorized parties when requested
NOT in TOP 10 2017, but fundamental for any service!
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Availability

Data and services can be accessed (in a reasonable 
time) by authorized parties when requested
NOT in TOP 10 2017, but fundamental for any service!
• Regular data backups for recovery
• Resource limit per user
• Max number of concurrent users
• Access control and Traffic prioritization 

– E.g., authenticated sessions may be prioritized
– E.g., users during a payment process may be prioritized

• Headchecks and performance measures to detect SLA violations
• Non-repudiation mechanisms vs account protection

• OWASP Denial of Service Cheat Sheet (DRAFT)
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Mitigation of vulnerabilities and 
violations
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Mitigation of 
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A6:2017 - Security  
Misconfiguration

A9:2017 - Using Components  
with Known Vulnerabilities

A10:2017 – Insufficient  
Logging & Monitoring
Anomaly-based detection

Smart Load Balancing 
Web Application Firewall



TOP 10 Threats and Key Security 
Violations
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TOP 10 Threat 2017 Security Violation
1. Injection Integrity (Data!Code)
2. Broken Authentication Authentication
3. Sensitive Data Exposure Confidentiality
4. XML External Entities (XXE) Integrity (Data!Code)
5. Broken Access Control Access Control
6. Security Misconfiguration Mitigation of vulnerabilities & violations
7. Cross-Site Scripting (XSS) Integrity (Data!Code)
8. Insecure Deserialization Integrity (Data!Code)
9. Using Components with Known Vulnerabilities Mitigation of vulnerabilities & violations
10. Insufficient Logging & Monitoring Mitigation of vulnerabilities & violations



Key Security Violations and TOP 10 
Threats
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Security Violation TOP 10 Threat 2017
Integrity (Data!Code) 1. Injection

4. XML External Entities (XXE)
7. Cross-Site Scripting (XSS)
8. Insecure Deserialization

Authentication 2. Broken Authentication 
Confidentiality 3. Sensitive Data Exposure
Access Control 5. Broken Access Control
Mitigation of vulnerabilities & violations 6. Security Misconfiguration

9. Using Components with Known Vulnerabilities
10. Insufficient Logging & Monitoring

Availability - (*)

(*) Last appearance in 2004: A9. Application Denial of Service



Thanks!
        

Questions are more than welcome 

igino.corona <at> pluribus-one.it 

       Pluribus One S.r.l. 
Via Vincenzo Bellini 9, Cagliari (CA), Italy 
Via Emilio Segrè, 17, Elmas (CA), Italy 

www.pluribus-one.it
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