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Who are you?
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» confidential (Security through obscurity!)
» and/or unique

information of an user (credentials)
» username, password, session id, biometrics, private key, telephone number, ...
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Fill in one of the fields to receive a temporary password via email.
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Who are you?

The answer strongly relies on
* confidential (Security through obscurity!)
* and/or unique
information of an user (credentials)
» username, password, session id, biometrics, private key, telephone number, ...

E appena stato eseguito I'accesso al tuo Account Google da un nuovo dispositivo: nation

Windows. Ti abbiamo inviato questa email per assicurarci che si tratti di un accesso  on

. eseguito da te.
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Who can do what?

— needs authentication first (who are you?)
— necessary to protect all core security properties
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needs protects

Who can do what?
— needs authentication first (who are you?)
— necessary to protect all core security properties
— key step also for recent EU privacy regulation (GDPR)
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Who can do what?
— needs authentication first (who are you?)
— necessary to protect all core security properties
— key step also for recent EU privacy regulation (GDPR)
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Who can do what?
— needs authentication first (who are you?)
— necessary to protect all core security properties
— key step also for recent EU privacy regulation (GDPR)
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Account Google collegato
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— Sensitive Data classification
*  We should also include information about the system itself
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OWASP Top 10-2017 A3-Sensitive Data Exposure

— Sensitive Data classification
*  We should also include information about the system itself
*  Useful to increase the cost of (information gathering) attacks
— i.e., mitigate vulnerabilities and violations
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— Sensitive Data classification
*  We should also include information about the system itself
*  Useful to increase the cost of (information gathering) attacks
— i.e., mitigate vulnerabilities and violations
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Data must be accessed by authorized parties only
OWASP Top 10-2017 A3-Sensitive Data Exposure

— Sensitive Data classification
*  We should also include information about the system itself
*  Useful to increase the cost of (information gathering) attacks
— i.e., mitigate vulnerabilities and violations
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— Sensitive Data classification
*  We should also include information about the system itself
*  Useful to increase the cost of (information gathering) attacks

— i.e., mitigate vulnerabilities and violations
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Data must be accessed by authorized parties only
OWASP Top 10-2017 A3-Sensitive Data Exposure

— Sensitive Data classification
*  We should also include information about the system itself
*  Useful to increase the cost of (information gathering) attacks

— i.e., mitigate vulnerabilities and violations

— Authentication & Access Control
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hardens

Data must be accessed by authorized parties only
OWASP Top 10-2017 A3-Sensitive Data Exposure

— Sensitive Data classification
*  We should also include information about the system itself
*  Useful to increase the cost of (information gathering) attacks

— i.e., mitigate vulnerabilities and violations
— Authentication & Access Control

— Strong data encryption and hashing
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Data must be accessed by authorized parties only
OWASP Top 10-2017 A3-Sensitive Data Exposure

— Sensitive Data classification
*  We should also include information about the system itself
*  Useful to increase the cost of (information gathering) attacks

— i.e., mitigate vulnerabilities and violations
— Authentication & Access Control

— Strong data encryption and hashing
— No caching
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Data must be accessed by authorized parties only
OWASP Top 10-2017 A3-Sensitive Data Exposure

— Sensitive Data classification
*  We should also include information about the system itself
*  Useful to increase the cost of (information gathering) attacks

— i.e., mitigate vulnerabilities and violations
— Authentication & Access Control
— Strong data encryption and hashing

— No caching
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Data must be accessed by authorized parties only
OWASP Top 10-2017 A3-Sensitive Data Exposure

— Sensitive Data classification
*  We should also include information about the system itself
*  Useful to increase the cost of (information gathering) attacks

— i.e., mitigate vulnerabilities and violations
— Authentication & Access Control
— Strong data encryption and hashing

— No caching
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Data must be accessed by authorized parties only
OWASP Top 10-2017 A3-Sensitive Data Exposure

Sensitive Data classification
*  We should also include information about the system itself
*  Useful to increase the cost of (information gathering) attacks

— i.e., mitigate vulnerabilities and violations
Authentication & Access Control
Strong data encryption and hashing
— No caching
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A2-Broken Authentication
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Data must be accessed by authorized parties only
OWASP Top 10-2017 A3-Sensitive Data Exposure

Sensitive Data classification
*  We should also include information about the system itself
*  Useful to increase the cost of (information gathering) attacks

— i.e., mitigate vulnerabilities and violations
Authentication & Access Control
Strong data encryption and hashing
— No caching

OWASP Top 10-2017
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Integrity
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Data, Code, System functionalities can be modified by
authorized parties only

Are you aware of any attack whose root security violation is integrity?
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Integrity
Q

Data, Code, System functionalities can be modified by
authorized parties only

Are you aware of any attack whose root security violation is integrity?

TOP 10 threats 2017
* Injection
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Integrity
Q

Data, Code, System functionalities can be modified by
authorized parties only

Are you aware of any attack whose root security violation is integrity?

TOP 10 threats 2017
* Injection
. XML External Entities
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Integrity
Q

Data, Code, System functionalities can be modified by
authorized parties only

Are you aware of any attack whose root security violation is integrity?

TOP 10 threats 2017
* Injection
* XML External Entities
*  Cross-Site Scripting
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Integrity
Q

Data, Code, System functionalities can be modified by
authorized parties only

Are you aware of any attack whose root security violation is integrity?

TOP 10 threats 2017
* Injection
* XML External Entities
*  Cross-Site Scripting
* Insecure Deserialization
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Integrity
Q

Data, Code, System functionalities can be modified by
authorized parties only

Are you aware of any attack whose root security violation is integrity?

TOP 10 threats 2017 Other threats (examples)
* Injection
* XML External Entities
*  Cross-Site Scripting
* Insecure Deserialization
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Integrity
Q

Data, Code, System functionalities can be modified by
authorized parties only

Are you aware of any attack whose root security violation is integrity?

TOP 10 threats 2017 Other threats (examples)
* Injection *  Unvalidated Redirects and Forwards
* XML External Entities
*  Cross-Site Scripting
* Insecure Deserialization
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Integrity
Q

Data, Code, System functionalities can be modified by
authorized parties only

Are you aware of any attack whose root security violation is integrity?

TOP 10 threats 2017 Other threats (examples)
* Injection *  Unvalidated Redirects and Forwards
* XML External Entities *  HTTP Response Splitting

*  Cross-Site Scripting
. Insecure Deserialization
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Integrity
Q

Data, Code, System functionalities can be modified by
authorized parties only

Are you aware of any attack whose root security violation is integrity?

TOP 10 threats 2017 Other threats (examples)
* Injection *  Unvalidated Redirects and Forwards
* XML External Entities *  HTTP Response Splitting
*  Cross-Site Scripting *  Malicious File Execution

. Insecure Deserialization

) OLUASP

Security Project




01011

-ﬁt 10|
a @ MITIGATION OF

[ AUTHENTICATION ] ACCESS CONTROL CONFIDENTIALITY INTEGRITY AVAILABILITY VULNERABILITIES
AND VIOLATIONS

Integrity
Q )

Data, Code, System functionalities can be modified by
authorized parties only

Are you aware of any attack whose root security violation is integrity?

TOP 10 threats 2017 Other threats (examples)
* Injection *  Unvalidated Redirects and Forwards
* XML External Entities *  HTTP Response Splitting
*  Cross-Site Scripting *  Malicious File Execution
* Insecure Deserialization e  Buffer Overflow
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Integrity
Q

Data, Code, System functionalities can be modified by
authorized parties only

Are you aware of any attack whose root security violation is integrity?

TOP 10 threats 2017 Other threats (examples)
* Injection *  Unvalidated Redirects and Forwards
* XML External Entities *  HTTP Response Splitting
*  Cross-Site Scripting *  Malicious File Execution
* Insecure Deserialization e  Buffer Overflow

System integQrity violation
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Data, Code, System functionalities can be modified by
authorized parties only

Are you aware of any attack whose root security violation is integrity?

TOP 10 threats 2017 Other threats (examples)
* Injection *  Unvalidated Redirects and Forwards
* XML External Entities *  HTTP Response Splitting
*  Cross-Site Scripting *  Malicious File Execution
* Insecure Deserialization e  Buffer Overflow

System integQrity violation
Unauthorized modification of code and/or system functionalities

@ 0AsP

Security Project




o101

-ﬁ 10|
a @ MITIGATION OF

[ AUTHENTICATION ] ACCESS CONTROL CONFIDENTIALITY INTEGRITY AVAILABILITY VULNERABILITIES
AND VIOLATIONS

Integrity
Q )

Data, Code, System functionalities can be modified by
authorized parties only

Are you aware of any attack whose root security violation is integrity?

TOP 10 threats 2017 Other threats (examples)
* Injection *  Unvalidated Redirects and Forwards
* XML External Entities *  HTTP Response Splitting
*  Cross-Site Scripting *  Malicious File Execution
* Insecure Deserialization e  Buffer Overflow

System integQrity violation
Unauthorized modification of code and/or system functionalities
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TOP 10 threats 2017 Other threats (examples)
« Injection * Unvalidated Redirects and Forwards
+ XML External Entities *  HTTP Response Splitting
e Cross-Site Scripting *  Malicious File Execution
« Insecure Deserialization *  Buffer Overflow

Is there a common root cause for all the above integrity threats?
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TOP 10 threats 2017 Other threats (examples)
« Injection * Unvalidated Redirects and Forwards
+ XML External Entities *  HTTP Response Splitting
e Cross-Site Scripting *  Malicious File Execution
« Insecure Deserialization *  Buffer Overflow
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Normal Data—>Code functionalities

» E.g. Google URL redirect service
— used to track “clicks”

Ricerca Immagini Maps Play YouTube News Gmail Drive Altro ~

GO g..I,\ A
https://www.google.com/url?

g=https://www.pluribus-one.it

Integrity
Q

Maps Libri

Qualsiasilingua  Pluribus One
Pagine in Italiano  https://www.pluribus-one.it/ ~

Pluribus One is a research-intensive startup company that turns basic research results into

. commercial products and provides innovative solutions for cyber ...
Qualsiasi data

Ultima ora Pluribus Who Sec-ML research blog
Ultime 24 ore Pluribus Who. Seeing us in many. Research Blog Home SEC-ML
Ultima settimana Management Team. Davide ... Research Blog Home Tutorials ...

OWASP

Open Web Application
Security Project




o101

N W SN CTE
=8 MITIGATION OF

[ AUTHENTICATION ] ACCESS CONTROL CONFIDENTIALITY INTEGRITY AVAILABILITY VULNERABILITIES

Normal Data—>Code functionalities

» E.g. Google URL redirect service
— used to track “clicks”

Ricerca Immagini Maps Play YouTube News Gmail Drive Altro ~

GO g..I,\ A
httos://www.google.com/url? Clickl!

g=https://www.pluribus-one.it

Integrity
Q

Maps Libri

Qualsiasi lingua  Pluribus One redirect
Pagine in Italiano  https://www.pluribus-one.it/ ~
Pluribus One is a research-intensive startup compziny that turns basic research results into

. commercial products and provides innovative solufions for cyber ...
Qualsiasi data

Ultima ora Pluribur Mt Qemttlssnnnaalddon
Ultime 24 ore Pluribus Y . . _ H VIL
Ui re Managen httos://www.pluribus-one.it e

OWASP

Open Web Application
Security Project




o101

N W SN CTE
=3 MITIGATION OF

[ AUTHENTICATION ] ACCESS CONTROL CONFIDENTIALITY INTEGRITY AVAILABILITY VULNERABILITIES
AND VIOLATIONS

Integrity
Q

Gentile Cliente, REAL-WOLD

il tuo ID Apple & stato utilizzato per accedere a iCloud da un browser web. PH|SH|NG EMAIL

Data e ora: 19 febbraio 2018, 08:48 PDT AGAINST APPLE
USERS!

Indirizio IP , Luogo: 180.162.205.30, China - Shanghai
Se recententemente hai eseguito I'accesso a iCloud, puoi ignorare questa email.

Se recententemente non hai eseguito I'accesso a iCloud e ritieni che qualcun altro possa aver eseguito |'accesso al
tuo account, clicca sul link seguente per riavviare il informazioni Il mio ID Apple.
v

Cordiali saluti,

httos://www.google.com/ur?g=http://phishing.url

Supporto Apple
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Normal Data—>Code functionalities may be abused!

— Google URL redirect service used to track clicks

» exposed to ”Unvalidated Redirects and Forwards - TOP 10
2013”

?may be abused to bypass spam filters
— Thanks to Google URLs reputation

— Mitigation measures require contextual data

» E.g., in this case, Google might look at
— referer URL
— cookies
to assess if the user is actually coming from a search page or not
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How to deal with Data—>Code threats?

R—
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-
Contextual
data

Secure API
(code)

| authorized only
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Data and services can be accessed (in a reasonable
time) by authorized parties when requested

NOT in TOP 10 2017, but fundamental for any service!
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 OWASP Denial of Service Cheat Sheet (DRAFT)
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TOP 10 Threats and Key Security

Violations

1. Injection ) -
2. Broken Authentication @)
3. Sensitive Data Exposure (= D)
4. XML External Entities (XXE) ) -
5. Broken Access Control i
6. Security Misconfiguration KE:
7. Cross-Site Scripting (XSS) p) -

8. Insecure Deserialization

gl -
9. Using Components with Known Vulnerabilities

10. Insufficient LogQing & Monitoring N

Integrity (Data->Code)

Authentication

Confidentiality

Integrity (Data->Code)

Access Control

Mitigation of vulnerabilities & violations
Integrity (Data->Code)

Integrity (Data>Code)

Mitigation of vulnerabilities & violations
Mitigation of vulnerabilities & violations
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Key Security Violations and TOP 10

Threats

Integrity (Data>Code) 3ot 1. Injection
3BE 4. XML External Entities (XXE)
Ik 7. Cross-Site Scripting (XSS)
3Bk 8. Insecure Deserialization

Authentication K) 2. Broken Authentication
Confidentiality & 3. Sensitive Data Exposure
Access Control ittt 5. Broken Access Control

Mitigation of vulnerabilities & violations

523
EE

6. Security Misconfiguration
9. Using Components with Known Vulnerabilities
10. Insufficient Logging & Monitoring

Availability ® -

(*) Last appearance in 2004: A9. Application Denial of Service
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Thanks!

Questions are more than welcome

Igino.corona <at> pluribus-one.it

: $e¢ Plurlbus One

'00. seeing one in many

Pluribus One S.r.l.
Via Vincenzo Bellini 9, Cagliari (CA), ltaly
Via Emilio Segre, 17, ElImas (CA), ltaly
www.pluribus-one.it
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