
Roee Cnaan, Information Security Consultant 

Shell over what ?! 

Naughty CDN manipulations 



About me (mister) 
 

 

• Penetration Tester 

• DDoS fitness tester 

• Python and Scapy programmer 

• SCADA and ICS attacker 
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Tools and Projects 
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DNS and HTTP Trojan 

 

• Performs Download and Execute of encrypted PE over HTTP 

• Controlled by an encrypted DNS channel 

• Can be hibernated for a while 

• Written in Python 

 

Tools and Projects 
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White-hat DDoS botnet 

 

• Scalable to a few Tb/s 

• Performs dozens of L3,L4 and L7 attacks 

• Written in Python 

• Actively used by anti-DDoS appliance vendors and CDNs 

 

Tools and Projects 
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CDN 
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Content Distribution Network 

Or Content Delivery Network 

 

• Akamai 

 

• CloudFlare 

 

• Incapsula 

 

• Amazon Cloudfront 

 

CDN 
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CDN typical setup 

 

 

 

 

 

• Caching the content of client’s website 

• Visitors served with cached content 

• Unfulfilled requests are served from the CDN, never directly 

 

CDN 
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CDN advantages 

 

 

 

 

• Better performance 

• A very good DDoS protection 

• Hiding the client’s real IP address 

Users see communication only with the CDN 

CDN 
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To sum it 

• A great practice 

• Provides outstanding bundle of performance and security 

• Widely used 

CDN 
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HTTP Shell 

Cipher Security / Proprietary and Confidential. All Rights Reserved 



HTTP shell (Actually, Reverse HTTP shell) 

 

• Well known malicious communication channel 

• Less suspicious by nature – HTTP traffic 

• Easy to manipulate – Payload, parameters headers, etc’ 

 

HTTP Shell 
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How Reverse HTTP shell works ? 

 

• Attacker listens with a web server 

• Victim communicates with the server by GET and POST 

• GET – from server to victim 

• POST – From victim to server 

• Raw or encrypted data is carried as the payload 

• Many other ways to carry the traffic – headers, parameters 
etc’  

 

HTTP Shell 
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HTTP Shell 
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Reverse HTTP Shell over CDN ? 
  
damn 
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Demo 
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How it works ? 

 

• Shell performs GET request to FQDN (www.example.com) 

• DNS resolves query to a CDN IP 

• CDN knows Origin Server real IP 

• Shell talks with CDN 

• CDN talks with Origin Sever (Kali) 

 

• Game on ! 

 

Shell over CDN 
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http://www.example.com/


Using CDN features In our favor 

 

• CDN hides origin server ? We are the origin … 

• Multiple POP of CDN; 

     Different geo-location resolves to different IP … 

• IP is white-listed by best practices ! 

• IPv6 ! IPv6 ! 

 

Shell over CDN 
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• Domain X1 

• CDN account X1 (Free) 

• Server X1 (Kali EC2 is great) 

 

1. Register your domain with the registrar 

2. Change registrar’s DNS to CDN DNS 

3. Add an A record to CDN, pointing to your server 

4. Setup the server. Metasploit is good enough 

5. Setup the client. Metasploit is good enough 

6. Replace IPs with FQDN of your domain at setup 

7. PROFIT 
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• Great way to exploit CDN features 

• Escape as while-listed 

• Easy setup 
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Wait ! There’s more ! 
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www.coralcdn.org 

Coral CDN 
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• Free and open CDN 

 

• Based on peer-to-peer 

 

• Nodes are caching the traffic like a CDN POP 

 

• Usage : add “nyud.net” to URL 

 

 

 

Coral CDN 
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Coral CDN 
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Guess what’s next… ? 

Shell Over Coral CDN ! 
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Demo 
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Shell over Coral CDN 
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Shell over Coral CDN 
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What happened ? 

 

• We got error 405 – “Method Not Allowed” 

 

• Coral CDN does NOT support POST method ! 

 

• Meterpreter Works with GET and POST  
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Python ! 

 

• Wrote quick HTTP shell using GET only 

 

 

 

Shell over Coral CDN 
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Demo 
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Shell Over Coral CDN 
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Pros : 

 

• Each request with a new IP 

• Twisted reverse TOR 

• Can be concatenated to other CDNs 

 

Cons : 

 

• Not built for performance 

 

 

Shell Over Coral CDN 
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Mitigation 
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• Challenging by nature 

 

• Traffic is valid at L4 and L7 

 

• Deep Packet Inspection 

 

• Anomaly detection  

 

 

 

Mitigation 
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Questions 
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Thank you 

        roee@cipher-security.com 

        www.cipher-security.com 
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