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Översikt 

� Från creeper till z-bot 

� Vad malware gör bra samt dåligt 

� QA till malware skrivare 

� Anti-debug, Anti-instrumentering 

� Framtid 
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“Welcome to the Dungeon ©” 

� 1971 – Creeper 

� 1986 – Brain 

� 1988 – Morris 

� 1991 – Michaelangelo 

� 2000 – I Love you 

� 2007 - Zeus/Citadel/z-bot 
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Idag i siffror 
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Strategier för.. 

� ..spridning 

� ..att undgå detektering 
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De mindre bra tecknen ? 

� Importer 

� Imagebase 

� Entrypoint 

� Sektioner 

� Strängar 

� Entropi 

� API-anrop 
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Exempel.. 
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Vad malware g ör bra /dåligt 

� Majoriteten använder sig av packers 

� Triviala/droppers 

� Utnyttjar svagaste länken 

� Krypto 

� Sårbarheter 

� Miljö 

� Modulärt 

� Skydd 

� MITB 

� Alltid steget före 
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Quality Assurance för malwareskrivaren  

� Obfuskering 

� Krypto 

� Kommunikation 

� Dropper 

� Anti-Debug/instrumentering/dumpning 
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Obfuskering  

� Skräpkod 

� Felaktig disassemblering 

� Svår läst 

� Virtuell maskin 

� P-Code 

� Tungt 
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Nanomites  

� Conditional jumps 

� Anti-Debug 

� Anti-Instrumentering 
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Code Stealing  

� Anti-dump 

� Kräver analys 
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Anti-Emulering  

� Windows API 

� Detour 
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kernel32_CreateFileA 
ntdll_RtlInitAnsiString                      
ntdll_RtlAnsiStringToUnicodeString           
ntdll_RtlMultiByteToUnicodeN                 
kernel32_CreateFileW 
ntdll_RtlInitUnicodeString                   
ntdll_RtlIsDosDeviceName_U                   
ntdll_RtlInitUnicodeStringEx                 
ntdll_wcslen                                 
ntdll_RtlDetermineDosPathNameType_U          
ntdll_RtlEqualUnicodeString                  
ntdll_RtlDosPathNameToNtPathName_U           
ntdll_wcslen    
ntdll_RtlAllocateHeap                      
ntdll_RtlEnterCriticalSection                   
ntdll_RtlCompareMemoryUlong                  
ntdll_RtlFillMemoryUlong                     
ntdll_RtlGetNtGlobalFlags                    
ntdll_RtlLeaveCriticalSection                  
ntdll_RtlAcquirePebLock                       
ntdll_RtlEnterCriticalSection                
ntdll_RtlDetermineDosPathNameType_U 
ntdll_RtlAcquirePebLock                     
ntdll_RtlEnterCriticalSection                
ntdll_RtlUpcaseUnicodeChar                   
ntdll_RtlReleasePebLock                      
ntdll_RtlLeaveCriticalSection                 
ntdll_RtlDetermineDosPathNameType_U          
ntdll_memmove                                
ntdll_RtlReleasePebLock                      
ntdll_RtlLeaveCriticalSection              
ntdll_NtCreateFile                           
ntdll_KiFastSystemCall                       
ntdll_RtlFreeHeap                            
ntdll_RtlEnterCriticalSection                
ntdll_RtlCompareMemory                       
ntdll_RtlGetNtGlobalFlags                    
ntdll_RtlFillMemoryUlong                     
ntdll_RtlLeaveCriticalSection                
ntdll_RtlFreeHeap  
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Integritetskontroller 

� Detours 

� Loaded Modules 

� Signaturer 
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Framtid  

� -1 

� $$$ 

� Mobiler 

� Höjda krav 

� Användarvänlighet 


