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Oversikt

Fran creeper till z-bot

Vad malware gor bra samt daligt
QA till malware skrivare
Anti-debug, Anti-instrumentering
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“Welcome to the Dungeon ©

= 1971 — Creeper

= 1986 — Brain

= 1988 — Morris

= 1991 - Michaelangelo

= 2000 -1 Love you

= 2007 - Zeus/Citadel/z-bot
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De mindre bra tecknen ?

" Importer

a good sign.
= Entrypoint

= Sektioner
= Strangar

= Entropi

= API-anrop I; ‘\ I]
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Address

L_00001000:
L_00001004:
L_0000100F:
L_00301011:
L_00201013:
L_00001015:
L_00001017:
L_00001018:
L_0000101A:
L_00001020:
L_0o001022:
L_00001023:
L_00001024:
L_00001029:
L_00001028:
L_00201020:
L_00001033:
L_00001036:
L_00001035:
L_0000103C:
L_0000103F:
L_00001042:
L_00001045:
L_00001043:
L_0000104A:
L_0020104C:
L_00201040:
L_00001052:
L_00001054:
L_00001056:
L_00001057:

Opcode

CYO5FCEe0100 ..,

BD 28 7F 02 FF
E7 FB

03FF

FF E7

E4FF

FF

FF OE

81 CD FF FF FFE7
7C 02

FF

FF

BD 33 80 02 FF
E7EL

03FF

FF AQ 70 80 02 FF
2A 04 6C

80 02 FF

0204 78

80 02 FF

24 04 74

80 02 FF

CO E7 0A

E7 1C

0300

FF

BD 36 810100
E7BS

02 00

FF

FE

Exempel..

Instruction

mov dword [Ox186fc], Oxfffefff4
mov ebp, Oxff027f2b

out Oxfb, eax

add edi, edi

imp edi

in al, Oncff

db Oxff

dec dward [esi]

or ebp, Oxe FAAFT
il Dx 1024

db Oxff

% TisT able:
mi

out Oxel, eax

add edi, edi

imp [eax-0xfd7fa0]
sub al, [esp+ebp®2]

add byte [edx], Duff

add al, [eax+edi®Z]

add byte [edx], Oxff

sub al, [esp+esi®Z]

add byte [edx], Oxff

shl bh, Oxa
out Ox1c. eax

addeax, B glgcation:

db Oxff

mov ebp, Ox18138
out Oxb3, eax
add al, [eax]

db Oxff

db Oxfe

_‘_'_,_,_F-—""'_'_'_FHJ
—

RV A Size Of Block Itermns
Dword Dword MSA
00001000 00000FF8 2040
00001 FF8 00000FF8 2040
00002FFO 00000FF8 2040
00003FES 00000FF8 2040
00004 FED 00000FF8 2040
00005FD8 00000FF8 2040
00006FDO 00000FF8 2040
00000000 | 00000000 | .. | L| H|3 20
00008FCO 00000FF8 2040
00009FBS 00000FF8 2040
AAAA A DN ARAANEED nan
Imangel aze: Qooooooo
UUUUCFAL DAL ININ o '] U410
0000DF98 00000FF8 2040
D000EFS0 00000FF8 2040
0000FFSS 00000FF8 2040
Oo03a000 0007158028, ¢
e ST 2040
00012F70 00000FF8 2040
T (0013F68 O0000FFS 2040
S———_ 0O0014F60 00000FF8 2040
e .
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Vad malware g or bra /daligt
= Majoriteten anvander sig av packers
- Triviala/droppers
= Utnyttjar svagaste lanken
Krypto SOCIAL ENGINEERING
= Sarbarheter SPECIALIST
" Miljo Because there is no patch
for human stupidity

= Modulart
= Skydd
= MITB
= Alltid steget fore
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Quality Assurance for malwareskrivaren

= QObfuskering

= Krypto

= Kommunikation
" Dropper

= Anti-Debug/instrumentering/dumpning
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- Felaktig disassemblering
- Svar last
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Nanomites

= Conditional jumps ey i,

=  Anti-Debug

= Anti-Instrumentering

FUSH 1

FUSH =

IMT=

MLl

=0OF ER=

HMaL)

ML

#=0OR ECH

ML

FUSH 1

MO EDx

FLUSH EO

Moy ER:

PUSH EAX

HOU OuoRO PTE DS: [<&USERSZ. ”l |r| itorFroml USER22.HMon itorFromPoint
0 2

Mok
wOR
HMal)
FaLl
0Ll

L e O O o e ot O O e e O e Y |
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7 Code Stealing
= Anti-dump
= Kraver analys
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%97 kernel32_CreateFileA
o= ntdll_RtlInitAnsiString
§§ F RA . . ntdll_RtlAnsiStringToUnicodeString
An'“ - E mu I erin g ntdll_RtIMultiByteToUnicodeN
kernel32_CreateFileW

ntdll_RtlInitUnicodeString
ntdll_RtlisDosDeviceName U

. ntdll_RtlinitUnicodeStringEx

u WlndOWS API ntdll_wcslen ’
ntdll_RtlDetermineDosPathNameType_U
ntdll_RtlIEqualUnicodeString

u DetO ur ntdll_RtIDosPathNameToNtPathName_U
ntdll_wcslen
ntdll_RtlAllocateHeap
ntdll_RtlEnterCriticalSection
ntdll_RtICompareMemoryUlong
ntdll_RtIFillMemoryUlong
ntdll_RtlGetNtGlobalFlags
ntdll_RtlLeaveCiriticalSection
ntdll_RtlAcquirePebLock
ntdll_RtlEnterCriticalSection
ntdll_RtlDetermineDosPathNameType_U
ntdll_RtlAcquirePebLock
ntdll_RtlEnterCriticalSection
ntdll_RtlUpcaseUnicodeChar
ntdll_RtIReleasePeblLock
ntdll_RtlLeaveCiriticalSection
ntdll_RtlDetermineDosPathNameType_U
ntdll_memmove
ntdll_RtIReleasePeblLock
ntdll_RtlLeaveCiriticalSection
ntdll_NtCreateFile
ntdll_KiFastSystemCall
ntdll_RtIFreeHeap
ntdll_RtlEnterCriticalSection
ntdll_RtlICompareMemory
ntdll_RtlGetNtGlobalFlags
ntdll_RtIFillMemoryUlong

ntdll_RtlLeaveCiriticalSection
ntdll_ eap /
—— _4""/—’-’_:::
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Integritetskontroller

Detours
Loaded Modules

Signaturer
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Framtid

-1

$$$
Mobiler
Hojda krav

Anvandarvanlighet
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