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File View Tools Help
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Summary r Messages |/ Proxy r Manual Request r WehServices r Spider
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[0 Use Lite interface
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|es |/ Proxy |/ Manual Request |/ WehServices |/ Spider |
[ ITree Sell Certificates b list
Shared Cookies | Methods | Status  Possiblelnj.| Injection | Set-Cookie | Comments | Seript
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Extensions r XSS/CRLF rSEssinnID Analysis rScripted |’Fragments |’Fuzzer rCnmpare r Search
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Address | Fort | Base URL | Simulated netwaorlk; | Primary
Stop
Start
Address Fart Baze LIREL Speed Prirman?
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I Cate Method Hiost Fath Far
108 2010004014 14:594:27 |GET hitp:itwidoets alexa.com:g0 Strafficisparkys Pu=1E&url=gaoodle.co.uk -
104 | 2010004114 14:54:26 |GET hitp:fidata.alexa.com:80 Iolataifu 81 a0 0oy Teli=10E&ver=spkyt-1.4 9&dat=
103 |2010/04/14 14:54:26 POST hitp:itwidgets alexa. com:a0 Strafficiranks Tref=http % 38 % 2F % 2 Funin, 0
102 |2010/04/14 14:54:26 |GET hitpcifaannn oogle oo Uk 30 fmapdata T sRIDHC - _3gECheLF
101 |12010/04/14 14:54:26 |GET hitpcifaannne aogle oo k30 fimadgesired_icons_A_ G pnd =
100 |2010/04/14 14:594:26 |GET hitpcitaanns oogle co.uk: 30 fsearch To=hot+hars+near+heathrowed
94 201000414 14:54:24 |GET hitpfiwidgets alexa. com:an ftrafficisparky =1 8&url=google.cam

a3 2010/04/114 14:54:24 |GET hitpaifdata. alexa.com:a0 Sdatafe2) 21 mawidoooy Trli=108ver=spky-1.4 9&dat=1_ |
ar 2010004114 14:54:23 |GET hitpcifanans qoogle . com: 80 fsearch To=hot+bars+near+heathrowed
496 2010/04/14 14:54:22 |GET hitpeifsuggestgueries goagle com:30  foompletefsearch Toutput=firefoxt.client=firefoxt
945 2010/04/14 14:94:22 |GET hitpifsuggestgqueries. google.com:30  fcompletefsearch Toutput=firefoxs.client=firefoxt
94 201000414 14:54:22 |GET hitpfisuggestgueries google com:80  [icompletersearch Toutput=firefoxéclient=tirefoxs
a3 2010/04/114 14:54:21 |GET hitpaifsuggestqueries google.com:30  fcompletefsearch Toutput=firefoxs.client=firefomxg,
g9z 2010/04/114 14:54:14 |GET hitpaitwidnets alexa. com: g0 Strafficisparkys T=1 EUrl=owasp.org

91 2010/04/14 14:594:14 |GET hitpcitaanns owasp.org: 80 findex.php/Googlefgoodle_cu...

40 201000414 14:54:13 |GET hitpffads owasp.org: 80 Teenanifclelivenglo. php Thannerid=3a&campaignid=2
a4 2010/0414 14:54:13 |GET hitpaifdata. alexa.com:a0 Sdatafe2) 21 mawidoooy Prli=108ver=spkyt-1.4 9&dat=
a8 2010/04/11 4 14:54:19 |GET httpaifads. oveasp.org: 30 Meewtndid elivendai.php Milename=appsec_bhanner.pr
ar 2010/04/14 14:54:13 |GET hitpcifaaenn owea s org 80 findex phplgoodleigoogle_cu. .

a6 2010/04/14 14:594:13 |GET hitpcitaanns owasp.org: 80 Iskinsfmaonobookiologo.gif

aa 201000414 14:54:13 |GET hitp:hwanni oweaspoorg: a0 Iskinsfmonobookiuser.gif

a4 2010/0414 14:54:13 |GET hitpcifaannn v sp.org 80 Iskinsfmonobookibullet.gif

a3 2010/04/114 14:54:13 |GET httpaifads. oveasp.org: 30 Mewtndid elivengafr.php Tn=a3043461 Exoneid=2Ech=
a2 2010/04/14 14:54:13 |GET hitpcifaaenn owea s org 80 Iskinsfcommonfimages/powe. .

a1 2010/04/14 14:594:13 |GET hitpcitaanns owasp.org: 80 SimagesfifATENN ardmark.jpg

an 201000414 14:54:13 |GET hitp:hwanni oweaspoorg: a0 fimagesidid2icla_cw 25 gif

74 2010/0414 14:54:13 |GET hitpcifaannn v sp.org 80 fimagesfBELogo_fiuka_baj..

e 2010004114 14:54:12 |GET hitpifaanns, e sp.org 80 SirmagesiBIE 45 - Lnive rsity qif =
4| l | | ¥]




Configure Proxies to Access the Internet
() Mo proscy
() Auto-detect proxy settings For this network

O Use system proxy sethings

()i Manual proxy configuration:

HTTP Proxy: | 127.0.0.1

| Port: 2009 E

Ilse khis proxy server For all protocols

SSLProxy: | 127.0.0.1

ETP Proxy: | 127.0.0.1

Gopher Prosy: | 127.0.0.1

SOCKS Host: | 127001

| Port: | a0os
| Port: | s003
| Port: | s003
| Port: | 5003

SRS wd

SCCES w5

Mo Prosxy For: | localbost, 127.0.0.1

Example: .mozilla.org, .net.nz, 192.168.1.0/24

O Automatic prosey configur ation URL:

| Feload

| ok

i [ Cancel ] [ Help
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File \iew Tools Help

Extensions rxSSICHLF rSessinnID Analysis rScripted rFragmerrts rFuzzer rCnmpare rSearch
Summary I Messages |/ Proxy

rListeners rl'-'lanual Edit |/Bean Shell rMiscellﬂnenus |
Reveal hidden fields in HTML pages : ]

Manual Request

WehServices |/ Spider |

Prevent browser from caching content (g ot this to change all hidden form fields to text fields. Looks at pages of type HTML and javascript. |
Inject known cookies into requests ||

Get cookies from responses ||




Web |mages “ideos Maps Mews Shopping Mail more Web Histary | Search settings | Sign in @'

GO'US!E [hidden field name ="hI"]: E-n.en
[hidden field name = -:Ilent'] flrefux—
[hidden field name ="hs"]: wd3

[hidden field name ="rls"): org. mozilla:en-GB: Df‘fICIE

[hidden field name ="q"]: hot bars near heathrow

Search: @ the web O pages from the UK

Web [# Show options... Results 1- 10 of about 596,000 for hot bars near heathrow. (0.31 secands)

Local business results for hot bars near Heathrow, Hounslow, Middlesex

The Green Man Pub and Hotel - thegreenmanhotal co.uk
h LA e ] f < F Dagmar Avenue, YWembley - 020 8303 1441
D& " Beqconsfield hSouthi—cglly i frirdeirdr 18 reviews, directions, and more s

1 Hampton Court Road, Hampton Wick, Surrey - 020 8977 5444

? The Old Kings Head - www. myspace. com
1 review directions, hours, and moare »

.*.,,.;an " i )

] g Mi-Shake - v mi-shake. com

w”. [ ; ' B 11 AR The Pavillions, 41 The Market Malls, Uxbridge, Hillingdon - 01895 255 525
E ) ) 1 review directions, hours, and more s

@ More results near Heathrow, Hounslow, Middlesex »

Restaurants near Heathrow Airport — Restaurant Guide — Sguare Meal

B restaurants within Sk of Heathrow Airport. Results frorm Square Meal, a guide to Londan &
UK ... Best bars & pubs for alfresco drinking in London ...

1 yepnw souarerneal.co ukfrestaurants/. /Heathrow Airport - Cached - Similar

Restaurants near L ondon Heathrow Airport Terminal 3 — Restaurant ...
Restaurants near London Heathrow Airport Terminal 3 ... Latest London restaurant & bar
openings ... Best bars & pubs for alfresco drinking in Londan ...

e ——— www, squaremeal. co.ukl.. /London_Heathrow_Airport_Terminal_3 - Cached - Similar

London Heathrow Airport Bars and Restaurants - Heathrow Airport Guide
Includes all Heathrow airport's bars, pubs, restaurants and places to eat and ... If you fancy &
bite to eat ynu can pICk up a fresh Imt or cold shack ar . B
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File \iew Tools Help

Extensions rHSSICRLF rSEssinnID Analysis rScripted |’Fragments |’Fuzzer rCnmpare rSearch
Summary I Messages |/ Proxy

Manual Request

WehServices
rListeners rl'.'lanual Edit |/Bean Shell rMiscellanenus |

Reveal hidden fields in HTML pages; [ |

'!_’_f event browser from caching content : '(
Inject known cookies into requests || E

Get cookies from responses | |

File \iew Tools Help

Extensions rRSSICHLF rSEssinnID Analysis rScripted rFragmerrts rFuzzer rCnmpare rSEﬂrCh
Summary I Messages |/ Proxy

Manual Request

WehServices

rListeners r Manual Edit |/Bean Shell rMiscellﬂnenus |
Reveal hidden fields in HTML pages: [ |

Prevent browser from caching content : [ |

Inject known cookies into requests
Get cookies from responses ||




Listeners

Prevent bro

Inject Kno
Get cnnki;q

Proxies
Credentials
Certificates

Transcoder

Script Manager

Restart Plugins
[0 Use Lite interface

shell | Miscellaneous |

Lnl[) Analysis rScripted rFragmerrIS rFuzzer rCnmpare r Search

es Proxy

Manual Request |/ WehServices |/ Spider |

ent : [ ]




a=8|

Ciarmain Fath Mame Crate Walle SECUME ey age Caomment
alexa.com [ aid 14-Apr-2010 19T a0, . ™
alexa.com i thver 14-Apr-2010 splkyf-1.4.9 il
ads owrasp.org i CAID 14-Apr-20110 aepdcedalnd6d. . ™|
als. owasp.on i OAVARS[R3043461] 14-Apr-2010 AW AW IAWT ]
Wiy, oogle.co Uk Isearch 55 14-Apr-2010 C0=aGa0lGdhe. ]

IPrevious values
Date Walue | Secure Mlax age Comimert
Delete
OK || [Cancel s
Close |




AERl

Darnain Fath Marng Date Yalug Secure | Maxadge | Comrment
google.couk I FREF 14-Apr-2010 [D=cT1hicOd¥e. . L] -
google.com I FID T4-Apr-2010 33=CEQOMER... L] i
google.com I} FREF T4-Apr-2010 [D=1a6482032... ]
ads. owasp.arg I QAID T4-Apr-2010 Aaedcedannded. . =
ads. owasp.arg i DAVARS[EIN4a461] T4-Apr-2010 A%MIAZHIAKT . L] £
Wy o0gle.co uk fzearch B 14-Apr-2010  |Q0=avirvtbiiiak. [ ] F
Wity Qoogle.com faccounts GALE T4-Apr-2010 qkHmFRE I
whihiy, O 0gle.com faccounts GoogleAccountsLlocale.., (14-Apr-20110 2n -

IPrevious values
Drate YValue SecUre hlax age Comment

14-Apr-2010 CI0=aEFa01G henitgbmYhciB oW EDaH v L]

14-Apr-2010 C=aFa0|G henigbmyhciB oW E DaH v L]

14-Apr-2010 Cl=aZa01G henigbmyhciBoAWEDaH v L]

14-Apr-2010 Q0=aythWa kalWZp2Wate 2 IuY 2Ug aGYhZGWyew O Add
14-Apr-2010 G0=alir Tl kaWWZp DN Qe 2 Y 2 g aGvh ZGh o w: L] Delete

Close
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File \iew Tools Help

Extensions rXSSICHLF rSEssinnID Analysis rScripted |’ Fragments rFuzzer rCnmpare rSearch

Summary I Messages |/ Proxy |/ Manual Request |/ WebServices

r Spider |

rListeners rl'.'lanual Edit |/Bean Shell rl'.'liscellanenus |

Reveal hidden fields in HTML pages: [ |
Prevent browser from caching content ;: [_]
Inject known cookies into requests ||
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= WebScargh AER
View Tools Help
ns rxSSICRLF rSessinnID Analysis rScripted |’Fragments |’Fuzzer rCnmpare rSearch
Open™ nmary |/ Messages Proxy |/ Manual Request WehServices |/ Spider |
Save g |/I'.'Ianual Edit |/Bean Shell rMiscellanenus |
Exit Address Fort Base URL Simulated netwark; Frimary
127.0.0.1 2004 Lnlimited
e select AN e Ctony o e e S eSO NN
Look In: |[_Jtraining | || || |23 |Ba] 8=
] 2010-04-15
— T ow
L (=7 training
120100415
(£ corwveersations
File Name: CoAcwAtrainingl 201 0-04-16 (3 fragments
Files of Type: |All Files -
I_[)\ Open Cancel
i
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= Achscarat AER
View Tools Help
New  Dns rxSSICRLF rSessinnID Analysis rScripted |’Fragments |’Fuzzer rCnmpare rSearch

mary |/ Messages |/ Proxy |/ Manual Request |/ WehServices |/ Spider |
Save “irg |/ Manual Edit |/ Bean Shell |/ Miscellaneous |
Exit Address Fort Base URL Simulated netwark; Frimary
127.0.0.1 anns Lnlirnited

Look In: |7 training - | ||| || [88] E=
2010-04-15
C12010-04-16
File Name: Chcwltrainingl2010-04-14
Files of Type: |All Files -
Open & | | Cancel |
Open selected file |




~Helcaa! - [B]x]
View Tools Help
New pns rKSSICHLF rSessinnID Analysis rScripted r Fragments r Fuzzer rCnmpare r Search
Open nmary |/ Messages Proxy Manual Request |/ WebhServices |/ Spider |
s Manual Edit |/ Bean Shell |/ Miscellaneous |
Exit Address Faort Base URL Simulated netwiark; Primary
127001 2004 Linlirmited
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File View Tools Help

Extensions rHSSICFILF rSEssiunID Analysis |/5[:ripted rFragments |/Fuzzer rCumparE |/Sear[:h
Summary r Messages N r Proxy |/ Manual Request |/ WebServices |/ Spider |

09:54:35 Listener-127.0.0.1:8009-41 {LJRE‘Setcher.fetchRespnnse}: hittp ey g s pLorg B0NmMage s Denim_Group_Logo.gif: 200 Ok | =]
09:54:35 Listener-127.0.0.1:8009- 41 {LIRLF etcher fetchResponse): Closing connection!

09:54:35 Listener-127.0.0.1:8008-4 2{IRLF etcher fetchResponse): hitp:ifwwan ovvasp arg: 80fimagesidid 2Treamblab jpg ;- 200 Ok

09:54:35 Listener-127.0.0.1:8009-42({URLFetcher fetchResponse): Closing connection!

09:54:36 Listener-127.0.0.1:8009-21 (ConnectionHandler.run): ConnectionHandler got an error ; javaxnetss S5ELException: Connection has
09:54:36 Listener-127.0.0.1:8009-4 3IRLF etcher fetchRespanse): hitpihss oweaspoorg:300madesMMBETS _Logo JPG : 200 Ok

09:584:36 Listener-127.0.0.1:80058-4 3{IRLF etcher fetchResponse): Closing connection!

09:54:36 Listener-127.0.0.1:8009-23(ConnectionHandler.run): ConnectionHandler got an error ; javax.netssl S5LException: Connection has
09:54:36 Listener-127.0.0.1:8009-51 (ConnectionHandler.run): ConnectionHandler got an error ; javaxnetss S5ELException: Connection has
09:54:36 Listener-127.0.0.1:8009-44{IRLF etcher fetchRespanse): hitpihwsns oweaspoorg:30fmadesielealFishnet_Security.gif : 200 Ol
09:54:36 Listener-127.0.0.1:8009-44{LIRLF etcher fetchResponse): Closing connection!

09:54:36 Listener-127.0.0.1:80058-46{URLF etcher fetchResponse): hitp it ovrasp.org:80fimagesiaiadiGotham_Logo.gif: 200 Ok
09:54:36 Listener-127.0.0.1:8009-46(RLF etcher fetchResponse): Closing connection!

09:54:36 Listener-127.0.0.1:8009-45(RELF etcher fetchResponse): hitpitwsns. oweasp.org:200fmanesi 33 4Fujitsu-red-opt-b- 15056, Qif ; 200 O
09:54:36 Listener-127.0.0.1:8009-45{URLF etcher fetchRespanse): Closing connection!

09:54:37 Listener-127.0.0.1:8009-4 7 {LIELF etcher fetchResponse): hitpaihnane oveasp.org:30fgooglefgoodle_coop.js?form=searchbox_00920
09:54:37 Listener-127.0.0.1:8008-4 7{IRLF etcher fetchResponse): Closing connection!

09:54:37 Listener-127.0.0.1:8009-48{RLF etcher fetchResponse): hitphawes oweasp org:80fimanesibiboiHarisConnect_4clrjpo @ 200 Ok
09:54:37 Listener-127.0.0.1:8009-48(URLF etcher fetchResponse): Closing connection!

09:54:37 Listener-127.0.0.1:8009-49{IRLF etcher fetchResponse): hitpihwwni owrasp org:B30fimanesiaiarHp_logo? jpg 200 Ok

09:54:37 Listener-127.0.0.1:8008-49{IRLF etcher fetchResponse): Closing connection!

09:54:37 Listener-127.0.0.1:8009-50{RLF etcher fetchResponse): httpaihaen oweasp org:80fimanesididelmperva_2color_ RGE jpg : 200 Ok
09:54:37 Listener-127.0.0.1:8009-50(URLF etcher fetchResponse): Closing connection!

09:54:37 Listener-127.0.0.1:8009-52{IRLF etcher fetchRespanse): hitpitesns oweasp org:B0fmadesididifBl_Laogo jpg ;200 Ok

09:54:37 Listener-127.0.0.1:8009-52{URLF etcher fetchRespaonse): Closing connection!

09:54:37 Listener-127.0.0.1:8008-53{RLF etcher fetchResponse): hitpitwan ovvasp. org:80fimagesiefe dnfovison_logo.gif : 200 Ok
09:54:37 Listener-127.0.0.1:8009-53(URLFetcher fetchResponse): Closing connection!

09:54:37 Listener-127.0.0.1:8009-54{RLF etcher fetchResponse): hitpihwsns. oweasp.org:80fimanesididailsc2logo.gif; 200 Ok

-

4] [ | »| |
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File \iew Tools Help

Extensions |/}{SSICFILF rSEssiunID Analysis |/5t:ripted |’Fragments rFuzzer rCumpare |/Seart:h |

sSummarny Hr Messages

[ [

Proxy

Manual Reguest

WehServices

[ ] Tree Selection ﬁlﬁ%rs conversation list

LIl

| methods |

Status |F'|:|55ible Inj...| Injection | Set-Cookie | Comments |

o= [ hitpfads.owasp.org: 800

o= [ hitpeiidata.alexa.com: 807

o= [ hitp:iwidgets alexa.com:A0)
o= [ hitp:ihaeeee. cvwasp.org: 807

GET

]
L]
L]
[

OOOe

301 hloved .

0= Drate hethod . . Host . . Fath Far
17 2010/04M 5. |GET http:ifdata.alexa.com: 20 fdatafoARIET mBYU00MO =
16 20100041 5. 1GET hitpeifads. awasp.arg: 20 Ml livendaiphp Mile
19 201004 5. |GET hitp:ifads. owasp.arg: 20 Meneaiddelivendlo.php Tha
14 201000401 5 [GET hitp:fasinie owraspoorg: 80 iskinsimonahookibullet.gif
13 20100041 5. |GET http:fads. owasp.org: 20 M elivenafr php =
12 20000041 5. 1GET hitp:ifads. owasp.org: 20 Mneadidelivendan. php
11 20100041 5. 1GET hittpcihananite Oviea S Lo 30 lextensions/HeaderTahsiskins/headetabs js
10 201004 5. |GET hitpcihanani oea s pLarg: 30 Iskinsfcommoniajaxs P20
] 201000401 5 [GET hitp:fasinie owraspoorg: 80 findex.php THitle
a 20100041 5. |GET hittp ity e S L org 80 Iskinsfcommoninikibits js 2207
i 20000041 5. 1GET bt ihananity, D S L0 S0 ifavicon.ico
] 20100041 5. 1GET hittpcihananite Oviea S Lo 30 Iskinsfmaonaoboakihandheld.css P20
a 201004 5. |GET hitpcihanani oea s pLarg: 30 IskinsfcommuonicammaonPrint.css P20
4 201000401 8 |GET hitp:fasinie owraspoore: 80 iskinsimonaohookimain.css 2207 1
3 20000041 5. 1GET bt ihananity, D S L0 S0 fextensions/HeaderTabsiskins/iheadernahs.css
2 20100041 5. 1GET hittpcihananite Oviea S Lo 30 lindex.phpiain_Page
1 20004 &L |GET hitpcihanani oea s pLarg: 30 i

r
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File View Tools Help

"y

Extensions rxSSICFILF rSEssinnID Analysis |/5cripted |’Fragmerrts rFuzzer |/Cumpare |/5earch |

Summary r Messages r Proxy r Manual Request WebhServices r Spider |

[ ] Tree Selection filters conversation list
LIl | mMethods | Status |F'|:|55ihle Inj...| Injection | Set-Coakie | Coamiments |
& [ hitp:ifads.owasp.org:800 ™ L] L] L]
o [ hitpeidata.alexa.com:S0f fiad L] [ L]
o [ hitpeiwidgets alexa.corm: S0/ fiad L] [ L]
o= [ hitpiitvesew. oveasp.org 807 GET 301 Moved ... fiad L] ™| L
{ | I ] I
Bl e e e
D= Crate M ethod Host Fath Far

a9 201 0i04an &, |\GET hitpihanani g spLarg: 30 findex.phpiGooglefgoogle_custom_search_waterma... =
aa 20100401 8 |GET hitp fasinie owraspoarg: 80 fzkinglcommoniimagesipoweredby_medigwiki_S8x3. .
ar 2010004 &, |GET bt ity o3 s Loy 80 findex.phpfgooglefgoogle_custom_search_watermar... =
a6 20000an e, |GET bt ihamaniy, O3 S L0 S0 Iskinsfmonobookiologo.gif
a8 20100041 5. |GET hitpcihamaniy viea S L arg: 30 Iskinsfmaonaobaakiuser.gif
a4 2010004 &, | GET hitpihanani g spLarg: 30 fimagesffaTEN ardmark.jpo
a3 20100401 8 |GET hitp fasinie owraspoarg: 80 fimagesidid2icla_owl 25 gif
a2 2010004 &, |GET bt ity o3 s Loy 80 fimages/GiELogo_fiuba_baja.gif
a1 20100041 5. |GET hitpcihamaniy viea S L arg: 30 limages/BliadUw-university gif
a0 2010004 &, | GET hitpihanani g spLarg: 30 fimagesi 1M efFal-ryu-lago jpg
T4 20100401 8 |GET hitp fasinie owraspoarg: 80 fimages/afaaiGw_stack_black gif
T2 2010004 &, |GET bt ity o3 s Loy 80 fimages/araainT. gif
i 20000an e, |GET bt ihamaniy, O3 S L0 S0 fimages M 8 orthumbrialogo.jpg
il 20100041 5. |GET hitpcihamaniy viea S L arg: 30 fimages/ 228 ku_main-logo.gif
it 2010004 &, | GET hitpihanani g spLarg: 30 fimagesiclec/Ucindne_07F _bluhex_sm3.jpo
74 20100401 8 |GET hitp fasinie owraspoarg: 80 firmages/didUT-Logo-for-OWASP jog
T3 20100041 &, |GET bt ity e s Loy 80 fimagesic/clfLogo_|SEP_pour_le_Web jpg B

<




| L/ WebScarab - conversation 1 n BE]

" Previous || Next “1 - GET hitpziimwww.owasp.org:80/ 3I:I1lﬁwed Permanently

Parsed | Raw
Method URL Version
GET  hittpoifwsans Owasp. org: 800 HTTPI1 1

Header Walue

Host V. DWES O
Liser-Agent Mozillais.0 dindows; U Windows NT 5.1; 2.
Sccept textihtrnlapplicationxhtml+xml applications. .
AcceptLanguage en-gh,ena=0.5
Aciept-Encoding grip, deflate
Accept-Charset |S0-8859-1 utF8;0=0.7 "uy=07
Keep-Alive 18
FProy-Connection keep-alive

Hex |

Pogition |of1]z2[z]4]s]el7lslelalelclplElF] Sring

T e L T e e L L L o Lt L L L e

Parsed |’Raw |
Version Status Message

HTTRA.1 301 Woved Perrmanertly

Header Yalue

Date Thu, 15 Apr 2010 08:52:21 GMT
Serer Apachef2 214 (Fedara)
Wary AcceptEncoding,Conkie
-War-Options ArceptEncodinglistcontains=gzip Cookie,...
Expires Thu, 01 Jan 1970 00:00:00 GWT
Cache-Control private, mustrevalidate, maxage=0
LastMaodified Thu, 15 Apr 2010 08:52:21 GMT
Laocatian hittpy: e weasp. orofindes phpidain. Fage
Content-Encoding ozip
Contentlenath 21
Connection close
ContentType textihtml: charset=ute&

HTML | XML | Text | Hex |




|£ WebScarab - conversation 1 m =)

‘ Previous “ Next “1 - GET http:/iwww.owasp.org:80/ 301 Moved Permanently

Parsed | Raw

.
GET hrtp:mwwv.ul@sp.org:sm HTTPRI1 1
Haost: whin v asp.arg
ser-Agent: Mozillara 0 dvindows, L Windows WNT 8.1, en-GB; rv:1.9.2.3) Gecko!20100401 Firefor/3.6.3 (NET CLR 3.5.307249)
coept: textthtml applicationshtml+xml, applicationsmlg=0.9 **.q=0.8
ceceptLanguage: en-gheng=0.5
ceceptEncoding: gzip deflate
ceceptCharset 1IS0-8858-1,utF8,q=0.7 *.q=0.7
keep-Alive: 115
Frow=Connection: keep-alive

e R L s B

Parsed | Raw

HTTFM .1 301 Moved Permanenthy
Drate: Thu, 15 Apr 2010 08:42:21 GMT
Server; Apacher2 214 (Fedara)
ary: Accept-Encoding, Cookie
Svane-Options: Accept-Encodinglist-contains=gzip, Cookie;string-contains=wiki1 5Token;string-contains=wiki1 SLoggedQut, string-contains=wik
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Zache-Control: private, must-revalidate, max-age=0
Last-mModified: Thu, 15 Apr 2010 08:562:21 GMT
Location: hitp:wwive oweaspoorglfindex.phpiMain_Page
-Content-Encoding: gzip
Content-lenath: 21
Zonnection: close
Content-Type: textihtml; charset=utf-a




[[é] WebScarab - conversation 1 |- | | H

Previous Next 1 - GET http:/iwww.owasp.org:80/ 301 Moved Permanently

Parsed

Rﬂw|

GET hitpcitanani oveasp.org: 300 HTTRIM 1
Host: i, 0Wwia S[.01
Izser-Adent Mozillaa s dAindoes; L wWindows NT 9.1 en-GEB: ne1 . 9.2.3) Geckaor201 00401 Firefosr3.6.3 (HET CLR 3.5.3072
coept: textthiml, applicationihtml+xml applicationfml;g=0.9,%70=0.8
ceeptLanguage: en-gh en;g=0.%
coept-Encoding: gzip,deflate
coept-Charset: 1S0-28599-1,ut-8,0=0.7 *0=0.7
keep-Alive: 114
Froxy-Connection: keep-alive
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File View Tools Help
‘ Extensions r XSSI/CRLF rSEssiunID Analysis |/5cripted |’Fragmerrts rFuzzer |/Cumpare r Search

Summary r Messages r Proxy r S Manual Request r WebhServices r Spider |
Previous Requests : ey _ ‘r|
Request
fParsed rﬂﬂﬂ |
Method URL Version
ineT: [N | [HTTPAH.0
Header Walle Insert

Hex
| Position |o1]2]3|4|l5|el7]la]lalalele|lole]F] String

M T 2000 30 1 A A 0 3 3 et ettt D e 0 3 A A A A A e e S e A A A A A A A A A st

Response
fParsed rﬂaw |
Version Status Message

Header | YWalue

| Position |0f|1]2]3l4|l5|8l7|lalalalele|plE]F] String

| Get Cookies Fetch Response Uipdate CookieJar




ile \View Tools Help

Extensions r XSSI/CRLF rSEssiunID Analysis |/5cripted |’Fragmerrts rFuzzer |/Cumpare r Search
‘ Summary r Messages r Proxy r Manual Request r WebhServices r Spider |

Previous Requests : | >
Request

| Parsed RHIEE'

il - S R A e R R e R A R A i R e A e e e i e i i i d ddd da i e i da dd i dada da g g i i gid da da g dasd i

Response
fParsed rﬂaw |
Version Status Message

| Position |0f|1]2]3l4|l5|8l7|lalalalele|plE]F] String

| Get Cookies Fetch Response Uipdate CookieJar




File View Tools Help

Extensions r XSSI/CRLF rSEssiunID Analysis |/5cripted |’Fragmerrts rFuzzer |/Cumpare r Search
‘ Summary r Messages r Proxy r Manual Request r WebhServices r Spider |

Previous Requests : - |
Request

| Parsed | Raw |

GET hitpcifassnt oveasp.org: 300 HTTRM A1
Huost: s owa sp.arg

M T 2000 30 1 A A 0 3 3 et ettt D e 0 3 A A A A A e e S e A A A A A A A A A st

Response
fParsed rﬂaw |
Version Status Message

Header | YWalue

| Position |0f|1]2]3l4|l5|8l7|lalalalele|plE]F] String

| Get Cookies Fetch Response Uipdate CookieJar




|2 WebScarab M= x|
File View Tools Help

Extensions r}(SSICRLF rSessinnID Analysis rScripted rFragments rFuzzer rCnmpare rSearch

‘ Summary |  Messages | Proxy | Manual Request | WebServices | spider |

Previous Requests : [ | by |
Request

[ Parsed | Raw

GET hitp:ifwawtiy owwasp.arg: 80f HTTRI 1
Host: wnin owrasp.arg

O e e e e R e R R T e R e T e R T e T e kb kol el ol ol o e ek bk el et e

Parsed | Raw

Response

Version Status Message
HTTRAT 301 Moved Permanently
| Header Walue
|Date Thu, 15 Apr 2010 09:36.17 GMT -
Server Apachef2.2.14 (Fedora)
Wary AcceptEncoding Cookie
HAaneCptions AcceptEncodinglistcontains=gzip, Cookie;,..
Expires Thu, 01 Jan 1970 00:00:00 GMT =
[lizache-Cantral private, mustrevalidate, max-age=0
[ILast-Modified Thu, 15 Apr 2010 08:36:17 GMT
Lacation fittpiwesss ovrasp orafindes phpiMain_Fage
Content-lenith il =
Connection close -
T e L L e L L L T L e Tt L L e L L T Lt e e T L L e L L L e T
[(HTML | XML | Text | Hex |
Get Cookies ” Fetch Response || i_l_gggtg_(:p_olgi_e_.l_q[. |

OWASP 0 a5




% WebScarab M= <}

File View Tools Help

Extensions rxSSICRLF rSessinnID Analysis rScripted |’Fragments |/Fuzzer rCnmpare rSearch
‘ Summary r Messages r Proxy |/ Manual Reqguest r WehSenvices |/ Spider |

Previous Requests : [ | - |
Request

| Parsed | Raw

GET hitpifwanew owasp org 80f HTTPM 1

o e
Response
Parsed | Raw
Version Status Message
HTTP.1 400 Bad Reguest
Headar Yalue
Date Thu, 15 Apr 2010 09:50:34 GMT
Senver Apaches2 214 (Fedara)
Content-length 236 ; ;
Caonnection close
Content-Type textihtml; charset=iso-8858-1
O R ol ol o Al Gl ol otk A ool ol o ol A o ol e ol ol o otk R ol ol ol ol ek ol ol o ol ot ol o e o o o i ol ol ol o ot ol o o ol ol e Al e ol i ol e oo ol ot ol o o ol o a5
HTML | XML | Text | Hex |
Bad Request =

—
‘ Get Cookies | Fetch Response Update Cookie.Jar ‘




| £ WebScarab

mEx]

File View Tools Help

Extensions rxSS.fCFILF rSessiunID Analysis |/St:ripted rFragments rFuzzer rCumpare rSearch
‘ Summary |/ Messages r Proxy |/ Manual Request |/ WebhServices

r Spider

Previous Requests :

1

Request 1 - GET http:/imww.owasp.org:800 301 Moved Permane

Parsed | Raw 2 - GET http:/imww.owasp.org:80index.phpMain_Page % OK

13 - GET http://iwww.owasp.org:80/extensions/HeaderTabs/skins headertabs.css 200 OK

GET hitpoifeevane. 0vvadd - GET hitp:/iwww.owasp.org:80/skins/monobook/main.css 200 OK
5 - GET http:/imww.owasp.org:B0/skins/icommon/commonPrint.css 200 OK
6 - GET http:/iwww.owasp.org:80/skinsimonobookhandheld.css 200 OK
if - GET http:/imww.owasp.org:B0faviconico 200 OK
B - GET http://iwww.owasp.org:80/skins/common/wikibits.js 200 OK

me
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“é] WebScarab uw

File View Tools Help

Extensions rKSSICHLF rSessinnID Analysis rScripted rFragmenm rFuzzer rCnmpare rSearch
‘ Summary r Messages r Proxy r Manual Request r WebServices r Spider |

Listeners Manual Edit |/Bean Shell rl'.'liscellanenus |

Intercept requests : Case Sensitive Regular Expressions ? ||

Methods | Iude Paths matching :
GET * |
POST Exclude paths matching :
HEAD | (gifipglpnolcssljslicolswiaxd =) |

PUT
DELETE
TRACE
PROPFIND
OPTIONS

Intercept responses : [ |
Only MIME-Types matching :
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[&J Edit Request um

Intercept requests : Intercept responses: [ |

Raw |
GET http i weaspLorg: B0Mndex. phplCategon: OWASP_Froject HTTFM A

Host: whasiy, O S, 010
Lzer-Agent: Mazillars.0 ddindows:; LWindows MT 5.1 en-GB; ne1.9.2.3) Geckol20100401 Firefoxf3.6.3 (HET CLR 3.5.30729)
coept: textthtml applicationihtmi+aml applicationdaml;g=0.9**q=0.8
ceept-Language: en-gh,en;g=0.4
reept-Encoding: gzip,deflate
coept-Charset IS0-8859-1 utF-3;0=0.7 *q=0.7
keep-Alive: 114
Froxy-Connection: keep-alive
Feferer: hitpfinanan owrasporgfindex phpidain_Fage

|| Accept changes Cancel changes Abort request Cancel ALL imtercepts |




WebScarak

File View Tools Help

‘ Extensions rISSICHLF rSessinnID Analysis rScripted rFragmenm rFuzzer rCnmpﬂre rSearch |

Summary r Messages r Proxy r Manual Request WebServices r Spider |
1 - GET http://'www.owasp.org:80/ 301 Moved Permanenthy -
In] Date hethod Host Fath Farameters Status Qrigin Distance
1 201004150, |GET [l 201 Moved P... |Proxy 0f =
2 2010/04M58 0. )GET hittpciiaennie o, findex phpdhd. . 200 Ok F oy 4536| =)
3 200/0ana 0. |GET " hitpcitananae 0., [festensions)... 200 Ok Prosay BET
4 20104 a 0. |GET hitp:fwanni 0. (fskinsfmono.. [?207 200 Ok P rosoy a463
a 2010/041 5 0. |GET hitpcitananne. 0., Iskinsfcomm... |7 207 200 O Promy 1114~

J n |

me

- 4]
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# Untitled Session - OWASP ZAP EEX
File Edit View Analyse Repot Tools  Help

LEd er b @ |

Sites & Request | Response | Break
[ J [ Break |

v [ sites P Ram View |7
LS ﬁ hitpiifads. owasp.org I
» [ hitpdivees download windowsupdate com ETPS\rJdQDDUQ%K 011 108459 GuT l\
: ate: Wed, ar 44
o ﬁ iy coC e analice oor Server: Apachel/2.217 (Fedora)
¥ (& httwww.owasp.org 12 ¥-Powerec-By: PHPI5. 3.5
|| GET:favicon.ico vary: Accept-Encoding, Cookie
DGET:index.php(acti0n‘ctvpe,maxage‘smaxage,tit\e, Content-language: en
[] GET:index php(action, gen,maxage title) P3F: CP="CUR ADM OUR NOR STA NID"
|_| GET:indexphpaction ger title, uzeskiny Set—ICDDkle: OAID=dd3e8cT432a06d8007a0797ade4614da; expires=Thu, 08-Mar-2012 10:44:52 GMT, path=/
= GET-onanssarth-desc.aha Expires: Thu, 01 Jgn 1970 DD:DD:DQ GhT
{or : - : Cache-Control: private, must-revalidate, max-age=0
* [ extensions Last-todified: Mon, 28 Feb 2011 14:27:35 GMT ]
g ﬁ images Content-Type: text’html; charset=utf-8 F/
¥ [ index.php v
E GET.CategoryOWASP_AppSec_Conference 4 i
=IDOCTYPE html PUBLIC "-fW3CHDTD XHTML 1.0 TransitionalifEMN" "hitp:feaatac w3 0rg TRhmITDTDRR M -transitional did"=
=html xmins="http M w3 orghH 8980html" xminsv="urn:schemas-microsoft-comyml” xmllang="en" lang="en" di="It""=
|| GET:CategoryOWASP_Top_Ten_Projecti =heads
GET.Global_Committee_Pages =meta http-equiv="ContentType" content="text’htrl; charset=utt-8" 1=
I;u GET:Main_Page i =meta name="generator" content="MediaVviki 1.16.1" 1=
B GET:CVIASP_Jobs =I@nkre|:"styleshe_et" media:"scn_aen, projection" hrei="extensionsHeaderTabsiskins/combined-mincsg" /=
> e =I!nkrel="sh0rtcut|con" hre%“ﬁaylcon ico" f= » )
’ =link rel="search" type="applicationiopensearchdescription+xml* href="fopensearch_desc.php” title="0WASP (en}" /=
» (5 https o owasp.org P <link rel="copyright' href="httpicreativecommons.org/licensesiby-sara.or 1>
=link rel="alternate” type="applicationfatom+xml" titte="OWWASP Atam feed” href="index.phpitle=Special:RecentChanges&amp feed=atom" /= =title=Cat
egory OWASP Presentations - OWASP =ftitle= 5
Li L. 1—"" i~ ot i bl n L i - 1
_[..HiSLDr\ﬁET Search T Break Points @ T Alerts U T Active Scan T Spider 8 I Erute Force /2 T Port Sean | I Output l
| Filter:OFF
1 GET hitp:iasai. owasp.org) 301 Moved Perma 287ms |A
3 GET hitp:ihaenesr. owvasporglindex.phpiMain_Page 200 oK 1344ms u*-'J Faorm, Script ™
GANGET: hittp: s, owas p.org/skinsigumasnigummai_main.css?270 200 QK 219ms
8 GET hitp:iheenear. owasp.orglextensionsiHeaderTabsiskinsfcombined-min.css 200 oK 40B6ms
12 GET hitpzifessi. owasp.org/skinsicommaonicommonPrint.css?270 200 Ok 29%ms
13 GET hitp:iheenear. owasp.orglskinsicommaonishared.css?270 200 Ok 500ms
18 GET hitp: iy, owa s p.oraiskinsigumasvnigumas_template.css 200 Ok 235ms
16 GET hitp:fiwewni, owa s p org/skinsigumasnimain.css 200 oK 422ms e
17 GET hitp:fiwnsnie, ovwia sp.org/skinsigumasenigumas_printcss?2700 200 Ok 109ms
18 GET hitp:ihasmear ovasp orglindex php?title=MediaWiki Common css&usemsgeache=yes&ety 200 Ok 141ms
19  GET hitp e owvasporglindex. php itle=MediaWiki Gumaxvn.css&usemsgcache=yes&etyp. . 200 Ok 156ms
20 GET hitpzifeesni. owasp.orofindex php title=MediaiWiki Print.css&usemsgeache=yes&etypeste.. 200 Ok 172ms
21 GET hitp:iheenes. owvasporgl/skinsicommontajax js? 2700 200 oK 110ms
22 GET hitpziteesni. owasp.orglfindex.phptitle=-Gaction=raw&maxane=12000&gen=css 200 Ok 250ms
23 GET hitp:iheenes. owvasp.orglindex. php Pitle=-Saction=raw&gen=js &useskin=gumaxvn 200 Ok 140ms
24 GET hitp: i, download windowsupdate. comimsdownloadiupdatelv3statictrustedrienfaut.. 200 QK 47ms
32 GET hitp:ihaenea. owvasp.orglskinslcommondtwikibits js 7270 200 Ok 453ms
33 GET hitp: i, download windowsupdate. comimsdownloadiupdatelv3istatictrustedrienfaut.. 200 QK 108ms
34 GET hitp:ihasmear google-anahtics comiga js 200 Ok 188ms
37 GET hitp e owasp.orgl/extensionsiHeaderTabsiskinsicomhbined-histor:-min.js 200 oK 984ms Hidden, Chject
i || 248 GET hitpzifeewni. owasp.orgfopensearch_desc.php 200 Ok 235ms p
‘k J = 240 GET _ hitneih A sh arafind ey SO0k 3] — Form_Hidden ¥
| Aledsmo@moR MO Current Scans 2 0 %60 220 1 0]
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End




