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INTERCEPTION PROXIES




The Lowdown

* Analyze, inject, modify web traffic

* Works with a browser

* Some are simple with limited function
* Some are multi-function and can scan
» Essential for pen-testers

 Incredibly useful for developers
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Santa says:
“Only test sites
for which you
have permission
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Popular Examples

 OWASP Zed Attack Proxy (ZAP)
e Burp Suite
 Web Scarab, W3AF, MITMProxy, Fiddler

 Typically utilize local system/browser proxy
settings

« Recommend a proxy switcher plugin
* Foxy Proxy is my goto plugin
» Works best in Chrome and Firefox
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Proxy Switcher Plugin

* Browser plugin

* Quickly enable/disable/switch proxies
* Foxy Proxy and SwitchyOmega

* https://getfoxyproxy.org/downloads/

» https://chrome.google.com/webstore/
detail/proxy-switchyomega/
padekgcemlokbadohgkifijomclgjgif



https://getfoxyproxy.org/downloads/
https://chrome.google.com/webstore/detail/proxy-switchyomega/padekgcemlokbadohgkifijomclgjgif
https://chrome.google.com/webstore/detail/proxy-switchyomega/padekgcemlokbadohgkifijomclgjgif
https://chrome.google.com/webstore/detail/proxy-switchyomega/padekgcemlokbadohgkifijomclgjgif

+

habfmInjonogaaifnjlfnp/options.html#tabProxies

g
Host or IP SOCKS SOCKS
Proxy Notes Address Port proxy? Version
127.0.0.1 8080
127.0.0.1 3128
127.0.0.1 8081
These are the settings
that are used when no
patterns match an URL
Firefox or from another computer.
Please Donate Buy Proxy Service

w

Use proxies based on their pre-defined patterns and priorities
Use proxy Burp Suite for all URLs

Use proxy 127.0.0.1:3128 for all URLs

Use proxy OWASP ZAP for all URLs

Use proxy Default for all URLs

Disable FoxyProxy

Options

Foxy Proxy Quick Change
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c ®* FoxyProxy Standard | chrome-extension://gcknhkkoolaabfmInjonogaaifnjlfnp/options.html#tabProxies

Proxy mode: Disable FoxyProxy B
. Proxies
-
Proxy Host or IP SOCKS SOCKS Auto PAC
Enabled  Color Ny Proxy Notes oy ot O Vorcis R
. Burp Suite 127.0.04 8080 5
. 127.00.1:3128 127.0.0.1 3128 5
PROXY Add New Proxy
B owsze 127,004 8081 5
Proxies
These are the settings
. Default that are used when no 5
Global Settings patterns match an URL
Import/Export
QuickAdd Import your proxies from FoxyProxy.on Mozilla Firefox o from another computer.
About
Please Donate || Buy Proxy Service

Foxy Proxy Settings
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OWASP ZAP




LAP

Zed Attack Proxy
Current version is 2.7.0

Requires the Java Runtime
Environment

Useful for pen testers, developers,
beginners

* Open Source (Free)
* Windows/Mac/Linux

 https://www.owasp.org/
index.php/
OWASP_Zed_Attack_Proxy_Project
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LAP Functionality

* Intercepting Proxy
 Traditional and AJAX Spiders
« Automated Scanner

» Passive Scanner

* Forced Browsing

* Fuzzer

» Supports Web Sockets

« REST based API

* More

OWARSP
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LAP Root CA Certificate

 First run will tell you to regenerate the root CA
certificate
* Needed to prevent the browser from throwing SSL
warnings
* Tools > Options > Dynamic SSL Certs
* Click Generate and then save the cert
* Import the new cert to your browser

 https://support.portswigger.net/customer/portal/
articles/1783075-installing-burp-s-ca-certificate-in-

yvour-browser
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https://support.portswigger.net/customer/portal/articles/1783075-installing-burp-s-ca-certificate-in-your-browser
https://support.portswigger.net/customer/portal/articles/1783075-installing-burp-s-ca-certificate-in-your-browser
https://support.portswigger.net/customer/portal/articles/1783075-installing-burp-s-ca-certificate-in-your-browser

\P File Edit View Analyse Report Tools Online Help 3B EB D 3 =) 100%g
HMode ¢ Sld m =% ] =] - = == = i = e = 1 @ % |E = 5
@ Sites a4 Quick Start & =¥ Request 4+
el Header: Text
[ BON )} Options
ntexts Breakpoints Dynamic SSL Certificates
Default Context Callback Address
tes Certificate e CCTOUL UL TG O WOR T DV RRC OO T VT T OCOa VARG U v aT ot
Check For Updates Root CA certific... | 0gE MABGCSGSTb3DQEBAQUAAATBDWANGGEKAG TBAQC:
Connection Ob Generate 9T5749IEvBch2CnA3fVT4+mrildVp58M4INQOWIAVhCKChzM
Database b 5u+HVHwWIh3eb5SNtAdfu3nqwU9YvoCsRgfYZZx4sorys9qzZ1
Display L Import zGgnmLEpoVuUzTo@skqu3uXFkPLx5vn8imQfVyoK1wDiz6g(
Dynamic SSL Certificates BYbGO+GAtAP40EKGDhXv/91KCCXXrdGdi8FaOpDAgCIZwlF]
Encode/Decode t1gpexCaT12MnAR3Rc12Q1qgstSLM1dkbPmg5HtR@/6CqrCwy
Extensions QF0jAgMBAAG]jggF+MIIBejCCATMGALUdDgSCASOEgQEmMMIIE

Forced Browse

Fuzzer

Global Exclude URL (Beta
HTTP Sessions

AQEFAAOCAQ8AMIIBCgKCAQEAt/iEMhLQQe/pcHIFX/U+e+P¢
q41HVaefDOCTUD1vQL4Qigm8zNn/+TGrtEdBIcOe5+bvh1R¢
sFPWL6ATrEYH2GWceLKK8rPamX6LkncDD2MKwwTonBsxqp51i»
xZDy8eb5/IpkH1cqCtcA4s+0EIT/yu3IY82IrhGIHAWGXj vt
ZAg1163RnYVBWj qQwIHCGCNRZAXOUgUFVAc1hgpdWLZYKXs(

M rLUizNXZGz500R7UdP+gqqwsL2JHpeIPkEpjAOel]jkBTowIl
Keyboard /WQFMAMBA f8wCwYDVROPBAQDAGG2MCMGA1UAIQQCMBOGCCS(
Language BQcDAgYEVRO LADANBgkqhk iGI9w@BAQsFAAOCAQEACM/qBFp:

Local Proxies
Passive Scan Rules
Passive Scan Tags
Passive Scanner
Quick Start Launch
Replacer

Rule Configuration
Scripts

Search

Selenium

Spider

| Filter: OFF ¢ Export = -

Req. Timestamp Reset to Factory Defaults

3M1242u2ERV0JIqVeNb919YOItcV36UOK649grKmSg4RG19Z¢
0aqa90qOMLjZ9BJ+ctDq1lXj97CIEULDd/maXWSDb2S1tW+Y¢
ugBiQWORWK6TWFTVI52F1gd000onA8ShBNy /7 r+MV798hA8c,
IYHE27fvN+sqCWL1a3U17GI5EQn84T/hHaeap56AUWb1TOIY
Bmh4BtbhGRksKeSKHSPHOBGYM1Mh1B2pe+1ca3mzXRocrgDc
——END CERTIFICATE-

G View [ save

Cancel oK

Highest Al

Generate CA Certificate
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Session Persistance

* Prompts you when ZAP starts
» Useful for long-term engagements
» Can decide not to store sessions
* Data is lost when ZAP closes
* Popup can be disabled
» Options > Database to re-enable
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File Edit View Analyse Report Tools Online Help

IBEOH O R T o) 35%F) Wed8:38PM

bde ¢ ==L RERE ] %] == =)

@ Sites 4+
1=

ts

fault Context

B @2kl @ % | & =
% Quick Start &

2

=» Request  ¢= Response

Welcome to the OWASP Zed Attack Proxy (ZAP)

ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in web applications.

Please be aware that you should only attack applications that you have been specifically been given permissiof

To quickly test an application, enter its URL below and press 'Attack’.

URL to attack: http://
47 attack | [ Stop

[ ] o OWASP ZAP

Do you want to persist the ZAP Session?

© Yes, | want to persist this session with name based on the current timestamp .
four browser or automated regression tes

Yes, | want to persist this session but | want to specify the name and location

No, | do not want to persist this session at this moment in time

Remember my choice and do not ask me again.

You can always change your decision via the Options / Database screen

Help Start
| Filter:OFF
Req. Timestamp Method URL Code Reason RTT Size Resp. Body Highest Alert Note
[u0 O RO Current Scans 44 0 & 0

Session Persistance Prompt

LUASI
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Proxy Settings in ZAP

« Zap > Preferences > Local Proxy
» Default port is 8080 - | change it to 8081
* Go to Foxy Proxy and add ZAP




[ ) @ Options
AJAX Spider Local Proxies
Alerts
Anti-CSRF Tokens Local Proxy
API Address: localhost o
Applications =
Breakpoints Port (eg 8080): 8081 °
Callback Address Set your browser proxy setting using the above. The HTTP port and HTTPS
Certificate port must be the same port as above.
Check For Updates Behind NAT
Connection
Database v Remove Unsupported Encodings
Display
Dynamic SSL Certificates
Encode/Decode Security Protocols

Extensions SSLv2Hello v/ SSL3 v TLS1 v TLS1.1 v TLS1.2
Forced Browse

v Always unzip gzipped content

Fuzzer Additional Proxies

Global Exclude URL (Beta Enabled Address Port = Add...
HTTP Sessions
JVM

Keyboard Remove
Language

Local Proxies

Passive Scan Rules

Modify...

Enable All

Passive Scan Tags Disable All
Passive Scanner

Quick Start Launch

Replacer

Remove without confirmation

Reset to Factory Defaults Cancel OK

ZAP Proxy Settings

DLJAS!
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FoxyProxy - Proxy settings
General Proxy Details URL Patterns

Direct internet connection (no proxy)

© Manual Proxy Configuration
Help! Where are settings for HTTP, SSL, FTP, Gopher, and SOCKS?
Host or IP Address 127.0.0.1 Port 8081

SOCKS proxy? ( )SOCKS v4/4a @ SOCKS v5

Save Login Credentials @)

Authentication

Username Password Password - again

Automatic proxy configuration URL

View Test @)

Notify me about proxy auto-configuration file loads

Notify me about proxy auto-configuration file errors

Save

Cancel

ZAP in Foxy Proxy

LUASI
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Manual Intercept with ZAP

Open ZAP and enable it in your browser

Browse to the web application location to be tested
Find it in the history and then set a break point
Browse to that same location

A Break Point tab will be shown next to the Request
and Response tabs.

* Modify the request and then click the Submit and
Step to Next Request or Response button

* Let’s try it.

DUJHJD




Passive and Active Scanning with ZAP

» ZAP is also a Web application scanner

* A useful tool to have in the toolbox

» Can supplement other tools

* Possible alternative to commercial tools
» Can do passive and active scanning

* Crawling is also an option

* Let’s check it out...

DUJHJD




Learn More!

» https://chrisdecairos.ca/intercepting-
traffic-with-zaproxy/

» http://sashimw.blogspot.com/2017/01/
use-zap-tool-to-intercept-http-
traffic.html

* https://blog.sodaksec.com/2018/12/
owasp-zap-part-1-intercepting-
traffic.html
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https://chrisdecairos.ca/intercepting-traffic-with-zaproxy/
https://chrisdecairos.ca/intercepting-traffic-with-zaproxy/
http://sashimw.blogspot.com/2017/01/use-zap-tool-to-intercept-http-traffic.html
http://sashimw.blogspot.com/2017/01/use-zap-tool-to-intercept-http-traffic.html
http://sashimw.blogspot.com/2017/01/use-zap-tool-to-intercept-http-traffic.html
https://blog.sodaksec.com/2018/12/owasp-zap-part-1-intercepting-traffic.html
https://blog.sodaksec.com/2018/12/owasp-zap-part-1-intercepting-traffic.html
https://blog.sodaksec.com/2018/12/owasp-zap-part-1-intercepting-traffic.html

BURP SUITE




About Burp Suite

» Developed and maintained by Portswigger
» https://portswigger.net/burp/

* Great documentation and tutorials
* Requires Java (sigh)
* Three versions

o Community

* Professional

* Enterprise



https://portswigger.net/burp/

Version Comparison

Community

e Free

e Essential Manual Tools
e Intruder Functionality
is Time-Throttled

Enterprise

« $3,999/year

» Web App Scanner

e Scan Scheduler

e Cl Integration

» Unlimited Scalability

@ 0LuAsp

Security Project



Install Burp

* Need Java Runtime Environment
 Full install or run a stand-alone JAR
» https://portswigger.net/burp/
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https://portswigger.net/burp/

Burp Proxy Settings

* |[n Burp, go to the Proxy tab
* Choose the Options sub tab
 127.0.0.1:8080 should already be listed

* Check that item if it isn’t already

« 8080 is an arbitrary port - we will keep it
» Close the window to keep changes

* Add Burp to Foxy Proxy




Target | Proxy TSpider TScanner Tlntruder TRepeater TSequencer TDecoder TCompa

[ Intercept T HTTP history TWebSockets history T Options ]

? Proxy Listeners

O Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will

L Add J Running | Interface | Invisible | Redirect | C

) 127.0.0.1:8080 Pg
Edit
Remove

Each installation of Burp generates its own CA certificate that Proxy listeners can use wher

[ Import / export CA certificate J L Regenerate CA certificate J

Burp Proxy Settings

SIEEE
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Portswigger CA Certificate

* Start Burp and Enable it in Foxy Proxy
* |n the browser, go to https://burp

* Download the CA Certificate

* Import the certificate to your browser

» https://support.portswigger.net/
customer/portal/articles/1783075-
installing-burp-s-ca-certificate-in-your-
browser



https://burp
https://support.portswigger.net/customer/portal/articles/1783075-installing-burp-s-ca-certificate-in-your-browser
https://support.portswigger.net/customer/portal/articles/1783075-installing-burp-s-ca-certificate-in-your-browser
https://support.portswigger.net/customer/portal/articles/1783075-installing-burp-s-ca-certificate-in-your-browser
https://support.portswigger.net/customer/portal/articles/1783075-installing-burp-s-ca-certificate-in-your-browser

Target Tab

|ldentified sites & spider results
Connection history

Requests and Responses

Scope should be set here

Good idea to crawl the site from here




JTarget|hu

| Spider | Scanner I Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts |

Site map | Scope

| Filter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders

>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
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https://help.github.com
http://help.yahoo.com
https://help.yahoo.com
https://htmlSshim.googlecode.com
https://images.search.yahoo.com
https://img.purch.com
http://in.linkedin.com
https://leanpub.com
https://login.yahoo.com
https://mail.yahoo.com
https://mrd.mail.yahoo.com
https://netdna.bootstrapcdn.com
https://news.search.yahoo.com
http://nitstorm.github.io
https://nitstorm.github.io
http://ogp.me
https://oss.maxcdn.com
https://plus.google.com
https://pollserver.lastpass.com
http://portswigger.net
https://portswigger.net
http://purch.com
https://purch.com
http://r.search.yahoo.com
https://r.search.yahoo.com
https://recipes.search.yahoo.com
http://releases.portswigger.net
https://s.yimg.com

A
[

Host | Method | URL | Params | Status A | Length | MIME type
https://sf-owasp-juic... GET /socket.io/?EIO=3&tr... v 101 145
https://sf-owasp-juic... GET /socket.io/?EIO=3&tr... v 101 145
https://sf-owasp-juic... GET / 200 11031 HTML
https://sf-owasp-juic... GET /api/Challenges/?nam... v 200 914 JSON
https://sf-owasp-juic... GET /il8n/en_US.json 200 11031 HTML
https://sf-owasp-juic... GET /public/images/ribbo... 200 11031 HTML
https://sf-owasp-juic... GET /rest/product/search... v 200 9476 JSON
https://sf-owasp-juic... GET /rest/user/whoami 200 343 JSON
https://sf-owasp-juic... GET /robots.txt 200 355 text
https://sf-owasp-juic... GET /socket.io/?EIO=3&tr... v 200 359 JSON
https://sf-owasp-juic... GET /socket.io/?EIO=3&tr... v 200 278 JSON

SAN

Request | Response

Raw | Params

Headers | Hex

GET /socket.io/?EIO=3&transport=websocket&sid=aPTAVAT3m2zE9CusAAAB HTTP/1.1
Host: sf-owasp-juiceshop.herokuapp.com

Connection: Upgrade

Pragma: no-cache

Cache-Control: no-cache

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_13_6) AppleWebRit/537.36

safari/537.36

Upgrade: websocket

Origin: https://sf-owasp-juiceshop.herokuapp.com
Sec-WebSocket-Version: 13

Accept-Encoding: gzip, deflate

Accept-Language: en-U0US,en;g=0.9

Cookie: cookieconsent_status=dismiss; io=aPTAVAT3m2zE9CusAAAB

https://schedf
https://searc

https://sf-o
https://shop
https://sp.yir
https://sport|
https://ssl
https://stats|
https://statu

Add to scope
Spider this host

Expand branch

Compare site maps

Expand requested items

https://sf-owasp-juiceshop.herokuapp.com/

8clFWEfYb3RWO0egtN7ZzfhA==

Engagement tools [Pro version only]

Adding a URL to the Scope

(RHT
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Burp Intruder Repeater Window Help

J Target T Proxy TSpider TScanner T Intruder T Repeater T Sequencer T Decoder TComparer T Extender T Project options T User options TAIerts ]

Site map | Scope

| Filter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders

> Filter by request type Filter by MIME type Filter by status code Folders w
@
ow only in-scope items ther text xx [success ide empty folders
® ) sh lyi i @ HTML  Oth M 2xx [ ] ) Hid fold
[J Show only requested items ) Script [J Images [ 3xx [redirection] 1 E-Cr),\lll\ll_
[J Show only parameterized requests ™ XML [ Flash [J 4xx [request error] 1 HTML
ide not-found items @] [J Other binar 5xx [server error HTML
) Hid found Css Other binary (] [ ] L
JSON
SON
Filter by search term [Pro only] Filter by file extension Filter by annotation Jtext
JSON
(J Show only: | asp,aspxjsp,php [J Show only commented items JSON
(J Hide: js,gifpg,png,css [J Show only highlighted items -
[ Show all J [ Hide all J l Revert changes J L
T OUS LTSI —OWasp=JULCesIUp s IerURUapR s GO

http //portSWIg_ger.net Connection: Upgrade
https://portswigger.net Pragma: no-cache
http://purch.com Cache-Control: no-cache

https://purch.com User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S5 X 10_13_6) AppleWebKit/537.36
Safari/537.36

http://r.search.yahoo.com Upgrade: websocket
https://r.search.yahoo.com Origin: https://sf-owasp-juiceshop.herokuapp.com
https://recipes.search.yahoo.com Sec-WebSocket-Version: 13
http://releases.portswigger.net Accept-Encoding: gzip, deflate
https://s.yimg.com Accept-Language: en-0S,en;g=0.9

ps: -yimg.. Cookie: cookieconsent_status=dismiss; io=aPTAVAT3m2zE9CusAAAB
https://schema.org Sec-WebSocket-Key: 8clFWfYb3RWOeqtN7Zzfha==
https://search.yahoo.com
https://sf-owasp-juiceshop.herokuapp.com
https://shopping.search.yahoo.com
https://sp.yimg.com T/

httns-//snarts search vahon com

VYVYVYYVYVYYVYYY
2

= Qs s J s e e B ]

v

vy

Filtering by Scope

WAHSH
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Burp Intruder Repeater Window Help

D Burp Suite Community Edition v1.7.36 - Temporary Project

Target | Proxy | pider | scanner | intruder | Repeater | sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts

Site map | Scope

Filter: Hiding out of scope and not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders

O https://sf; — ] | Method | URL | Params | Status 4 | Length | MIME type Title | Comment | Time reque.
. -

https:/ / p-juiceshop. .com/ /socketio/?EI0=3&tr.. v 101 145 16:37:139 4

Remove from scope /socketio/?EI0=3&r.. v 101 145 16:36:28 9 D

Spider this host 200 11031 HTML 16:36:259 .
/api/Challenges/Znam. v 200 914 JSON 16:36:299
/i18n/en_USjson 200 11031 HTML 16:36:28 9
/public/images /ribbo... 200 11031 HTML 16:36:28 9

Engagement tools [Pro version only] > Jrest/product/search... v 200 9476 JSON 16:36:29 9

Compare site maps Jrest/user /whoami 200 343 JSON 16:36:28 9

Expand branch Jrobots.txt 200 355 text 16:36:25 9

Expand requested items /socketio/?EI0=3&t v 200 359 JSON 16:36:28 9

o . /socketio/?EI0=3&t v o200 278 JSON 16:36:299 'y

Copy URLs in this host T

Copy links in this host

Save selected items pose |

Show new site map window Headers | Hex

Site map help ?EI0=3&transpor. 551d=aPTAVAT3m HTTP/1.1

—owasp-juiceshop . herokuapp . com

: no-cache
User-hgent: Mozilla/5.0 (Macintosh; Intel Mac 0S5 X 10_13_6) AppleWebKit/537.36 (KBTML, like Gecko) Chrome/71.0.3578.80
Safari/537.36

Upgrade: websocket

origin: ://sf-owasp-juiceshop.herokuapp.com

Sec-HebSocket-Version: 13

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

Cookie: cookis | ismiss; i AVATIm2

Sec-WebSocket-Key: 8cIFWfYb3RWOeqtN7Zzfha==

0 matches

2 ) G ) e

Spider the Site

SIEEE
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Spider Tab

Contains results from a spider operation
Spider populates data in Target tab
Helps identify the structure of the site
Helps find low-hanging fruit

Multiple options that can be configured

DUJHJD




[ J

@® Burp Suite Community Edition v1.7.36 - Temporary Project

Burp Intruder Repeater Window Help

[Target T Prox T Spider TScanner T Intruder TRepeater TSequencer T Decoder TComparer T Extender T Project options T User options TAIerts ]

Control | Options

el

®6

Spider Status

Use these settings to monitor and control Burp Spider. To begin spidering, browse to the target application, then right-click one or more nodes in the ta|

f Spider is running | Clear queues

Requests made: 66
Bytes transferred: 842,842
Requests queued: 2,396

Forms queued: 0

Spider Scope

@® Use suite scope [defined in Target tab]

(O Use custom scope

Spider Tab

WAHSH

Open Web Application
Security Project




o o Burp Suite Community Edition v1.7.36 - Temporary Project
Burp Intruder Repeater Window Help

[Target T y TSpider TScanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options TAIerts ]

Control | Options
(2) Cra vler Settings

@ These settings control the way the Spider crawls for basic web content.

[ Check robots.txt

[ Detect custom "not found" responses
[ Ignore links to non-text content

[ Request the root of all directories

[ Make a non-parameterized request to each dynamic page
Maximum link depth: 5

Maximum parameterized requests per URL: |50

Passive spidering monitors traffic through Burp Proxy to update the site map without making any new requests.

®E

[ Passively spider as you browse

Link depth to associate with Proxy requests: |0

Form Submi

on

These settings control whether and how the Spider submits HTML forms.

Individuate forms by: [Action URL, method and fields q

O Don't submit forms
O Prompt for guidance

@ Automatically submit using the following rules to assign text field values:

L Add J Enabled | Match type | Field name | Field value |
] Regex mail winter@example.com A
Edit (] Regex first Peter [
] Regex last Winter )
| _Remove | ) Regex urname Winter >

Spider Options

WAHSH

Open Web Application
Security Project




Filter: Hiding out of scope and not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty fo

v O https://sf-owasp-juiceshop.herokuapp.com Host | Method | URL | Params | §
0/ - https://sf-owasp-juic... GET /api/Challenges/ 2
! a.pl https://sf-owasp-juic... GET /api/Challenges/?nam... v 2
0/ https://sf-owasp-juic... GET /api/ 5
¥ |~ Challenges
V@
[7] name=Score+Board
> | css
> [ dist
[ ftp
Vi~ ftp
0/
[ acquisitions.md e
[ incident-support.kdbx
] legal.md
> iEI‘Bng J Request T Response ]
» |~ node_modules
v [T private J RawT Params T Headers T Hex ]
0y GET /api/Challenges/ HTTP/1.1
> css Host: sf-owasp-juiceshop.herokuapp.com
L N Accept-Encoding: gzip, deflate
> | dist Accept: */%*
[2] fontawesome-all.js Accept-Language: en
> | node_modules User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT

Connection: close

> .
\ private Cookie: i0=aPTAVAT3m2zE9CusARAB; cookieconsent_status=disn

> public token=eyJhbGciOiJSUzZIINiIsInR5cCIGIKkpXVCIY.eyIzdGFOdXMi0id
> i redirect cGFzc3dvemQiOiJjNGQzZNTQONDBIYjQxZWUZOGUXNJIiYZzFmMNDMxZTk5Y ]
Y[ rest BACI6IjIwMTgtMTItMDQgMDMENTEEMQuUNTM5ICSwMDowMCIILCIpYXQig
D / hngqgFyJdpW5PyvvsNa-TB5eD081Z2-ehXwN9j4EKHbMAU9y-MpF0gO£f0Oof ]
. ofugiM

» | admin

> |~ product

> | user

[ robots.txt
» | socket.io

Target Information Populated by Spider

UAS!

Open Web Application
Security Project




Proxy Tab/Manual Intercept

* The most basic function of the tool

* Manually intercept requests and responses
* |dentify potential problems

* Proof of concept testing

* Quick examinations
 lots_of_time_spent_here = FALSE

DUJFL)D




Burp Intruder Repeater Window Help

[Target T 10X TSpider TScanner Tlntruder T Repeater TSequencer T Decoder TComparer T Extender T Project options T User options TAIerts ]

J Ir T HTTP history TWebSockets history TOptions ]

#| £ Request to https://sf-owasp-juiceshop.herokuapp.com:443 [52.45.22.48]
L Forward J L Drop ] | Intercept is on Action

Raw | Params | Headers | Hex

[POST /rest/user/login HTTP/1.1

Host: sf-owasp-juiceshop.herokuapp.com

Connection: close

Content-Length: 50

.ccept: application/json, text/plain, */%

origin: https://sf-owasp-juiceshop.herokuapp.com

-User-Email: paul.kern@owasp.org

User-aAgent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_13_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/71.0.3578.80 safari/537.36
Content-Type: application/json;charset=UTF-8

Referer: https://sf-owasp-juiceshop.herokuapp.com/

pccept-Encoding: gzip, deflate

b.ccept-Language: en-US,en;g=0.9

kookie: cookieconsent_status=dismiss; io=aPTAVAT3m2zE9CusRAAB; email=paul.kern%dOowasp.org

{"email”:"paul.kern@owasp.org”, "password”:"Test!"}

Proxy Tab

OWASH

Open Web Application
Security Project

J
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Burp Intruder Repeater Window Help

Burp Suite Community Edition v1.7.36 - Temporary Project

[ Target T I

T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options T Alerts ]

| HTTP history TWebSockets history T Options ]

Filter: Hiding CSS, image and general binary content

# | Host A | Method | URL | Params | Edited | Status | Length | MIME type | Extension
ZF T TIPS/ 7 ST=0OWasP=JuTCeSTUP QLT TSUTKETIU7 T =W @S PUT t=PUTT 4 uo 57 TEXT To7
242 https://sf-owasp-juiceshop.... | POST /rest/user/login v

243 https://sf-owasp-juiceshop.... GET /socket.io/?EIO=3&transport=polli... v io/
244 https://sf-owasp-juiceshop.... GET /socket.io/?EIO=3&transport=polli... ' io/
245 https://sf-owasp-juiceshop.... GET /socket.io/?EIO=3&transport=polli... v io/
246 https://sf-owasp-juiceshop.... GET /socket.io/?EIO=3&transport=polli... v io/
247 https://sf-owasp-juiceshop.... GET /socket.io/?EIO=3&transport=polli... J io/
37 https://support.portswigger... GET /customer/portal/articles/178307... 200 249453 HTML

122 https://support.portswigger... GET /customer/portal/articles/178308... 200 248207 HTML html
51 https://syndication.twitter.c... GET /settings 200 685 JSON

5 https://www.bing.com POST /aclick/RLinkPing.htm?iguid=0ac4... v 204 346 HTML htm
29 https://www.bing.com POST /aclick/RLinkPing.htm?iguid=6288... + 204 279 HTML htm
61 https://www.bing.com POST /aclick/RLinkPing.htm?iguid=481e... v 204 346 HTML htm
107 https://www.bing.com POST /aclick/RLinkPing.htm?iguid=0ac9e... v 204 346 HTML htm
53 https://www.facebook.com GET /connect/ping?client_id=1907519... v 200 1650 HTML

136 https://www.facebook.com GET /connect/ping?client_id=1907519... v 200 1650 HTML

145 https://www.facebook.com GET /connect/ping?client_id=1907519... + 200 1650 HTML

47 https://www.google-analytic... GET /analytics.js?_=1544394609598 vy 200 44182 script js
126 https://www.google-analytic... GET /analytics.js?_=1544394717128 v 200 44182 script js
138 https://www.google-analytic... GET /analytics.js?_=1544394743056 N 200 44182 script js
87 https://www.google.com GET /cse/cse.js?7cx=00408853463988... v 302 643 HTML js
116 https://www.google.com GET /cse/cse.js?7cx=00408853463988... v 302 643 HTML js
146 https://www.google.com POST /gen_204?atyp=i&bb=1&ei=uoUN... N 204 313 HTML

152 https://www.google.com POST /gen_204?atyp=i&bb=1&ei=uoUN... v 204 313 HTML

155 https://www.google.com POST /gen_204?atyp=i&bb=1&ei=uoUN... v 204 313 HTML

<C

Request

Raw | Params | Headers | Hex

POST /rest/user/login HTTP/1.1
Host: sf-owasp-juiceshop.herokuapp.com
Connection: close

Proxy History

UASI

Open Web Application
Security Project




Burp Intruder Repeater Window Help
fTarget T ) TSpider TScanner Tlntruder TRepeater TSequencer TDecoder TComparer TExtender TProject options TUser options TAIerts

| HTTP history TWebSockets history T Options ]
Filter: Hiding CSS, image and general binary content

CJ Filter by request type Filter by MIME type Filter by status code

@ ) Show only in-scope items ) HTML [ Other text ) 2xx [success]

[J Hide items without responses [ Script (J Images [ 3xx [redirection]
[J Show only parameterized requests ¥ XML [ Flash @ 4xx [request error]
[J Css () Other binary [ 5xx [server error]
Filter by search term [Pro only] Filter by file extension Filter by annotation Filter by liste
U Show only: | asp,aspx.jsp.php| [J Show only commented items
Port
O Hide: j5.01fJpg,png.css [J Show only highlighted items
[ Showall | | Hideall J | Revert changes J

126 https://Www.google-analytic... GEI Janalytics.Js7_=1544394717128 v 200 44182 script Js
138 https://www.google-analytic... GET /analytics.js?_=1544394743056 ' 200 44182 script js
87 https://www.google.com GET /cse/cse.js?cx=00408853463988... \/ 302 643 HTML js
116 https://www.google.com GET /cse/cse.js?7cx=00408853463988... J 302 643 HTML js
146 https://www.google.com POST /gen_204?atyp=i&bb=1&ei=uoUN... v 204 313 HTML
152 https://www.google.com POST /gen_2047atyp=i&bb=1&ei=uoUN... v 204 313 HTML
155 https://www.google.com POST /gen_204?atyp=i&bb=1&ei=uoUN... v 204 313 HTML
< . . .

Request

Raw | Params | Headers | Hex

[POST /rest/user/login HTTP/1.1
Host: sf-owasp-juiceshop.herokuapp.com

Scope Filter

UASI

Open Web Application
Security Project




Manual Tools

Burp Posts
https://blog.sodaksec.com

Burp Repeater
https://portswigger.net/burp/documentation/desktop/tools/repeater/using

Burp Intruder
https://portswigger.net/burp/documentation/desktop/tools/intruder/getting-started

Burp Sequencer
https://portswigger.net/burp/documentation/desktop/tools/sequencer/getting-started

Burp Decoder
https://portswigger.net/burp/documentation/desktop/tools/decoder

Burp Comparer
https://portswigger.net/burp/documentation/desktop/tools/comparer

) 0wASP

Open Web Application
Security Project



https://blog.sodaksec.com
https://portswigger.net/burp/documentation/desktop/tools/repeater/using
https://portswigger.net/burp/documentation/desktop/tools/intruder/getting-started
https://portswigger.net/burp/documentation/desktop/tools/sequencer/getting-started
https://portswigger.net/burp/documentation/desktop/tools/decoder
https://portswigger.net/burp/documentation/desktop/tools/comparer

Burp and ZAP Together

» Burp and ZAP can be used together

* Can supplement Burp Community with ZAP
scanning

« Can chain proxies
* Can scan while using Burp Community
» https://bit.ly/2PxDZGJ

o https://bit.ly/2LcO8b2



https://bit.ly/2PxDZGJ
https://bit.ly/2LcO8b2

Other Learning Opportunities

» Set up your own Juice Shop Instance
* VM or the Cloud
* Check cloud providers AUP
* Heroku is pretty lenient
* SANS Holiday Hack Challenge
o https://bit.ly/2ErtGT]

* Educational, fun and free.



https://bit.ly/2ErtGTj

Questions?

» paul.kern@owasp.org
» https://blog.sodaksec.com

* | have some tutorials on ZAP and Burp
* Be gentle in the comments
* |f you find a mistake, let me know



mailto:paul.kern@owasp.org
https://blog.sodaksec.com

