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Excellence
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Why is AppSec important? j ’*\
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Why is it so hard?
Changing the culture
Critical success factors

Structuring an enterprise program:
» Guidance

* Education

* Tools

Managing vendors

Creating a center of excellence
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Why is Application security important?




Press we like!

2005, 2006 Global Most

Admired Companies (#1

Fortune

Y& FORTUNE

2005 XOMIRED COMPANIES

Industry Champion - Ranked #1

Seven consecutive years:
World’s Most Respected
Company

Financial Times

FINANCIAL TIMES

2004 — Named a member

of the Dow Jones
Sustainability Index
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Press we can’t afford ...
o fPP) el

/

P Local News
wove [(EEIRR) weatHeR | reatures | on ancy | RESOURCES | TRAFFIC | sPoRTS | Jos |

earsize A A A A I S © . ® ..

Your Name Here2computer with sensitive employee information |
stolen s it B Q. UIFAX
o
COMPUTERWORLD - - |NBC Your Name Here?to payv $15 million over data breach
m Sebacribe Fvears White Pagers Aretings Tech / Scence Data mef Soki lnfmum on 163,(IK) ‘m“e to alle(_ﬁd (r.m r.m
Mytagemert Careers Securty Harware Baftwat Oty Mgme Netwodng Gove :

Froe E-Menshme s nee = e 1% . A
et B2t 2 Your Name Here?says data on 600,000 workers lost

frow o-mond rewnbeBeny!

Aedatiboai Information on the current and past employees was on computer backup
At i

HOME MNEWS MARKETS TECHNOLOGY JOBS & ECONOMY . . .
reanssaence 40 Million credit cards exposed

Sciance | Your Name Here? blamed in mishap
Space News

Info on 3.9MYour Name Herezystomers lost

Computer tapes with information about consumer lending lost by UPS in
transit to credit bureau.

News > Fortune 500

Significant reputational, regulatory & financial harm
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AppSec is a large data loss source

Loss or disclosure of Pll (Personally Identifiable
Information) is required to be reported (thus good

Figure 13.Threat categories by percent of breaches (black) and records (red)

> Hacking

Malware

Misuse

Deceit

Physical

Error

0%
Erwironmental B ccofCases [l 9 of Records

0%

Source: Verizon’s 2009 Data Breach Investigations Report — Figure 13
http://lwww.verizonbusiness.com/resources/security/reports/2009 databreach rp.pdf
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Challenges, why is this so hard?




AppSec changes rapidly

OWASP Top10 2004: OWASP Top10 2007:

Al1-YnvatidatecHnput A1 Cross Site Scripting (XSS) owasp.org

A2 Broken Access Contr A2 Injection Flaws (e.g., SQL injection)

A3 Broken Auth. / Session Mg A3 Malicious File Execution (i.e., P
A4 Insecure Direct Object Reference

A4 Cross Site Scriptin
AS-BufferOverflow A5 Cross Site Request Forgery *
(XSRF)

A6 Info Leak / Improper Error Handling
_ A7 Broken Auth. / Session Mgmt

A6 Injection Flaws

A7 Improper Error Handlin

A8 Insecure Storage

AG-AbsleationDemiahot-Ser
A104rseeure-Config—Managemen

A8 Insecure Cryptographic Sto/ age
A9 Insecure Communications

A10 Failure to Restrict URL Access
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I I The in

mage cannot be displayed. Your computer may not have enough memory to open the image, or the image may have been corrupted. Restart your computer, and then open the file again. If the red x still appears, you may have to delete the i

1. Increased skill and talent pool of technically
proficient individuals willing to break the law

2. Growing volume of financially valuable data
online (PIl and corporate intellectual property

3. Development of criminal markets (black
markets) to facilitate conversion to money

attackers now have effective skKills,
something to steal, and a place to sell it

Completely one-sided: we must find all
vulnerabilities while the bad guys only need to find
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Becoming an enabler (not a barrier)

J Design | Dev.| QA | Stag | Production

Past

InfoSec is the barrier

Security Readiness

v

»
»

InfoSec is an enabler

Security Readiness

[
»

Must inject application security earlier through Guidance, Education and Tool;
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Ineffective tollgates lead to ...

Must understand the development and deployment
process and integrate rather than mandate

imagination at work




Applying security at the right time
NIST|

Table 5-1. Relative Cost to Repair Defects When Found at Different Stages of Software
Development (Example Only)
X is a normalized unit of cost and can be expressed terms of person-hours, dollars, etc.

Requirements Gathering Integration and Early Customer
and Analysis/ Coding/Unit ~ Component/RAISE  Feedback/Beta Test  Post-product
Architectural Design Test System Test Programs Release
1X 5X 10X 15X 30X

535S D DDIDDIDIP PP Y Y

ttp://www.nist.qgov/director/proqg-ofc/report02-3.pdf
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Solving the problem for the
enterprise

,g




Some success factors

B < R

Form a mission and strategy @*

Develop policy (but not corporate “mandate”)
Gain executive buy-in (cost / benefit / risk)
Understand the magnitude of problem (metrics)
Asset inventory and vulnerability management
Develop standards (what should | do and when?)
Establish a formal program (strong leadership)
Focus on education and training materials
Develop in-house expertise, services and “COFE”
Continuous improvement, measurement, KP|
Communicate, communicate, communicate ...
Drive a culture change (shared need, WIIFM)
Communicate expectations with vendors
Implement incentives (and penalties)

Digitize after the process is solid (tools)
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AppSec program mission & structure

The Application Security Program will achieve and maintain a strong
application security posture across the company through the
implementation of consistent and unified guidance, education and tools.

‘;\D

Guidance Education
Provide clear direction to Assist the businesses
the company and vendors and vendors with
on the expectations for educating their
secure code development developers in secure
. g practices
Metrlcsm

Tools

|dentify tools to ensure

secure code, assist in the
imagination at work deployment of those tools 15/
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»
\\‘A

AppSec program strategy

’ Monitor & improve

‘ Inventory & tracking Policy \/

' guidance ‘
tools

i Security tools Standards | v

\ guidance '
tools education

v/ | Metrics Training |v
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Guidance

Vulnerability Remediation Guide

Guidance

GE Best Practices for
Secure Coding

GE Secure Deployment and

Architecture Guidelines
Vulnerability Remediation
Guide

Secure Coding
Guidelines

Secure Deployment

\

GE Application
Security Working GE Application Security
Group Program
= _‘4‘ ” of application security defects.

e

] d’)("ﬁ” @mosnosmoruok 2009 Calendar
Quick Reference Card Y Desk Calendars
imogmotimtwork Contractual language
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Guidance

AppSec Calendars helped increase visitors to key Guidance materials©Guidance

June 2009
Guidance S M T WT F S
SSDLC, BPSC, VRG, BPSDB, SDAG 1 2 3 4 5 6

7 8 9 10 11 12 13
14 15 16 17 18 19 20
21 22 23 24 25 26 27
28 29 30

800 f/‘—\\ —
hits for “Best 01

.
Practices for Secure |

GE Best Practices

Guidance

. 7] . . 400 4 for Secure Coding
Coding” spiked in
301 22 23 24 25 26 27 28
March & June s 50 5
100 4 ———
Best Practices for Secure Coding
D -

Nov08 Dec08 Jan09 Feb09 Mar09 Apr09 May09 Jund9

April 2009

# Downloads Per Month On Support Central

Quick Reference Card
4500 http://sc.ge.com/*QRCard
1913 738,767 1,764

12 3 4
3000 2‘549
2500
2000 1,963 914

560 1,525

1500 1,383 332 259, 336 L 42&
1000
50

—  LiLiabl
downloads doubled in April when Quick
”°° ‘@*&*iﬁ*’:*{ﬁff & “f .‘°°q *“’i«‘f&“’i‘@;“’@ Reference Card with “Quick links”

19 20 21 22 23 24 25
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Education

Educ;tion

CBT1: Intro to AppSec at GE (60 min)

== | CBT2: GE Best Practices for Secure Coding (90

Developerfmwjareness Assessment:
* 100’s of internally-developed questions

« Randomized questions, timed completion
* Vendors track their own results

« Allows tailoring of training / awareness
programs

imagination at work

GE Application Security Program Community

Please select your GE Business name : Select an oplion
Please select your Company name : Select an option Time Left

Have you gane through Application Secuity Computer
Based Traings (CBT1 & CBT2)that are awalable i [oocooro o
hitp:/fsc. ge.com/@AppSecCBT in the past b al

months? *

* marked field are mandatory

Q1. Which of the statements listed below correctly describes the hidden field?
A € The hidden fields are always encrypted.
B. € The hidden fields cannot be read by the user.
C. € The hidden fields can be tampered by malicious users.
D. € None of the above.
Q2. What is NOT a recommendation to mitigate Information Disclosure? Select the correct answer fr

A
B.
C.
D

Q3. Which of the following is a Data Protection general rule for secure coding?

A
B.

c.
D.

©2009 General Electric Co. All Rights Reserved

© Dont disclose developer commetns.
€ Store sensitive information in hidden fields or cookies to prevent tampering.
€ Avoid sending sensitive information via parameters in the URI.

€ Minimize the information in cookies.

€ Do not classify data throughout the application.
€ Use asymmetric encryption for local storage.
© Use symmetric encryption for information sent over the network.

© Do not expose sensitive data in clear text or HTML code.

Quiz Title : Developer AppSec Awareness Assessment

Note: Each question has one correct answer.
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Tools X

v COE AppSec assessment services
v' Vendor framework & Metrics

v Compliance Handbook

v Common objects repository

v' GE Enterprise Application Security
v' Scanning & Monitoring tools

Automation is the way to go (but the tools are not quite there y%t)
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GE secure SDL framework

Tools
Goal: prevent, detect or correct security defects earlier
<
. . Securit
Requirement Design Development QA ity Deployment
Testing
+ Security Kick-off Follow « Use « Perform Risk based Perform Internal Final| | + Perform
. Use Q_E_Sﬂs.ur_e G_E_BE_SI_ELaQ.tIQ_e_S. security test (use Security Assessment Infrast.ructure.
Security Architecture & for Secure Coding i (Refer . Security Review
Requirements DEQIQ)LDEDIS_ lines in design | | Use Secure Template) lﬂLI.D.QLaDI.I.I.t)LBaILDg.SS ategories) * Use
Checklist Common Objects + Scan App. using GE AppSec COR
« ldentify regulatory Cover all points in (COR) [test tools] and fix all Fix all High or Critical services for
and compliance Architecture and . Use High or Critical vulnerabilities before Assessments
considerations Jle;ilg.n_Rﬂlﬂu Secure Code vulnerabilities delivering code to GE
- Ensure Klist Review checklist . Use Obtain signoff from
development team Develop during Peer Review GE AppSec COE GDC AppSec Leader
has access to Security Use cases | |, gogn app. code services for early Use
[test toals] Develop using [test tools] and security review GE AppSec COE
s Ensure deve|opers Sﬁ&_uﬂ_twm fix all ngh .Or Critical SerVICGS for
trained or certified cases vulnerabilities Security Review
on _ Perform risk .+ Use
Secure Coding assessment
Skills (recommended tool: services for early
Threaf modeling) Security review
imagination at work 22/
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Vendor AppSec Performance

GDC App Sec Performance Tools
Lowest % till date
30 ;
2 b Need | t
t nacceptabie ; Need Improvement
E % unaccept GDC12,[030 v ' '
:
H] 24
w
< 22
1
g 20
w
£ 18
'§ 16
£
g 1 GDC 01, v
<
° GDC 07, v )
v : Overall GDC Avy
~ '
I B DTG e SR
= Need Impro 3 ; Acceptabie Performance
S i
o ¢ GDC 03,122 O E
5, GDG 09, [0.07] v
> :
z ®
2 GDC 06, [0.85 v
0 {
24 26 28 30 32 34 36 38 40 42 44 46 48 50 52 54 56 58 60 62 64 66
% Assessments With Zero Critical/High Vulnerabilities
M AvgCritical/High Vulnerabilities per Assessment M Avg Low Vulnerabilities per Assessment
A Avg Medium Yulnerabilities per Assessment
White Box + SCABBA Combined
* Size of bubbles represents total number of ussessments N: 1019
* v Trend of average Application Score compared with previous month. This score is calculated .
hused on data classification & exposure, total of critical high vulnerabilities and application sizes. Period: 01/19/07 - 08/31/09
* GDCs without ussessments in lust 3 months are not included
@ imagination at work 23/
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Vendor AppSec Performance

30

28

26

24

22

20

18

16

14

12

Avg of Critical/High Vulnerabilities per Assessment

10 !
............................... O 0 ... OverdllGDCAvg

Tools

GDC App Sec Trend

Lowest % till date

‘ ‘ GDCO03

{GDC 04t

24 26 28 30 32 34

Jan07toMay 09 I Jun 09to Aug 09

* GDCs without uassessments during showed periods are not included

36 38 40 42 44 46 48 50 52 54 56 58 60 62 64 66
% Assessments With Zero Critical/High Vulnerabilities

White Box + SCABBA Combined
N: 1019
Period: 01/19/07 - 08/31/09
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S0 Is any of this making a difference?




Is it making a difference?

Average of Critical/High Vulnerabilities Per Assessment

Tools

30
30 +
White Box + SCABBA Combined
N: 1899
25 Period: 01/19/07 - 07/31/09
20
15
10
6
5 v 4
: -
0
3 3 \ 3\ & & & & & & &
Q Q Q Q
o v oY > Q @ & > o v o
2o 101 106
10S e 97
* 77 79 = 83 e

75|

Vulnerabilities checked in assessments increasing
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Forming a “center of excellence”

S A
&

&)
e m/’!'j,ﬂ/

NG,

=
-
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v
s
i
=
<
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What is a COE?

A “Center of Excellence” combines the best available people,
processes and tools to deliver low cost / high quality services
and guidance under strong leadership with a clear mission.

People

» Expertise (internal and external)
« Multi-disciplinary capability
» Cross-business steering committee

Process Excellence

« Standard engagement model

» Cycle time reductions through Lean

« Managed w/ metrics to drive behavior
» Leverage Internal best practices

« External benchmarking

Tools

« Central deployment / management
» Leverage enterprise agreements
« Start with process, follow with tooIZSS/

GE Application Security Program — Darren Challey
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Softtek Facilities
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Formal training & defined roles

Introduction to White box service{(PDP, General Explanation, KM)

JUNIOR
1.1 OWASP Top Ten
1.2 WASC Threat Definition
1.3 TCPIP Basics Course
1.4 HTTP Article
1.5 HTML Courses
1.5.1 HTML
1.5.2 1HTML
1.6 XML Course
1.6.1 XML
1.6.2 Xpath
1.6.3 XQuery
1.7 Javascript Cou

= Comprehensive training program for

1.8 Testing-XSS-is
1.9 SQL Course
1.1 Testing-SQL-|

== all auditors to ensure skills are kept

1.13 Focused Col
1.14 GE Passwor
1.15 Webgoat: w

== current and that auditors can provide

2.1 Testing WehD:

[ ]
2.2 Training for W
2.3 Sniffer tools: £
2.4 OWASP Guide .

25JAVA PHPan

2.6 Understanding Apache Struts & Java Server Faces

2.7 AJAX: Asynchronous JavaScript and XML

2.8 Firewalls: basics

2.9 Thread Modeling and Risk Analysis

2.1 What hackers don't want you to know: book

2.11 Hacking exposed: web applications: hook by Joel Scambray and Mike Shema

2.12Whole GE security guidelines

2.3 Five web applications and code reviews: reporting findings with QA&

2.14 Five QAs for someone else security reports
F SENIOR AUDITOR

3.1 Web Services / Client Server / Mainframe reviews

3.2 Kintana Process Training: Shared Service Work Request - App COE

3.3 Application Security Center of Excellence: workflow

3.4 PDP

3.5 Encryption: symmetrical, asymmetrical and hash

3.6 Certification of any programming language

3.7 Configuring & web server: IS /Apache f Tomcat / Jboss

3.8 Operating System on user level: Linux and Windows

3.9ISAPIS: basics

3.1 Configuring IPSEC on windows

3.11 Pop, SMTP and FTP protocols

312 WS-Security

3.13 SAML: Security Assertion Markup Language, an XML-based framework

3.14 Customer relationship management
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COE team structure

Stakeholder
Management

Queue
Management

Tools Operations
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Application Assessment Types

Black / Gray Box White Box

Benefits: Benefits:

* Quick, cost-effective and targeted + Comprehensive, seeks all vulnerabilities
* No source code needed » Does not require a “live instance”

* |dentify configuration issues  Detailed developer remediation help

* Many more findings vs. scanner
Better at finding:

Better at finding: | « Sensitive information

* Access Control / Auth. issues « Input validation problems

* Configuration Mgt. Issues « Exception management issues
* Input Validation (faster) « Back doors, logic bombs
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Application assessment process

Verification Assessment (optional

Submit NODrOVe? Report
GE Business Request Pprove: Delivered
Client (Requestor)
S

= N . .
Security Leader Pprove:

Application Security Prepare Perform o
Program (COE) Statement of Assessme > I;ip?;:
Work (SOW) nt P

imagination at work 33/
GE Application Security Program — Darren Challey

©2009 General Electric Co. All Rights Reserved



Vulnerabillity criticality ratings

©® Impact © Vulnerability Criticality Rating

High - important assets or functions
compromised, total data corruption or all services
completely lost

Medium - data corruption possible or primary
services interrupted

Low - non-critical assets or minimal secondary
services affected, minor data corruption

® Likelihood E

Low - vulnerability is very difficult to discover, very
difficult to exploit or not directly exposed and attacker _

H . . . . = H. h
would gain very limited application access Low Medium g

Likelihood

Info. Low Medium

Medium - vulnerability is relatively difficult to discover, relatively
difficult to exploit and attacker would gain limited application access

High - vulnerability is publicly known , easy to discover, easy to
exploit, and attacker would gain full application access
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COE customer satisfaction survey

ASP COE CUSTOMER SATISFACTION SURVEY Overall Satisfaction with the service
COE Customer
( Start ) 4% 4% 1% Excellent
|l ~ ™ Very good
S naaanant Email Notification = Average
*with link to surve
Is Closed ¥ = Acceptable
Unacceptable
Results are
gathered & [« Customer
concentrated answers survey
polication Security Pregram ,
Pl o i wf‘»a« <53 \ Fase of Engagement
results and o i e % 4% 26 Excellent
actions if needed e e S ; %
T = Very good
—T " Averae
_ ase esponse - otable
Business s s U -
49% hacceptable
Enterprise Solutions 1 1 9.1% ° 890/0
GE Commercial Finance 149 20 13.4%
GE Corporate 166 16 9.6% Responsiveness
05/1 9/2008 tO GE Healthcare 60 17 28.3% & 1% 2% Excellent
05/31/2009 GE Industrial 59 21 35.6% - S2% = Very good
GE Infrastructure 404 60 14.9% = Average
GE Money 110 19 17.3% = Acceptable
NBCU 38 1 2.6% Unacceptable
3%%
SABIC-IP 14 0 0.0% 1)
) o1%
/ . . . Unknown 0 8 N/A
@ imagination at work 35/
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Questions?




Appendix




Tools

When: Who:
October 2008 November 2008

Communicate ... Communicate

.
s 0 e
er0saunc
1 — i cound
Securty coodinators
i ) . 2 GE Executive Leadership o
/.m
[ B o€ soplcton sect Wotking roup "
g}( 0c Application securty Warking Gioup g
. 01517 Security Team M
1 secuty Depuier:
December 2008 oo 0k
e e scutty conc
- COE Service Requestors

15 Employees
GEand GOC Developers

tore A5 communication Tean
sppsec Metrics Team

4pp sec COE Team

HP COE QA Leaders

E I
COce
)

Communication plan

GE Application Security

Program

o Gppsostion securty detacts

Mission & Strategy

2009 Awareness
calendar

GE Application Security Program %] ‘j

imagination at work
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Communicate

Tools

Application Security
Resource Kit

Introducing the Application Security Resource Kit,
@ comprehensive set of resources including secure
educational
that will help application teams address the oot
ause of insecure application security practices.

\
B3 cvidelines g oo nggnnsin,
s

jon ¢ appication
Mo I Inrcdoction to Appcot  Securty ot & 15 min

Supportcantal ge.com/*AppScT

okcation secuiy con
of genarol

S

Hoste oo e o
5 R et o don e e i

devslopment or st environment
hitp/supportcentol ge com/ DavCheckTraining

Please take your copy of the
Quick Reference Car ->

imagination at work

Posters

Toe ER New b fams lns o teb
Chtienly | Carenyton] | rowerd | B |4 ¥ B3 X |29 A @
Froms ©COR e
T i

a
Subject: G Appec Program Updata: 20,2009 Updats

Application Security Program

Communications

CLICIHERE FOR OTHER APPSEC FROGRAN COMMUMICATIONS. auasTe2,2009
FOR ANY QUESTIONS, PLEASE CONTACT SEA0 MAI0RND AND DARSEN CHALLEY

New Application Security Policy coming soon!  GE AppSec Trend

e urches soon

There e

causs lrgo businessinpac o securtyinchert, conidor ogulod
e, governerd st ita scop of exposurs (rests) Al GE Vendors Appsec Trend per Honth

Guidance - New version releases

e version e Freverionof DS secur b precces, e server
Securty gukeines, and Crypogrssy secur b pracces. We have siso
Updsta secten st e o o secters i secian .93
iertctonsecurebest practes and secton s as Session
Managomectsecurokest practics.Cick e o the complee uid.

Vulnersbiity Romodision Guido ver 1 relessort Nev: rsssssssssssssess

Newsletters
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Darren Challey Biography

Currently GE Application Security Leader:

Lead a cross-business “AppSec Working Group”
Establish policies, procedures and best practices
Provide company-wide guidance, services and tools
Maintain company-wide AppSec metrics program
Partner with GE vendors to “fix root cause”

Prior Roles and Businesses:
IT Controller and IT SOx Leader (GE Corporate)
Six Sigma Black Belt (GE Commercial Finance)

Web Master & Program Manager (GE Commercial Finance)
Electrical, Mechanical & Nuclear Engineer (GE Energy and GE KAPL)

Degrees and Certifications:
 Certified Information Systems Security Professional (CISSP)
 Certified Information Systems Auditor (CISA)
« Edison Engineering Development Program Graduate
Master of Engineering, Computer Systems - Rensselaer Polytechnic

» Bachelor of Science, Mechanical Engineering — Union College
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Secure SDLC and GE-EAS [I@

Guidance
\, N P : R Prod

Monitoring

Readiness

| g ," Application Security Policy, Requirements, Regulatory and Compliance J
| Developer On-boarding Portal

LI | |

P-4

] Developer Skills Assessment
Guidance . —

CBT 1: Introduction to App Sec

CBT 2: In-depth App Sec Training Secure Coding Best J [ Secure Deployment Guide J
F - — Practjras - !

CBT 3: Threats & Vulnerability remediation guide J !
Education — Countermeasures——— i

(.
)

[r Tools Training J
[ Threalt Modeling Tool | ] E E E E
[ Common IDE with Tools ] Secure COR i i
Q % i i [ Security Analyst Tools J i
%< i i [ Static Code Analysis J i i
Tools i i | | Dynamic Code Anlalysis | J
i i i i [ Vulneralbility Testing Toolls & Monitoring ]
i [ Vulnerability Tracking ]

] o ' [3“’ Party Assessment; Security ReviewsJ
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SW Quality Assurance / Security
Convergence

Positive Testing Negative Testing

FORTIFY

SPI BYNAMICS

o
Application’s 3

=3 Desired -§ @ watcHfire
Functionality 2 S

o

Functional Bug Security Bugs

Technical Bugs
Performance Bugs

(Doesn’t do what it should) (Does more that it should)
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