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security visible so that people and
organizations can make informed
decisions about application security
risks.
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OWASP German Chapter

« Founded 2006 (first wiki page)

« 169 members on mailing list

* First OWASP German AppSec Conference in 2008
« 125 participants

 Main focus:
« also appealing for beginners
* business oriented

 Project: OWASP WAF Best Practices Guide

« German Stammtisch Initiative
« Regulary meeting at public places, talks optional
« Established 2009 in Munich, Frankfurt upcoming

* Join the chapter! Become a member!
« Support OWASP with work you like.
 Launch your local ,Stammtisch"
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2009 OWASP Supporters

Organization Supporters of OWASP's mission
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Participants

OWASP Worldwide Community
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OWASP Conferences (2008-2009)
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OWASP AppSec Wiki
http://www.owasp.org
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OWASP KnowledgeBase
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6,381 total articles
427 presentations
«200 updates per day
271 mailing lists
«180 blogs monitored
19 deface attempts

OWASP
Application
Security Desk
Reference
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OWASP AppSec News and Intelligence

B Moderated AppSec News Feed

» http://www.google.com/reader/publ
ic/atom/user/167127243976887931
61/state/com.google/broadcast

B OWASP Podcast

» http://itunes.apple.com/WebObject
s/MZStore.woa/wa/viewPodcast?id=
300769012

m OWASP TV
» http://www.owasp.tv
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OWASP Top Ten Critical Vulnerabilities

www.owasp.org/index.php?title=Top 10 2007

A4: Insecure
Direct Object
Reference

Al: Cross Site A2: Injection A3: Malicious
Scripting (XSS) Flaws File Execution

A6: Information A7: Broken
Leakage and Authentication
Improper Error and Session
Handling Management

A8: Insecure
Cryptographic
Storage

A5: Cross Site
Request Forgery
(CSRF)

A10: Failure to
Restrict URL
Access

A9: Insecure

Communications {

@( )WASP

OWASP Top 10 -
2007 English Edition

OWASP

The Open Web Application Security Project
hep://www.owasp.org

Securi ™
z Sgrl:crig{ds Council
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OWASP AppSec Guides

m Free and open source
m Cheap printed copies

m Covers all critical .
security controls |ReasSCE /| |\ ECEUES

1 OWASP Testing Guidg 1 OWASP Developers Guide v2.0
m Hundreds of expert \ /e
authors |

m All aspects of
application security |

OWASP AppSec Germany 2009 Conference
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OWASP Application Security Verification Std

m Standard for verifying
the security of web
applications

m Four levels
» Automated
» Manual
» Architecture
» Internal

OWASP AppSec Germany 2009 Conference e
All about OWASP — Boris Hemkemeier OWASP 12




OWASP Software Assurance Maturity Model

SAMM Ovenviow
-
Drovelopoaemt
.' .-'1. Verification . | Daplovmesnt

Secunty Froctioes
Strategy & Education & Security Dresign Security Ewironment
Metrics Guidance Requirements Ratsvierw Testing Hardening
Policy & Threat Secure Ciode Vulrerability Operational
Comgpliance Agsessment Architecture Alesvies Maragement Enablement

E A

Software Assuram;e
OWASP AppSec Germany 2009 Conference |
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OWASP WebGoat

3 Bypass a Path Based Access Control Scheme - Microsoft Internet Explorer C‘D

Fle Edit View Favorites Tools Hep

ss €] http://locahost/WebGoat/attack ?Screen=5&menu=210

OWASP WebGoat V5.1

Restart this Lesson

The 'guest’ user has access to all the files in the lesson_plans directory. Try to break the access
control mechanism and access a resource that is not in the ksted directory. After selecting a file to
view, WebGoat will report if access to the file was granted. An interesting file to try and obtain
might be 3 file like tomcat/conf/tomcat-users.xml

Matrix Current Directory is: C:\WebGoat-5.1\tomcat\webapps\WebGoat\lesson_plans

Choose the file to view:

AccessControlMatrix.html A
BackDoors.html
BasicAuthentication html
BlindSqlinjection.html
BufferOverflow.html
ChallengeScreen.html
ClientSideFiltering.html
ClientSideValidation.html View File
CommandInjection.html
ConcurrencyCart.html
CrossSiteScripting.html
CSRF.html
DangerousEval.html
DBCrossSiteScripting.html
DBSAQLInjection.html v

Viewing file: C:\WebGoat-5.1\tomcat\webappsi\WebGoat\lesson plans be

(o) S €l % Local intranet
WASP AppS€et Germany ZoU9 conrerernce
All about OWASP — Boris Hemkemeier OWASP
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OWASP WebScarab
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OWASP CSRFTester

OWASP CSRFTester
File Options
OWA‘SF C.SR]:Tester ‘ Clear All | | Stop Recording |
Step | method | LRL | Parameters | Fauze |_

Reqguest14a GET hitp:fnsniy gooagle-anal.. K] sl

Feguest 19 GET hitp i, Qwasp.arg:... 18

Regueast 25 GET hittp Mty 0w SR Or: 125

Fequest 28 GET LR A== ] 312

Fequest 249 GET hitp Mty DWwasp.0rM: . H

Reqguest 32 GET hitp Mt DWwasR.0rD: . B2 ||

Feguest 33 GET hitp i, Qwasp.arg:... 109

Reguest 34 GET hittp Mty 0w SR Or: 1049 L

Feguest 36 GET hitp: sty goagle-anal.. Ta

Fequest 37 GET hitp: sy gooale.com... 94

Feguest 39 GET hittpfweeniy google.cam... 109 hd

Request 36 REE |
GET ﬂ |http:J‘I\-'u'ww.gungle-analvtics.cnm:BDI_utm.gif |

Ciuery Parameters Form Farameters

Littrinei=1 -

utrmn=5249564 85 =

utmes=UTF-8 |

utmsr=1280:1024 -

Include Regex: |.* | Reset

Exclude Regex: |."L.(giﬂjpglpnglcsslicnljslaxdl?.*licn)sﬁ | Reset

Report Type: @ Forms ' iFrame O IMG ) XHR ' Link Display in Browser Generate HTML ‘

Mowing bo row 21

All about OWASP - Boris Hemkemeier
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OWASP CSRFGuard

B Adds token to:
» href attribute
» src attribute
» hidden field in all forms

User
(Browser)
m Actions:
» Log
» Invalidate
» Redirect

http://www.owasp.org/index.php/CSRFGuard

OWASP AppSec Germany 2009 Conference e
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OWASP Live CD

All Applications

= OWASP Live CD

f‘ Games

«w. Graphics
@/ Internet
) & Multimedia
.\ ¢ Office
Q System
' Utilities
W Control Center

A Personal Files (Home)

Actions

Burp Suite (Local Proxy)

. CAL9000 (Web App Testing Tools)

*  DirBuster (Directory Brute Forcer)

Documentation (OWASP Live CD Docs)

‘ Firefox 3 (Web Browser)

» . Grendel Scan (Web App Sec Scanner)
OJBroFuzz (Network Protocol Fuzzer)

» ~ * paros (Local Proxy)

> 6 SQLiX (SQL Injection Scanner)

» @ Start msfweb (Metasploit Web Interface)

» @ Stop msfweb (Metasploit Web Interface)

—. Subversion client (Manage your source code)

6 WSFuzzer (Web Services Testing Tool)
F WebGoat (Start WebGoat on port 80)
' WebGoat (Start WebGoat on port 8080)

- Find Files/Folders

Q Run Command...
Switch User
Lock Session

@ Log Out...

) WebGoat (Stop WebGoat)

‘ WebScarab (Local Proxy)

. Wireshark (Packet Sniffer)

@ msfcli (Metasploit Command Line Interface)

O ® )

(0] ppSec Germany

- @ msfconsole (Metasploit Interactive Console)
* nmap (Network Mapper)

) oot ook Mlngi=to Mokar ot Brapa oo s SY

onrerence
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OWASP Enterprise Security API

Before

Your Web Application

OWASP AppSec Germany 2009 Conference
All about OWASP - Boris Hemkemeier

After

Your Web Application

Controller

Business
Functions
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Want More OWASP?

OWASP .NET Project

OWASP ASDR Project

OWASP AntiSamy Project

OWASP AppSec FAQ Project

OWASP Application Security Assessment Standards Project
OWASP Application Security Metrics Project
OWASP Application Security Requirements Project
OWASP CALS000 Project

OWASP CLASP Project

OWASP CSRFGuard Project

OWASP CSRFTester Project

OWASP Career Development Project
OWASP Certification Criteria Project
OWASP Certification Project

OWASP Code Review Project

OWASP Communications Project

OWASP DirBuster Project

OWASP Education Project

OWASP Encoding Project

OWASP Enterprise Security API

OWASP Flash Security Project

OWASP Guide Project

OWASP Honeycomb Project

OWASP Insecure Web App Project

UWA%pﬂgg C@é?-n?ﬁ?']eCEOOQ Conference

All about OWASP - Boris Hemkemeier

OWASP JBroFuzz

OWASP Java Project

OWASP LAPSE Project

OWASP Legal Project

OWASP Live CD Project

OWASP Logging Project

OWASP Orizon Project

OWASP PHP Project

OWASP Pantera Web Assessment Studio Project
OWASP SASAP Project

OWASP SQLiX Project

OWASP SWAAT Project

OWASP Sprajax Project

OWASP Testing Project

OWASP Tools Project

OWASP Top Ten Project

OWASP Validation Project

OWASP WASS Project

OWASP WSFuzzer Project

OWASP Web Services Security Project
OWASP WebGoat Project

OWASP WebScarab Project

OWASP XML Security Gateway Evaluation Criteria Project
OWASP on the Move Project

OWASP e




OWASP Research Grants

m We support the
research that keeps
your organization

% safel

OWASP
Summer OWASP
Ob‘CO8de Season of Code

200

OWASP 9
Spring

opCode
2007

OWASP AppSec Germany 2009 Conference e
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OWASP S0C2008 selection

m  OWASP Code review guide, V1.1

m The Ruby on Rails Security Guide v2
m  OWASP UI Component Verification Project (a.k.a. OWASP
OWASP JSP Testing Tool) Summer
m Internationalization Guidelines and OWASP-Spanish O tr(j Od e
Project 2008
m  OWASP Application Security Desk Reference
(ASDR) m  OWASP Application Security Tool Benchmarking
m  OWASP .NET Project Leader Environment and Site Generator refresh
m  OWASP Education Project B Teachable Static Analysis Workbench
m The OWASP Testing Guide v3 m  OWASP Positive Security Project
m  OWASP Application Security Verification Standard m  GTK+ GUI for w3af project
m  Online code signing and integrity verification m  OWASP Interceptor Project - 2008 Update
service for open source community (OpenSign m Skavenger
Server) m  SQL Injector Benchmarking Project (SQLIBENCH)
W Securing WebGoat using ModSecurity m  OWASP AppSensor - Detect and Respond to Attacks
m  OWASP Book Cover & Sleeve Design from Within the Application
B OWASP Individual & Corporate Member Packs, m  Owasp Orizon Project
Conference Attendee Packs Brief m  OWASP Corporate Application Security Rating Guide
B OWASP Access Control Rules Tester m  OWASP AntiSamy .NET
m  OpenPGP Extensions for HTTP - Enigform and m  Python Static Analysis
mod_openpgp m  OWASP Classic ASP Security Project
= OWASP-WeBekci Project m  OWASP Live CD 2008 Project

B OWASP Backend Security Project

OWASP AppSec Germany 2009 Conference e
All about OWASP — Boris Hemkemeier OWASP 22
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How Can You Help?
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m Join our community

B Share and learn

B Attend conferences

H Push us to do better

B Become a member!
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Questions and Answers
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OWASP Projects Lifecycle

B Define Criteria for Quality Levels
» Alpha, Beta, Release

B Encourage Increased Quality

» Through Season of Code Funding and Support
» Produce Professional OWASP books

m Provide Support
» Full time executive director (Kate Hartmann)
» Full time project manager (Paulo Coimbra)
» Half time technical editor (Kirsten Sitnick)
» Half time financial support (Alison Shrader)

» Looking to add programmers (Interns and professionals)

OWASP AppSec Germany 2009 Conference e
All about OWASP — Boris Hemkemeier OWASP




SDLC & OWASP Guidelines

Before SDLC Define&Design

Policy and
Standards

Develop
metrics

Awareness

Guidelines

OWASP AppSec Germany 2009 Conference
All about OWASP — Boris Hemkemeier

Development Deploy&Maintenance
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OWASP Projects Are Alive!
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http://books.google.com/books?vid=ISBN0072227834&id=MDVTbFceXvwC&pg=RA7-PA134&lpg=RA7-PA134&ots=xrEpp_SM9R&dq=owasp&num=100&sig=Rp9XAMFxtQ2bDMq0RTXjddpkcKQ
http://books.google.com/books?vid=ISBN059600611X&id=QvTzBiwehOoC&pg=PA96&lpg=PA96&ots=uscGD05ZSd&dq=owasp&num=100&sig=UzWqVHxlHNw984PTMgfGngzuvug
http://books.google.com/books?vid=ISBN193226647X&id=i8j865qq7dYC&pg=PA260&lpg=PA260&ots=Mb5TcIyFKC&dq=owasp&num=100&sig=a4fd0jjbmWu48n_HMKzkfWzKjJE
http://books.google.com/books?vid=ISBN0072227842&id=6T4jrz6PbjAC&pg=PP1&lpg=PP1&ots=dBoN7I40n0&dq=owasp&num=100&sig=LpexheevY0rqKxeFd8e5-LOkXe8
http://books.google.com/books?vid=ISBN1931836361&id=fKsc9NwsNpMC&pg=PA478&lpg=PA478&dq=owasp&num=100&sig=p23ci0e9s72yyc9q7F5cKipwuyY
http://books.google.com/books?vid=ISBN0596007949&id=iV8DRekYvg0C&pg=PA183&lpg=PA183&dq=owasp&num=100&sig=ViVx6MhMJRaokqE2QrCoJJKwcCM
http://books.google.com/books?vid=ISBN0849329981&id=tbo_JZ5IRKQC&pg=RA2-PA275&lpg=RA2-PA275&dq=owasp&num=100&sig=cV6tieHfrr9Eo_wuEfeyuC-Gwow
http://books.google.com/books?vid=ISBN0596002424&id=-Qj5aMPujwMC&pg=RA2-PA194&lpg=RA2-PA194&dq=owasp&num=100&sig=6Dcl8qgL2dWy7SRviwtv8VqQQXc
http://books.google.com/books?vid=ISBN0596007248&id=5yiULnTkN6oC&pg=RA1-PA377&lpg=RA1-PA377&dq=owasp&num=100&sig=fASJI79UXTDdYiYjEI9YPMwEoR0
http://books.google.com/books?vid=ISBN0072226307&id=npYOWjVR0q4C&pg=RA4-PA301&lpg=RA4-PA301&dq=owasp&num=100&sig=O6rHxhdcuFiGDPMMMkPN1GbWXsE
http://books.google.com/books?vid=ISBN0130355488&id=O3VB-zspJo4C&pg=PA716&lpg=PA716&dq=owasp&num=100&sig=_joUK2T4cwJO9075QLXOBvqw8XU
http://books.google.com/books?vid=ISBN1932266658&id=79FMJAl_-qoC&pg=PP1&lpg=PP1&dq=owasp&num=100&sig=W6bbEaUrpKFQ3CAWpvu5P_G0_eQ
http://books.google.com/books?vid=ISBN1565924029&id=nuhf5r_TL14C&pg=PP1&lpg=PP1&ots=GyKee8-_23&dq=cryptography&num=100&sig=JK8NV6zwR-Wsw47Hv0h2q_jPYY8
http://books.google.com/books?vid=ISBN0201440997&id=NHWRH3xXQpgC&pg=PP1&lpg=PP1&ots=uBTf_a0YcT&dq=computer+security&num=100&sig=HC69to8ZQFU6RnPepyU9likCLyg
http://www.amazon.com/Applied-Cryptography-Protocols-Algorithms-Source/dp/0471128457/sr=8-3/qid=1169351746/ref=pd_bbs_sr_3/103-6175548-3897446?ie=UTF8&s=books

Finances and Grants
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Upcoming Conferences:
May 2008 - OWASF AppSec Europe 2008 - Ghent, Belgium

May 19th - 22nd - Conference & Training, Ghent University, Belgium
September 2008 - OWASP Israel 2008 - Herzliya, Israel

September 14th - The Interdisciphnary Center Herzliya, Israel

September 2008 - OWASP AppSec U.S. 2008 - New York City
September 22nd - 25th - Conference & Training, Pace University, NYC

Past Conferences:

Feb 2008 - OWASP Australia AppSec 2008 Conference
February 27th-29th . Training & Conference, Gold Coast Cornventiog

Oct 2005 - OWASP AppSec U.S. 2005 - Washington D.C.
Held at NIST in Gaithersburg, MD (view agenda and presentations)

Apr 2006 - OWASP AppSec Europe 2005 - London

Held at Royal Holloway University in London (view agenda and presentations)

Nov 2004 - OWASP AppSec U.S. 2004 - New York City
OW‘ Held at Stevens Institule in New Jersey (view agenda and presentations)

OWASP Grants

OWASP Autumn of
Code 2006

$20,000 budget

OWASP Spring of Code
2007

$117,500 budget

OWASP Summer of
Code 2008

$126,000 budget

WASP_ Foundation
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