Cross—Site Scripting

Getting Developers to Take XSS Seriously

Use Social Engineering to Enhance Your Vulnerability Reporting
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Cross-Site Scripting

Cross Site Scripting (XSS) is an attack against the user of a website. It ~ eaccount hijacking

is a technique that forces a website to display malicious code, which erewrite portions of the page
then executes in the user’s web browser. The attacker uses a
vulnerable website to send malicious code to another end user of the
site. The vulnerability arises when the website takes data in some
way from a user and dynamically includes it in a web page without *Steal client machine data
first validating that data. eattack the user’s network

*log keystrokes

ssteal browser information
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Persistent Cross-Site Scripting
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Reflected Cross-Site Scripting
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Websites with Cross-Site Scripting

WhiteHat Website Security Statistic Report, Winter 2011

B Information Leakage
B Cross-Site Scripting

B Content Spoofing
Cross-Site Request Forgery

Brute Force

Insufficient Authorization
Predictable Resource Location
SQL Injection

Session Fixation

Abuse of Functionality
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Attacks Using Cross-Site Scripting

Web Hacking Incident Database

Top Attack Methods (All Entries)

B Unknown

B SQL Injection

I Denial of Service

Ml Cross Site Scripting (XSS)

M Brute Force

M Predictable Resource Location
Bl Unintentional information Disclo...
[ Banking Trojan

M Stolen Credentials

Il Credential/Session Prediction
Ml Cross Site Request Forgery (C...
M Process Automation

B Misconfiguration

B Known Vulnerability

B DNS Hijacking

Il Content Spoofing

Il Abuse of Functionality

B Administration Error

B OS Commanding

[l Insufficient Authentication




Real World Examples

Hacker Redirects Barack Obama’s site to hillaryclinton.com

During the 2008 democratic primaries, XSS in Obama’s website was exploited to redirect
visitors to Hillary Clinton’s website. Users who went to Obama’s community blog were instead
taken to www.hillaryclinton.com.

Apache.org hit by targeted XSS attack, passwords compromised

A targeted attack against JIRA admins used XSS to steal administrative cookies. Using those
privileges, they installed backdoors and scripts to collect passwords at login. Thanks to people’s
tendency to use the same password on several websites and applications, the attacker was able
to use those credentials get root access to other servers.

New XSS Facebook Worm Allows Automatic Wall Posts

An XSS in the Facebook’s mobile API allowed a maliciously prepared iframe element containing
JavaScript to post to user’s walls.



http://news.netcraft.com/archives/2008/04/21/hacker_redirects_barack_obamas_site_to_hillaryclintoncom.html
http://www.zdnet.com/blog/security/apacheorg-hit-by-targeted-xss-attack-passwords-compromised/6123
http://news.softpedia.com/news/Facebook-Hit-by-XSS-Worm-192045.shtml
http://news.softpedia.com/news/Facebook-Hit-by-XSS-Worm-192045.shtml
http://news.softpedia.com/news/Facebook-Hit-by-XSS-Worm-192045.shtml
http://news.softpedia.com/news/Facebook-Hit-by-XSS-Worm-192045.shtml

History of Cross-Site Scripting

1995| 1996] 1999 2000| 2005{ 2006| 2007| 2010
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JavaScript Malware

Cross Site Scripting (XSS) is an attack against the user of a website. It ~ eaccount hijacking
is a technique that forces a website to display malicious code, which erewrite portions of the page
then executes in the user’s web browser. The attacker uses a

_ T log keystrokes
vulnerable website to send malicious code to another end user of the _ _
site. The vulnerability arises when the website takes data in some rsteallorows SiiEtESEE
way from a user and dynamically includes it in a web page without *Steal client machine data
first validating that data. eattack the user’s network
*ANYTHING A USER CAN DO
OR ACCESS FROM THE

BROWSER!
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Manual Testing

<SCRIPT>alert(‘*XSS)</SCRIPT>
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XSS Cheat-Sheet: http://ha.ckers.org/xss.html
OWASP Broken Web Applications (Vulnerable Applications to Hack): https://www.owasp.org/index.php/OWASP_ Broken Web_Applications_Project
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Web Application Vulnerability Scanners

Is —— — ——— ] ~ 3
I Untitled Session - OWASP ZAP

File Edit View Analyse Repoit Tools Help

UEdisd OR V =«b b0

I Sites & | _I Request= I Responses= T Break J¢ ]
™ > @ ™ WAppSensda| — ——] |
B woarancodl |Header Text %) |Boay. Ten |¥| () ]

L_W U GET:bodgei |GET A
l_j U ¥ GET.Wac jhctp://lgz.168.1.109/bcdqei:/sea:ch.jsp?q-\3C/!ontlSE&BCsczip:!SEale:t (1) :%3C/=c

> @ ¥ # WackoPic inpusz\ac:onnsz HITP/1.1
[ m wPOSTWa | | |Host: 192.168.1.109

> ﬁ U % awstats {User-Agent: Mozilla/S5.0 (Windows NT 6.1; WOW64; rv:12.0) Gecko/20100101 Firefox/
v = ™ bodgeit |12.0
[ mGET:prod /| jAccept: text/html, application/xhtml+xml, application/xml:q=0.9,*/*:q=0.8
[ @ GET:prod | |]Accept-Language: en-US,en;q=0.5 v
[ ®GET:abod |~ - —— = = _
[ mGET:contg ‘
[*) ™ GET:basK - =
B R WGETN. Spider %% T Brute Force T Poit Scan & T Fuzzer i T Params [ I Output
~ " -
: 2 - : s >
E f  GETad History 75 T Search % I Break Points 3§ I Alerts fll I Active Scan )
[ m mrosTY | | v 5 Alert |4 | (Cross Site Scripting [a
D o #POSTY v e U Cross Site Scripting \ iRISK ¥ High
[_‘ v BPOST. |Reliability: Warning
[ ™ ®GET:ad » (@ ™ Cross Site Request Forgery (128) |Parameter:. q
> (& images » (B 7 Cookie set without HitpOnly flag (165) \ \Attack  <fTont><script-alert(1).</script><f
(5 / GET:sear ol > (& 7 Password Autocomplete in browser (25) el | e Description: v
o = i A~ 3 8
DS s || EAS = || [ ——TR— >

CurrentScans D 0 #%0 J°0 . 0 40|

Aeits 1 51 3 2




Web Application Vulnerability Scanners
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Preventing Cross-Site Scripting

https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet

Input Validation Output Encoding / Escaping
Accept known good (whitelist) Characters will still render in a browser
Reject known bad (blacklist) correctly; escaping simply lets the interpreter

Sanitize (change input to acceptable format) know the data is NOBMERRIGEEEEREE
& = &amp;
< 2 &lt;

> 2> &gt;

" =2 &quot;
' 2> &#x27;
/ 2> &#x2F;



Preventing Cross-Site Scripting

Use Libraries

ESAPI - https://www.owasp.org/index.php/ESAPI
MS Anti-XSS Library - http://wpl.codeplex.com




Cross-Site Scripting Reporting
Seriously?
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Browser Exploitation Framework (BeEF)

http://beefproject.com/
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Cross-Site Scripting Exploitation
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Socially Engineering your Report

Exploit the Vulnerability! Report the Impact!

Company

Wrong Company

User Name
user

Password
ooooooo.|

LOGIN

l:l Rermember me on this
cormputer



Socially Engineering your Report

Exploit the Vulnerability! Report the Impact!

!

The company Wrong Company was not found. Please check the company name.




Socially Engineering your Report

Exploit the Vulnerability! Report the Impact!
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Copy Machine Experiment

The Power of “Because”

“May I use the Xerox machine?”

Giving no reason - 60% “

“May I use the Xerox machine, because I have to make copies?”

Giving no real reason - 93%

“May I use the Xerox machine, because I'm in a rush?”

Giving a reason - 94%

oooooooooooo



Commander’s Intent

Give Them a Reason!




Bystander Apathy

Assign a JIRA Ticket!
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Contrast Frame

NLP

The Ponemon Institute puts the cost per
record of a breach at $214, with an
average cost of 7.2 million dollars. By
contrast, a week of development time
seems cheap.
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Herd Effect

You're all sheep.

Best Practices

Amazon and Facebook employ CAPTCHA

93% of Websites in our Industry use Input
Validation

Smoke CAMELS
than any other

Doctors in every
branch of medicine
were asked, “What
cigarene do you smoke?™ (.,
The btand named most
was Camel!
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Pygmalion Effect

Clearly Communicate Expectations

Our actions

(towards others)

&
Pygmalion s ki
Our beliefs thers beliefs
(about ourselves) EffeCt (about us)

(self-fulfilling prophecy)
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Others actions
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Metrics

If you want to improve something, measure it.

Measure to see if what you're doing is working. If not, try something else.
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