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Your Security is Our Business

Attacking is easy,
defending is hard

ir.Walter Belgers, CISSP, CISA

- Madison
urkha

Your Security is Our Business

® Madison Gurkha supports organisations with high
quality services to efficiently identify, decrease and
prevent IT security risks

® With a focus on technical security aspects

www.madison-gurkha.com - info@madison-gurkha.com

SRR GO

Walter Belgers

® Principal Security Consultant and
Partner at Madison Gurkha B.V.

® Has been working in the IT security
field for over 16 years

www.madison-gurkha.com - info@madison-gurkha.com
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3 It’s not in the sea! Explorer finds
& secret city swept UP into the Alps
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Physical layer

vw.madison-gurkha.com - info@madison-gurkha.com

Solutions

® Have a policy for physical security

® Don'’t buy locks from the local hardware store

Physical layer

Software

Firmware
Operating system

COTS Add-on packages (backup software,
database, web server)

Homebrew applications (web application)




Firmware

® Override boot sequence
using hardware

e Evil Maid attack

® (P)DoS attacks a/k/a
“phlashing”

www.madison-gurkha.com - info@madison-gurkha.com

Solutions

® Trust your vendor :-)

® Do not leave your laptop unattended, even if you
use (full) disk encryption

www.madison-gurkha.com - info@madison-gurkha.com

Speed to Market

www.madison-gurkha.com - info@madison-gurkha.com

Firmware

Organized crirme tampers with Eurcpean card swipe devices « The Register

‘> + A hip ) Jwww thecegnater.co.uk/ 200810010 S C Q-

Organized crime tampers with European card swipe devices
Customer data beamed overseas

By Austin Modine + Get more from this author

Posted is Came, 10th October 2008 21.21 GMT

Hundreds of card swipers used by retal stores across Ewope are believed 10 have been
WMperad by Crganized crime syndicates n Ching and Pakistan, according to US National
Counterinteligence Executive Joel Brenner.

Brenner 10k The Dady Telegraph that criminals hine dociored chip and PIN machines
ether during manufacturing in China or shortly after leaving the production Iine In order 1o
$ONG SHODDET CrOdR CANT ACCount Catalls Overseas. The devices were hen sxperty
resealed and exporied fo Bekain, Ireland, the Netherlands, Denmark, and Belgum.
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Software

‘www.madison-gurkha.com - info@madison-gurkha.com
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Monoculture

Software Patching

JFor OS and some packages: automated

- For many add-on packages: not automated

US-CERT Valnerabiity Nota VU#279774
© 110 fwww A5 ot ong s 19774 = ¢ | (ar Cooge

YumobieYulnerability Note VU#279774
Computer Associates BrightStor ARCserve Backup Agents vulnerable to buffer
overflow

Overview

Several Compuser Associases BrightSwor ARCserve Backup Agesss contaia a buffes overfiow, which may allow & remoes amacker
Regania execute ardimary o .

dison-gurkha.com - info@madison-gurkha.com

Patching Patching

- Lot of work: test, accept, production cycle

- Dependency on specific version

- For homebrew software: ? - High costs
when updates

cause
® Security audits downtime




Microsoft: Pirated Windows 7 Will Still Get Updates

4l x| B e « E3cC(Q
Microsoft: Pirated Windows 7 Will Still Get Updates .
Maros Y TaTs Hastwa US I

Fven Windows pirates get (he security suppent from Microseft

MCOLN edriiar Tus week clavfied 1hat il versans of Windoes,
SO legitinate and egiimate, recene securty vpiates - and that
PORCy wil CarTy Over 10 Windows 7

"Thare seems 10 50 & myth that Mcresoft Sets securfty Updates %
Fonuine Windows usars,” wrobs Microselt’s Pasl Cookn, whe warks
n Windows Clilart Sroarprise Securty. “Lat ma be clear; al securty

“pdanes 93 to ok usars.”

*Not andy do al secunty updates §o to al users' systems, but nan * Zoom
Gonuine Windows systams are able 1o inatal service packs, spdate
70ilps, and Impartant relabiity and applcation compatis:

ity updates,” Cooke continued in the blog entry
*Ia addtion, e users of non-genuine Wirdews systems c

0 upzrade a ot of the cther scftware on
Seir computer. for examgie Internat Explerer § has nemercus securkty- criented features and

marevemants, and & datic to all users.

That's nct b2 say that non-genuine copies of Windews are allowed i run completely free. Certain

L4
e cfomars may e Hocked ot Niresohs dncreien, wuch as vaboe s ool ard ronsecurty: % 4 18:00"
3

refated software v P
C 3 . Cotntoarte Sapport s Lighiite Vg Image tarieny of NALA
Toadng W3 [ Iwwn ity patches TOM Ml completed 324 of 127 meres (3 emen) —

www.team-cymru.org

A6 Security Misconfiguration Hardening

® |[nstallation # Configuration

® Almost always overlooked

e ® Default deny

’ ® Users, file permissions, installed software,
configuration settings regarding functionality

Homebrew software




puter what to do
ming today!

Start telling your com)
~ begin program

Beginning n
Programming :

DUMMIES o

pragrammer

A Reference
for the,

Rest of Us!

FREE eTips at dummies.com

Wallace Wang

‘www.madison-gurkha.com - info@madison-gurkha.com
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Solutions (technical)

Al ~ Injection
A2 - Cross-Shte Scripting (X5S8)
A} - Broken Authentication and Session Maragement

A4 - Insecure Direct Object References

® Deny all, except (safe installation/hardening)
AS « Cross-Site Regoest Forgery (CSRF)
A6 - Security Misconfiguration NEW) ® Separation of duties/modular approach
it seabels st ® Restrict permissions
AR - Falure to Restrict URL Access
AS - Insutficient Transport Layer Protection 4 SImPIICIty/ergonomlcs
A10 - lidated Redirects and F ds (NEW)
WWW.owasp.org

www.madison-gurkha.com - info@madison-gurkha.com ‘www.madison-gurkha.com - info@madison-gurkha.com

Solutions (other) Other things to do

® Functional requirements and security

requirements o [fAll Else Fails... (and it will)
e Also for 3" party software
e Use cases and abuse cases ® Multiple layers of defense (prevention)
® Educate programmers in secure programming ® Logging and monitoring (detection)
® Have a plan ready (reaction)

® Security testing

‘www.madison-gurkha.com - info@madison-gurkha.com

www.madison-gurkha.com - info@madison-gurkha.com




Insider attacks

® A malicious person becoming an insider
® Physically
® Burglary

® | ogically
® Hacking

Insider attacks

® Malicious insiders

® |nsiders being (unknowingly)
abused by outsiders




Insider attacks

® Social Engineering

® Phishing

® Passive

® Drive-by hacking

adison-gurkha.com - info@madison-gurkha.com madison-gurkha.com - info@madison-gut

Belastingdienst doet 'dom’ met USB-
stick

Medewerkers van ING, de Belastingdienst, het AMC, de PvaA, SP, de

Marckkaanse ambassade en tal van andere crganisaties hebber
20nder nadenken een gevonden USS-stick in e bedrijfscomputer

gestopt

dison-gurkha.com - info@madison-gurkha.com

adison-gurkha.com - info@madison-gurkha.com




) Cradit Card Profection
Has your credit card nussder been STOLEN an the Internet?

Educating users

CLUE #o
® A process, not just USERS
an awareness session

Attack vectors

® Browser plugins
® Screensaver, picture in an email
® Codec to play a clip

® P2P-software

® Anti-malware
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Now
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Solutions

Find all known risks and act on them

Fix bugs on all systems for all software

Keep doing this

Do secure installations (configurations)

Embed security in the devpt process

Educate and screen users and keep on doing this

Monitor and be ready

brilliant

Answers
to tough
interview

questipns




