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@ If (slide == introduction)
' System.out.printin("I’'m David Rook™);

Application Security Lead, Realex Payments, Ireland
CISSP, CISA, GCIH and many other acronyms

Security Ninja (@securityninja)
Speaker at developer and security conferences
Microsoft Developer Security MVP

Developed and released Agnitio
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@ if (slide == introduction && replacement)
| System.out.printin("I'm Steven van der Baan");

Senior Security consultant, Sogeti Nederland BV, Nederland
CISSP, OSCP, ASS and someother acronyms

Not a blogger(@vdbaan)
Project Leader OWASP CTF

Dedicated dad

Commented and contributed on Agnitio
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@ Agenda

* What is static analysis?

« Security code reviews: the good, the bad and the
ugly

« Agnitio: security code review Swiss army knife




@ Static analysis

 What do | mean by static analysis?

* Areview of source code without executing the application
« Can be either manual or automated through one or more tools

 Human and/or tools analysing application source code
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@ Static analysis

« Wetware or software?

 Humans are needed with or without static analysis tools
« The best thing about humans is that they aren’ t software
* The worst thing about humans is that they are humans
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~ Static analysis

« Wetware or software?
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~ Static analysis

« Wetware or software?
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@ Static analysis

« Wetware or software?

« Tools can cover more code in less time than a human
« The best thing about software is that it isn’ t human
« The worst thing about software is that it s software
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@ The ugly security code reviews

« “Ugly reviews” implies you do actually review code

An unplanned magical mystery tour at the end of the SDLC
Unstructured, not repeatable and heavily reliant on C.H.N.O.
Too late in the SDLC making findings very expensive to fix
Completely manual process, no tools used during reviews
No audit trails, no metrics no security?

Better than nothing?
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@ The bad security code reviews

« “Bad reviews” might be fine for some companies

A single planned code review in your SDLC

Some structure, normally based on finding the OWASP top 10

Still too late in the SDLC making findings very expensive to fix

Some automation, usually basic code analysis tools

Basic audit trails still no metrics so hard to measure “anything”
Better than ugly reviews, might be fine for some companies
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@ The good security code reviews

« “Good reviews” don’ t happen by accident

Multiple reviews defined as deliverables in your SDLC
Structured, repeatable process with management support
Reviews are exit criteria for the development and test phases

Automation used where useful freeing up the reviewer
Ability to produce reports, metrics and measure improvements

External validation of the review process and SDLC
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@ Agnitio

* What is Agnitio?

Tool to help with manual static analysis
Checklist based with reviewer & developer guidance

Produces audit trails & enforces integrity checks
Single tool for security code review reports & metrics
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@ Agnitio

* What is Agnitio?

C# open source application, GPLv3 license
Five different versions in 12 months
10,000+ downloads from users in over 100 countries

Used by SMEs, consulting firms and companies of the NYSE
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@ Agnitio
* Checklists?

* An application for doing checklist reviews? *yawn* how boring!
» Checklists are for n00Obs! | don't need a checklist to review code!
» | beg to differ, would you say Doctors and Pilots are n0O0Obs"?
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A CHECKLIST FOR CHECKLISTS

Davelopmeant

Do wou have clear, concise
objectives for your chacklist?

gach Item

A critical sadety step and in greal
danges of being mssed?

Mot sdequately checked by othdr
miachanesms 7

Actionable, with a specific
responsa required for asch item?
Daesigred to ba read aloud as
verbal check?

Dne that can be alaciad oy ha
use of a chackist?

Hawva you considered

d Adding bems that will improve
OOMMmLUNICETON B Deam
rrambarg?

d Inwvalving o members of the lsam

in the checklisi creation process?

Phsase nodl: A checkist s NOT & teaching (oo or

-

Drafting

Does the Chacklist

Liilize natursl breaks in workdow
[pause points )

Lise simple sentence structure and
basic language?

Figve & B that reflects s

thla T, T

Have a ssmpea, unclutiensd. and

Iogical formal?
5

Fill o Qe paegpe’
Minimize the use of colar?

the font

Sans saaf?

Lhpper and lowed case lexl?
Largs encugh 1o b resd aasily?
Dark on a kight background'?

A there fower than 10 iems per
pause paint?

|5 thie dale of creabon (oF Evision
chearty marked?

an algorithm

—

Validation

Have you

= Tnaled tha chackli=l wah tront ine
usars (el in & neal oF simokaled
siluation) f

< Modified the checklist in response
o repaaied nals”

Coas tha checklist
d Fit the fow of work?
o DElect errors gt 8 lirme wihen Eheny

can Siel be comeciad

Can the checklist e completad n
& reasonabty brel panod of bme?

Have you made plans for fulure
review and revision of the
chascilist’?




Befara Induction

SIGN IN
PATIENT HAS CONFIRMED
d  IDENTITY
a SImE
d PROCEDURE
0  CONSENT
DOES PATIENT HAVE A KNOWN
ALLERGY?
a NO
QO YES
d DRLGS
J LATEX
o OTHER

H&P CURRENT (< 30d)
WEIGHT RE-CHECKED

AMNESTHESIA SAFETY CHECK
COMPLETED (Machine and Meds)

-1 PULSE OXIMETER ON PATIENT
AND FUN'CTIONING

DIFFICULT AIRWAY/ASPIRATION RISK?

| BN R

O NO

O WYES,
EQUIPMENT/ASSIETANCE
AVAILABLE

- INTRAVENOUS ACCESS AND
FLUIDS PLANMED

- WARMER (blankets and fluids) IN
PLACE

J BLOOD BANK NOTIFIED AND

BLOOD PRODUCTS AVAILABLE
WHEN MEEDED

-  SIGHN [NURSING):
d  SIGH [ANESTHI:

SIGN (sUrRG):

Before Skin Incision
TIME QUT

CONFIRM ALL TEAM MEMBERS HAVE
INTRODUCED THEMSELVES BY NAME
SURGEOM, ANESTHESIA, PERFUSIONIST
AMD NURSE VERBALLY CONFIRM

PATIENT

SITE

FROCEDURE

IMAGING AVAILABLE AND REVIEWED
TRANSESOPHAGEAL ECHO (TEE) OR
OTHER ECHOD

ANTIFIBRIMOLYTICS

ANTIBIOTICS ADMINISTERED (within Las
80 min)

FERFUSION STRATEGY:

CANMULATION SITES
CANNLULAE SIZES

BYPFASS PRIME (blood va prima)
TARGETED CORE TEMP

USE OR NOMN-USE OF DHCA,
SELECTIVE CEREBRAL
PERFUSION

ICE Ol THE HEAD

OTHER BYPASS
CONSIDERATIONS (shunis,
collaterals, AR, LV venting,
CARDIOPLEGIA. atc)

OO0 DDOoDo

oo ooo

oo

ANESTHESIA TEAM REVIEWS:

O ANY FURTHER PATIENT-SFECIFIC
CONCERNSY

NURSING TEAM REVIEWS:

0O EQUWPMENT STERILITY COMNFIRMED?

0 ARE THERE EQUIFMENT/FPROSTHESES
ISSUES OR ANY COMCERNS?

Congenital Heart Surgery Check List (Template)

—
B |

Before Patient Leaves Rogm ‘

SIGN OUT
NURSE VERBALLY COMNMFIRMS WITH THE
TEAM:
- MAME OF THE PROCEDURE
d THAT INSTRUMENT, SPONGE AND
MEEDLE COUNTS ARE CORRECT
o HOW THE SPECIMERM IS LABELLED

J  INCLUDIMG PATIENT MAKME
J  SENT FOR APPROPRIATE TESTS

WHETHER THERE ARE ANY
EQUIPMENT PROBLEMS TO BE
ADDRESSED

SURGEON, ANESTHESIA PROFESSIONAL

ooo

0
0

AND NURSE

REVIEW THE KEY COMCERMNS

FOR POST-0F RECOVERY AND
MANAGEMENT OF THIS PATIENT

BLOOD PRODUCTS USED
BLOOD PRODUCTS STILL AVAILABLE

BREAKS IN TECHNIQUE

SIGM (NURSING):

SIGN (BURG):




FUEL INJECTED CESSNA 172 CHECKLIST

= Ful

CHECE (1 22.B%

LcABI CHECK

+ ignibon Kipy
Detamants [ARDW)
Hizhos Metar

Controd Lock

Ecirical & Avionics
Magher Saich

Aoy Mesler Swlsh
Anrurcainr Fanel Switch
Funl Gauges

+ Flaps

Exterior Lights

Mlushar Sadzh

Pariing Seaiks

Ol GLARESHIELD
CHECK

CHECK TRE
REWOWE

CiFF

]

OM-CHECK FAMNCFF
TEST LIGHTS
CHECK

[
LALYei™M

CHECK
OFF

oM

EXTERNME INSPECTION

+ Fusl Sumps
+ Flasiage Let Sies

Elgvator Rudder

+ Tl Tie-down

Fisaiage Right Side
Right Fap & Adaron

Wing Tia-dowe

+ Fiml Sumps

Main Wheel TreBrpces
Chasks

Fuel Quanity (Right Tank|
Engna 04 Level

Fugl SrainecSeecior Draing
Progelier & Sginner
Alarainr Ban

| anding Lighl

Engna Ak-intake Fikar
Mot Wiee! Sarul & Tire
Moge Chocks

Siate Sounce

Fisl Quanity (Lek Tank
WWing Tie-down:

Pigt Tube Cioresr

Fuel Tank Went

Siall Waming Hom Opasing
_eft Flag & Abaron

Main Vhes! Tirs/Sraes

Choghs
 Mloree AEFpAnE
« Crenrsll Condiian

BAMPLE (5
CHECH

CHECK

REMONE

CHECK

CHECK

REMOWE
SAMPLE (5
CHECK

REMIVE

CHEGH WVISUALLY
CHECH (MBL 5075
SAMPLE ()
CHECK

CHECK

CHECH, (CORDITION]
CHEGH

CHECK

REMOVE

CHECK

CHECK VISLALLY
REMOVE
REMONE

CLEAR

CHECK

CHECH

CHECH

REMONE
CHECK TRES

REVEW

FUEL INJECTED CESSMNA 172 CHECKLIST

SeatbeitsShoulder Hamess
Brakes

Fiel Salector

Fral Shutolf Ve

Cirgyit Brpalgrs

+ Braon

AniOnics Switch

Master Switch

T -
+ Thgie

Mitune

Aux. PuTe

Moty Rich 3.8 GPH
Ay Pure:

Propale: Anss

FASTEMRED
TEST & SET

BT

Ol (N
CHECHK
(]
CFF

.:.-;

QPEN 1/4 INCH
OLE CUTOFF
CUT OFF

QFF

CLEAR

[ AFTER ENGME START

« Ighition Switeh

]
+ Mlinture (&l Engine Start)
+ Engng RPA

vl Frsag e

+ Moty

+ Flags

STAH

RICH

1000 RPN
CHECK
LEAKED MAX
RETRACT

[ TA0 _ —

+ ErRkes

+ Mlagnetic Compats

« Flight Indtrumeants
| e e e e

LHECE
MOVEMENT FREE
CHECK

BEFORE TAKEQOFF

Parking Srakes
gt Controls

it Instrumenis
el Salmcior
Elevatar & Rudder Trm
Mixturs

ALfcmiicd

+ Throe

ATt

Engine Instrmanis
Suction

\Ilag. m

Thme

- B o= =
" Ty T}

Radics

+ ErmbaEs

======= Finatems
+ DoonWirdows

+ Elans

i Mortuma

SET

FREE & CORRECT
SET

BOTH

SET

RICH FOR RLINLUP
CHECK DESCOMNNECT
1500 R

CHECHK

CHECHK

CHECH

CHELCK (12550
DLE CHECH

SMOOTH & &00 AP £ 28 THEN 1900 AP

SET
RELEASE

CLOSED
AS REQURED
FLHBELIW I00FT)
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FULL POWER

TAKTS
TaKTS

v Hapinaty
« Fusl Selecie
+ Engine Gauges

+ Heading Indicalor
= Altimeter Sefing
v [Bndon

= Aulopdol

- m = Final lbems
v hiture

= Flaga

= Aaffaash Sased

ADJUST
A0TH
CHECK
ALIGNED
CHECK
SET

OFF

TR
=l R AL

ES-FS KIS

+ LAGHTS® [Exzapt Seacon
o CAMERA" (Transzondar)
+ "RETION" (Mlinture, Flaps

—_——

OFF
OFF

.'nj”

+ Mags

o Thealtia

« AvignicsElecinical Equp
o W
IastarAhernator Swilch
+ Ignifign Switch

ghisan By

+ Highbs & Tach

« Coninal Lock

+ TisdowrA Chots

+ Progaler (For Fusl)
* Funl

T E \
GROUND CHECK
1000 RPN

CUTORF

OEF

—
-
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-

RECCRD
RSTALL
NETALL

VERTICAL

RIGHT TANK




@ Agnitio
* Checklists?

« Do you use checklists for your source code reviews?
« What's the worst that could happen if you don’ t?
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- Ariane 5 flight 501
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-~ Ariane 5 flight 501

L M BV 32 := TBD.T ENTIER 32S .0/C_ M LSB BV) * G_M INFO DERIVE (T ALG.E BV));

if L M BV 32 > 32767 then

P M DERIVE (T ALG.E BV) := 16#7FFF#;
elsif L M BV 32 < -32768 then

P M DERIVE (T ALG.E BV) := 16#8000#;

P M DERIVE (T ALG.E BV) := UC_16S EN 16NS(TDB.T ENTIER 16S(L M BV 32);

P M DERIVE (T ALG.E BH) := UC _16S EN 16NS (TDB.T ENTIER 16S ((1.0/C M LSB BH) *
G M INFO DERIVE (T ALG.E BH)));
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@ Therac-25




- Mars Climate Orbiter




- Mars Climate Orbiter




@ Agnitio
* Checklists?

Do you use checklist for your source code reviews?
What's the worst that could happen if you don’ t?
Four people dead and over €700m of equipment destroyed

Checklists can be useful to pilots, doctors and code reviewers!
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@ Agnitio

* S0, why did | develop Agnitio?

| love using checklists for security code reviews!

Even if your process is good it might not be smart

Is your review process really repeatable and easy to audit?
How about producing metrics, useful reports & integrity checks?

No? That’ s why | developed Agnitio!
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@ Why did | develop Agnitio?

« Demonstration: application profiles




@ Why did | develop Agnitio?

* Demonstration: security code reviews
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@ Why did | develop Agnitio?

 Demonstration: security code review reports
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@ Why did | develop Agnitio?

« Demonstration: application security metrics
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@ Why did | develop Agnitio?

* Demonstration: customise your Agnitio installation
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@ Agnitio hands on

 Create a PHP rule
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@ Agnitio hands on

* Analyse the PHP application
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@ Agnitio v2.2

Verification records for the code you analyse
ADbility to use open source static analysis tools
Full screen mode, syntax highlighting etc

Suggested security test cases for failed items

Save reviews without completing them

Plus many more new features!




@ My “shoot for the moon” vision for Agnitio

“we pretty much need a Burp Pro equivalent for Static
Analysis — awesome, powerful in the right hands, and
completely affordable!”




@ Using Agnitio

 How you can use Agnitio in your reviews

Download Agnitio from Source Forge
Focus security code reviews on root causes not vulnerabilities

Use your language/s in all code examples and checklist items
Use Agnitio to conduct principles based security code reviews
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QUESTIONS?

® @securityninja
@ NCEIEYQIE!
e [/securityninja
@ /realexninja
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