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Agenda for Meeting

 OWASP Intro

« Delaware Chapter

« Presentation: Year of the Goat!
« Attendee survey

« (Closing thanks




OWASP Intro

http://bit.ly/owaspDEintro2 brief OWASP intro

Or...

« OWASP is an open community dedicated to enabling
organizations to build and maintain trusted applications.

« All of the OWASP tools, documents, forums, and chapters are
free and open to anyone interested in improving application
security.

« The OWASP Foundation is a not-for-profit entity that ensures the
project's long-term success.

WWW.OWasp.org

€



http://bit.ly/owaspDEintro2
http://www.owasp.org/

OWASP Delaware Chapter

Official Home: http://bit.ly/owaspDEhome

Meetup Home: http://bit.ly/owaspDE (RSVP, etc)

Twitter: @owaspde

Contact Info: david.rhoades@owasp.org

[ ] Action Item: join the mailing list http://bit.ly/owaspDEmail

very low volume owase @



http://bit.ly/owaspDEhome
http://bit.ly/owaspDE
mailto:david.rhoades@owasp.org
http://bit.ly/owaspDEmail

OWASP Delaware Chapter Needs

« Speakers, speakers, speakers < Social media maven

« Facebook, Twitter, Archie,
Gopher...all dat

» Special Projects?
 Several short, useful talks vs.  Something the DE chapter can
one longer presentation contribute to the community.

« Build your resume / portfolio

OWASP e




Hot off the press - free training

Java Security Bootcamp:
Tuesday, March 10, 2015 at 10am PST

Java is commonly used to create robust web applications, but it
suffers from many known vulnerabilities. We discuss mechanisms

to secure applications such as authentication, access control,
input validation, contextual encoding, using encryption properly,
secure password storage and many more.




Hot off the press - free training

 For more info check out

« https://info.whitehatsec.com/Q115-Bootcamp-Webinar-Series-
Registration.html

« or http://bit.ly/1C6c/xo0

 Not an endorsement. I saw this via email recently and
thought people here might like to know.



https://info.whitehatsec.com/Q115-Bootcamp-Webinar-Series-Registration.html
http://bit.ly/1C6c7xo

~ ! Presentation for today: Year of the Goat
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o 2015 Year of the Goat
OWASP WebGoat Project http://goo.gl/fmbWCW
= WebGoat V6 is underway http: //Webqoat mthub 0/
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http://goo.gl/fmbWCW
http://webgoat.github.io/

OWASP WebGoat

A deliberately insecure application that allows interested developers
just like you to test vulnerabilities commonly found in Java-
based applications that use common and popular open source
components.

Learn about web app security flaws; practice your pen testing foo.

v6 is underway - very easy to run and try out




WebGoat v6

Home: http://webgoat.qgithub.io/

Installation (WebGoat 6.0) * WebGoat/WebGoat Wiki
https://github.com/WebGoat/WebGoat/wiki/Installation-
(WebGoat-6.0)



http://webgoat.github.io/
https://github.com/WebGoat/WebGoat/wiki/Installation-(WebGoat-6.0)

WebGoat v6 Setup

Download and unzip the JAR
Run JAR

$ java -jar WebGoat-6.0.1-war-exec.jar -httpPort 9090

I used -httpPort to change from port 8080 (already in use for Web
Security Dojo) to 9090

Point browser at http://localhost:9090/WebGoat

You should see a login screen.



http://localhost:9090/WebGoat
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Live Demo Time

« See what you miss when you don't attend the meetings?

« Oh wait, I guess you can't see because you're not here. ®

« OK, technically I'm not "here" (or "there"), but let's not quibble over
terminology. ©

« For those that care, tonight I am using The Web Security Dojo
VM (https://dojo.MavenSecurity.com) to demo:

« WebGoat v5 and v6,
« Burp Suite Free
« OWASP ZAP



https://dojo.mavensecurity.com/
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In conclusion - Learn & Practice

« http://webgoat.github.io/

« Check it out, and get involved
Report bugs
Make new lessons



http://webgoat.github.io/

Special Thanks to...

Today's speaker: David Rhoades of MavenSecurity.com

Wilmington University for food, shelter, and love.
Computer & Network Security B.S degree
http://www.wilmu.edu/technology/cns.aspx

A

=0

WILMINGTON
UNIVERSITY



https://www.mavensecurity.com/
http://www.wilmu.edu/technology/cns.aspx

Closing call to action

Next Meeting:

http://bit.ly/owaspDE
When: First Tuesday of the month; 6 PM ~ 7:30 PM
Frequency: Every other month?

Where: Here at Wilm U (typically)
Google Hangout vs. in person vs. both?

Ideas for talks? Volunteers for presentations?

Join our Meetup: http://bit.ly/owaspDE
Join the mailing list http://bit.ly/owaspDEmail

Take the attendee survey http://bit.ly/owaspDEpoll
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