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Agenda

Clouds

Type of Clouds

Model of Services

Share Responsibility: Cloud
Share Responsibility: Owasp

Defense also is creative






Cloud

Cloud computing is an on-demand service that provides virtual ITsevices.

Move from risk-laden
up-front expense to
flexible variable expense

Stop guessing
at capacity planning

& o '
X, @ Remove complicated infrastructure Go global in
o T, management that adds little minutes
@ E - business value

"We've reduced the time to predict and budget our services
(R AVIRA  infrastructure by 80 percent when using AWS” - Cristian Toader —
Avira Cloud Services Manager



Categories of cloud computing

Infrastructure as a Service (laaS):




Models of Services

R CR

Management

Cloud Hybrid On-premise
Flexible Hybrid Architecture Options
Fully Featured Common Controls Resource &
uCyom iits for Security & Deployment
P Access Management
Your Integrated Data,_:?;eg;:lion . Amazon Web
Datacenter Networking Services







Share Responsibility

security model is based on a shared contract —responsibility:
» Is responsible for the security of the hardware and operating system

 The user is responsible for the security of the apps that are deployed in
the cloud.

Cloud Computing

Resource Owners




Clouds security Tools

Cloud Consumer

Cloud Provider

Workload
Instances/VMs

Cloud Software
Infrastructure

PKI

%

SDL

[APP Sec

(
{ ENC
|
|
|

Cloud Hardware

Infrastructure

ws |
WAF ‘ DLP [ AV
W [ 1PS [VPN
RTG {swc [ 1B | Cos/aos
VA/VM | DDos [Netﬂow M

a0 00 aa o

LU R

(L

PKI: Public Key Infrastructure

SDL: Security Development Lifecycle
WAF: Web Application Firewall

FW: Firewall

RTG: Real Traffic Grabber

IAM: Identity and Access Management
ENC: Encryption

DLP: Data loss prevention

IPS: Intrusion Prevention System
SWG: Secure Web Gateway

VA/VM: Virtual Application/Virtual
Machine

App Sec: Application security

AV: Anti-virus

VPN: Virtual Private Network

LB: Load Balancer

GRC: Governance, Risk, and
Compliance

Config Control: Configuration Control
CoS/QosS: Class of Service/ Quality of
Service

DDoS: Distributed denial of service
TPM: Trusted Platform Module
Netflow: Network protocol by Cisco




AWS migration tools

AWS Application Discovery Service

AWS Snowball

AWS Direct Connect

Show the data about
configuration

Transfer petabyte-
scale data

Make a direct connection
between your network and an
ability zone
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AWS security

Grupos de seguridad

Web Tier

\ n Tier
N

Applicatio
L

-

HTTP
Ports 80 and 443 only
open to the Internet

Datab85° Tier
o ST

Bastion
SSH/RDP g

Engineering staff have a"
SSH/RDP access to Bastion
Host

DB-sync .~="

DB-sync can be established with a
database server running “on-premises”

All other internet ports blocked by default ==

CloudTrail

v/ Guarda todas las llamadas de API realizadas en una cuenta

v Cada log lleva informacion de que llamada de API se realizo, el medio por el

cual se realiz6, el usuario, la IP desde la que se realiz6, hora y fecha, etc

API activity history
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Seguridad en todos los niveles

VPC

1: VPC Main/Custom Route Tables
2: Subnet ACLs: inbound/outbound
3: EC2/ENI Security Groups: inbound/outbound
4: Third-party host-based protection

Web Application Firewall

v/ Te protege de ataques web habituales como SQL injection, Shell scripting o

DDoS

v/ Plantillas de reglas habituales

V' Reglas especificas en base a tu aplicativo







Security TOP 3 Threat

Bits BroachilLoss Abuse of Cloud Insecure Interfaces
Services and APIs
Data loss issues include: Attackers create anonymous Insecure interfaces and APIs
@ Datais erased, modified | access to cloud services and related risks:
or decoupled (lost) , perpetrate various attacks such B et user delinad
as:

© Encryption keys are lost, polices

misplaced or stolen Password and key cracking

@ Is not credential leak proof
Building rainbow tables e

CAPTCHA-solving farms

€ |llegal access to the data
in cloud due to Improper
authentication,

Breach in logging and
monitoring facilities

S itharsition: and access Launching dynamic attack Unknown API
controls : points dependencies
: Hosting exploits on cloud Reusable
Bt of dua Ly 8 platforms passwords/tokens

Insufficient input-data
validation

Hosting malicious data
Botnet command or control
€ DDoS




Table 9. Technology Spending and Effectiveness

Security Spending
ec u r] ty e n ] n Technology Options S'RQ::LM Spending Bg:l.in Big Wins Emm Effective
Access and authentication 1 88.1% 1 30.6% 1 45.5%
Advanced malware prevention (IPS/UTM, other) 2 80.2% 2 28.9% 3 42.1%
SIEM 11 57.9% 3 25.6% 14T 26.4%
Vulnerability management 8 64.3% 4 24.8% 9 31.4%
Continuous monitoring 5 69.0% 5 24.0% 6T | 36.4%
Network traffic visibility (monitoring, decryptors, etc.) 7 66.7% 6 22.3% 7 35.5%
Data protection (DLP)/Encryption 4T | 69.8% 7T | 20.7% 8T | 33.1%
Analytics (including visualization) 9T | 59.5% 7T | 20.7% 15T | 24.0%
Incident response tools 12 54.0% 8T | 18.2% 6T | 36.4%
Log management 6 67.5% 8T | 16.5% 5 38.0%
Mobile device management 10 58.7% 9 16.5% 10 30.6%
Security device management 13T | 53.2% 10 15.7% 12 28.9%
Wireless security 47 69.8% 17T | 14.9% 4 41.3%
(yberthreat intelligence services 15 47.6% 1T | 149% @ 15T | 24.0%
Endpoint security (other than BYOD protections) 3 | 746% 12 | 14.0% 2 | 438%
Application security—secure development 14T  51.6% 13T 11.6% 11 29.8%
DDoS protection 13T 53.2% 13T 11.6% 14T 26.4%
BYOD security (MDM/NAG, etc.) 9T  59.5% 14 10.7% 8T 33.1%
Application security (life-cycle management or monitoring) 14T  51.6% 15 9.1% 13T  27.3%
Security intelligence platform 16 35.7% 16 7.4% 13T 27.3%
Embedded device security or monitoring (loT) 17 27.8% 17 4.1% 16 19.0%




Hyper
Current
Skills

Required

Most In-Demand
Skills Today

Threat hunting
Application security
Intrusion detection
Incident handling

Advanced malware
prevention

Cloud security/
virtualization

SIEM management
Audit/compliance
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Implementing Secure Coding

Key references
= Stopping XSS in your web application: OWASP

XSS (Cross Site Scripting) Prevention Cheat Sheet

= General information about injection:

Top 10 2013-A1-Injection

Key tools

OWASP Java Encoder Project
Microsoft .NET AntIXSS Library
OWASP ESAPI

OWASP Encoder Comparison Reference Project

Training

Session - Sotpedis

Response Headers

o HTTP Strict Transport Security (HSTS)

« Public Key Pinning Extension for HTTP (HPKP)
« X-Frame-Options

« X-XSS-Protection

« X-Content-Type-Options

« Content-Security-Policy

« X-Permitted-Cross-Domain-Policies

Develop-
ment

V3: Session Management Verification Requirements

Control objective

one of f any web-based

between a user and the web-based application.

by which it
controls and maintains the state for a user interacting with it. This s referred to this as
Session Management and is defined as the set of all controls governing state-full interaction

Requirements

Verty that there s no custom session manager, o that
thecustom session manager isresstant aganst al

31

comemen sesion management attac

P01 Vet thatsessons areinvaicatedwhenthe use logs
oz

Verity that sessions timeout #te aspecfied period of

nactivey.

Ensure that a verified application high level
requirements:
* sessions q individual and shared
* sessions quired and timed
inactiity.

webro&E 9

i £5]
oot | Fewess [Resmser oot |
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» L @i stoesa

Welcome to the OWASP Zed Attack Proxy
(zAP)

Sppictons
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To iy st anapplcaton a1 URL el and e Aack.

Ratack

Progisss Ak cmpee -6 e At ol of anyssuss fund

il proyng hougn 47
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[ Focesmowse | Fuze® | pamsii | HmpSessiors | weosocuatss¥ | Amsosers | ouput |
Searhd, sciuescan )

release
e
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Checklist for Secure Token

Requisitos

¢
HN

Verificar que no se utiliza un gestor de sesiones
personalizado, o que, si el gestor de sesiones es
personalizado, éste sea resistente contra los ataques mas
comunes.

Verificar que las sesiones se invalidan cuando el usuario
cierra la sesién.

Verificar que las sesiones se invalidan luego de un
periodo determinado de inactividad.

kS

Verificar que las sesiones se invalidan luego de un
periodo determinado de tiempo, independientemente de
que se esté registrando actividad (timeout absoluto).

Verificar que todas las paginas que requieren
autenticacién poseen acceso facil y visible a la
funcionalidad de cierre de sesién.

o

Verificar que el identificador de sesién nunca se revele en
URLs, mensajes de error o registros de bitdcora. Esto

incluye verificar que la aplicacién no es compatible con la
re-escritura de URL incluyendo el identificador de sesién.

Verificar que toda autenticacién exitosa y re-
autenticaciones generen un nuevo identificador de
sesion.

- W ) w u w
N n w N)

Verificar que sdlo los identificadores de sesion generados
por la aplicacion son reconocidos como activos por ésta.

Verificar que los identificadores de sesion son
suficientemente largos, aleatorios y Unicos para las
sesiones activas.

Verificar que los identificadores de sesion almacenados
en cookies poseen su atributo “path” establecido en un
valor adecuadamente restrictivo y que ademds contenga
los atributos "Secure" y "HttpOnly"

Verificar que la aplicacion limita el nimero de sesiones
concurrentes activas.

Verificar que una lista de sesiones activas esté disponible
en el perfil de cuenta o similar para cada usuario. El
usuario debe ser capaz de terminar cualquier sesion
activa.

Verificar que al usuario se le sugiera la opcion de
terminar todas las otras sesiones activas después de un
proceso de cambio de contrasefia exitoso.







Methodology

Ciclo de vida de MS Security Development (MS SDL): Uno de los primeros de su tipo, MS SDL fue
propuesto por Microsoft de acuerdo a las fases de un SDLC

. REQUIREMENTS 3. DESIGN : 5. VERIFICATION 6. RELEASE

1. Core Security 2. Establish 5. Establish éMW%%%N 11. Perform 14. Create an Execute
Training Security Design Tools Dynamic Incident Incident
Requirements Requirements Analysis Response Plan Response Plan

3. Create Quality g Perform Attack [ReENEIEIEIE 12, Perform Fuzz 15, Conduct Final

Gates/Bug Bars Surface Unsafe Testing Security Review
Analysis/ Functions
Reduction
4. Perform 7. Use Threat Ol (ol 13 Conduct Attack 16 Certify Release
Security and Modeling Analysis Surface Review and Archive

Privacy Risk
Assessments




BeSureAzuresin - Manage NuGet Packages z EEIE

an encoding lbrary for NET

Anti xss.Net

\
private static readonly Tuple<string, string>[] WhiteList = (new string[]
{

<b>™, "</b>", "<ix"™, "</ix"
H

.Select(tag => Tuple.Create(AntiXss.Encoder.HtmlEncode(tag), tag)
.ToArray();

public static string Sanitize(string html)

1
var safetitml = new StringBuilder(AntiXss.Encoder.HtmlEncode(html));

for (int index = @; index < WhiteList.Length; indext+)

{
string encodedTag = WhiteList[index].Iteml;
string decodedTag = WhiteList[index].Item2;
safetitml.Replace (encodedTag, decodedTag) ;

3}

return safeHtml.ToString();

Server.HtmlEncode(string)

Using the HTML encoder example for a fom:

Text Box: <

@ Page Language="C#" /alidateRequest="false™ %

<script runat="server">

void searchBtn _Click(object sender, Eventargs e) {
Response.Write(Httputility.HtmlEncode(inputTxt.Text)); }
</script>

<html>

<bedy>

<form id="forml" runat="server">

<asp:TextBox ID="1i
</asp:TextBox>

<asp:Button ID="searchBtn" Runat="server" Text="submit" OnClick=" searchBtn _cClick" />

</form>
</body>
</html>

<pages validateRequest="true"

<%@ page validateRequest="false" %>

inputTxt" Runat="server" TextMode="MultiLine" width="382px" Height="152px">

een I>



Self Sing Certificate

O (3> wwime

5 Bargenee

» e

U3 TestServer Home
o - B0 - G Shewl Gty A

h;q e —

— 1 Import.
H 9 Creste Certifitate Paquest..
s conthgured for SSL. Complate Corthcate Requert..
- | Specity Frieadly Name
gning:
Spacy  friendly name for the certicate:
>
~ TG S SowAll [Groupby: Area
Edit Site
" Bindings...
& @ ? E]-] a [ sasic Settings...
NET NET  NETEmor  NET  NETProfit NETTrust View Agplications
. Compilstion  Pages  Globalization Levels View Vitad i cctaies
Web Site
2 Restat
Binding Informs... > s
L™
Browse Web Site
[8] Browse *:888 (http)
[8) Browse *:444 (hitps)

1P address:
{https ~J All Unassigned v

Hostnsme:

SSL certificate:

L

T ORC Rewrite

Failed Request Tracing..

Limi

2 Install Application From
Gallery.

@ Hep

Online Help




Contact me!

Email Address:Ing.Arreaza@gmail.com
WebSite:www.seguridadaplicativos.com
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mailto:Ing.Arreaza@gmail.com
http://www.seguridadaplicativos.com

THANK YOU!




