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Account creation

forcn (@ikea

Please enter
?re(:erred LSernAME

o Vassword.




Online bank in Kuwait

B The password remains your most important line of protection. It is used for login and to perform transactions in KFHOMline, Please keep it to yourself,

Password

|| We highly recommend that you use the provided virtual keyboard with randomly ordered keys to deter others from identifying your password.

Please enter the password

line

kfh.com

Password : |




Usability in 2 nutshell

B N d2r% 15.22

' Ditt OSL WiFi passord er
785258 og brukernavn er
m40224583. Hjelp 06415.
Smartphone login URL:
https://
signup.homerun.telia.com/I/
2u=m40224583&p=785258

GhANGS Ry Easswoid ' Ditt OSL WiFi passord er

915396 og brukernavn er

The Password you have chosen is already taken. Please try again. m40924537. Hjelp 06415.
Smartphone login URL:

New Password: seeeees " (maximum of 10 characters) https:// _
signup.homerun.telia.com/I/

Confirm New  eeessee 2u=m40924537&p=915396

Password:

gave- Hy E' langeS*
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0000 + OK
Trykk sa:
Avstille

Tilbakestille o o .
tl.”it':ﬂl"' Hame  Praofile

- ’ ‘ i A ;
BN [+] WPA PSK: 'EndJGthwcs;NDc::;a(N’ZBV‘VGPL‘ZCWXdQUBSBVC

| [+1 WPS PIN: '30740328'

Messages

ses

WWoo hoo! Your password has been changed!

Flease be sure ta memarize il or note it in a safe place.

FProceed to your account ‘




e \jr teens — ?ic,\( \jour PIN

s




Dijvc distribution for PINs

4-digit memorable 4-digit non-memorable 7-digit memorable

Digit distributior \emorizable 4-digit PINS (26 participants in Finse 2013) Digit distribution in memerizable 7-digit PINs (26 participants in Finse 2013)

Digit O is not «random» enough?

Digit 6 is hard to remember?

Thank ‘jou to Ar\drej B03danov, Sondre Resr\;)om & Tan Fredrik Leversund for jrea{: kel‘;.l



Hea‘\:mawlnj PINs

Rockqou l’P\-\one (Pk Sical access
J

Cortrol sustem

Radical.org/pinmap
By @kluzz

A birthday present every eleven wallets? The security of customer-chosen banking PINs
http://www.cl.cam.ac.uk/~jcb82/doc/BPA12-FC-banking pin_security.pdf
http://www.cl.cam.ac.uk/~jcb82/doc/BPA12-FC-banking_pin_security-slides_ss.pdf

Daniel Amitay:
http://danielamitay.com/blog/2011/6/13/most-common-iphone-passcodes




LooK, 2nd sjou shall see.. PIN.




Guess What?

YOU ARE
PREDICTABLE!



hat's the value of 2 ?asswor
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.A\ssomated Press ‘
@AP <

News, discussion ar}d a.b&hind-the-scenes look at the process
from TheAssociated Press: Managed 24/7 by a team of editors
based in NY: apne.ws/APStaff

Global © www.ap.org

50,187 7, 1,903,328

TWEETS

W Follow

Tweets 2/ No replies

The Associated Press
AP Breaking: Two Explosions in the White House and Barack Obama is
= |nJUF'Efd




ConSeiuenceS.

http://arstechnica.com/security/2013/04/hacked-ap-twitter-feed-rocks-market-after-sending-false-news-flash/



’ruesda\j, J une 5, 2012, on Twitter:

K CrackMelfYouCan Something BIG is brewing. CHANGE
Ore vour PASSWORD NOW on all major sites. Yes, those CAPS

Logic .- on purpose )




Lessons from Linkedin

LINKEDIN: PASS PHRASES

LINKEDIN: BASE WORDS LINKEDIN: POP COLORS

BAD PASS PHRASES FOUND ON LINKEDIN

TOP 15 BASE WORDS USED IN LINKEDIN PASSWORDS TOP COLORS USED IN LINKEDIN PASSWORDS

Unigue user passwords

Ca
10,000 20,000 30,000 40,000 50,000 . 4 There Is no fate but what we make
linkedi 46,193 " 3 N
love 0\ & )¢ \
link @ 4
anna p———— p 7 The light shines in the dorkness
In the beginning was the Word
J 998 665 455

pass  — Truth sets you free
linked

jack — Jesus chrysler supercar

blue 7 S % M .
john ) i .

mark
mike \
chris Base word is the word

used in the password with

a additional racthers or Other used pass phrases:

paul

password

numbers added fo if.

= Can this be connected
to Linkedin?

nfomoten & siies o Infguaphi & o by:
Jor Gowey (@mgsiey)  Fom Kiafon Fansen

P Thashem (@erem) £_,V

ecom

look at my horse my horse is amazing
from genesis to revelations

happy healthy wealthy and wise

give me liberty or give me death
chiva piano va sano e va lontano
ast of the sun west of the moon
every cloud has a silver line

¥o no quiero volver me tan loco

elvis has left the building

big trouble in little china
what the f*ck is happening
forever blowing bubbles
work smarter not harder
you are my sunshine <3
Ineed a vacation

you get what you give
crisscross applesauce
everything is destined

e  sesstes oy
Pt T &

ST ey E'V%.;

* Numbers = unigue user passwords

= Can this be connected
to linkedin?

numaon & sinsDcs By Ietoguphic & Moas by
P Trosten & L o

Jese Gosna (@fmgusney) E.V




Mobile Usa\yili{'\j #

iPod & 20:14 ) » ) iPod & * 13:34

« Create Account { Settings  Passcode

3

Enter Passcode

Keys to small.
| Audio code

/kr:\]?/z{':;f ﬁ? 52.77 F I N G E RS Turn Passcode On

7
A Wy

n = Try a new code |
5ubdfhd °

Oppgi kode
r PIN on Phone =
Oh Please GOD, o equals PIN on
NO CAPTCHAS Jdl 44l Introduction to Dropbox!
+~ EBEEEEEE < include security options for the
EVER! ? :
L _1 123 @ mellomrom Ferdig ' featu res: L pa ranol d ?) J



Foursiuare — Nert

John

Johansen

Email john(

Birthday

Gender

Phone

mall account

iPod & 16:17 o W)

& Sign Up Join

E John
+

Johansen

Did you enter your email correctly?

john@godpraksis.no
Pz

Bi No Yes

Gender

Phone



Lastpass — 05 & Android

m My Vault

Logg inn Logg inn

Unknown email address. Logg inn

a bibc

v/ Husk E-post

i Husk Passord
v/ Husk E-post

Husk Passord [

p
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Password Meters

The password you entered is not valid

FPlease note that the passwaord must respect the following rules

naot contain r

st not contain v
It must not contain y
It must not contai

STARTING TODAY,
ALL PASSLIORDS MUST
CONTAIN LETTERS.

Diist. by UFS, Inc.

NUMBERS, DOCDLES,
SIGN LANGUAGE AND
SOQUIRREL NOLSES.

o 1005 Seoit Adama, e/

#= FF




g Google-kontoer

-

®

C'  { httpsy//accounts.google.com/SignUp?dsh=511
Ett enkelt brukernavn og passord lar deg bruke alt fra Google.

BEME O 2> B

Konfigurer profile

i R A= ¢
) S LWL Ll |

T Passordstyrke: For kort
al | —

Bruk minst atte tegn. lkke bruk et passord
fra et annet nettsted, eller noe altfor opplagt
som navnet pa kjaeledyret ditt. Hvorfor?

L

din og innstillingy

eal~lalal
Ll W |

48]
[1¥]

Is

it mellom enheter, og fortse

" ===

Nawvn

John Johansen

Velg deg et brukernavn
John_johansen.demo

Jeq foretrekker & bruke den navasrende e-
postadressen min

Lag et passord

Bekreft passordet

Fedselsdato

Maned

1

Kijenn

Jeger

ik

Mobilnummer

B - 447

Gjeldende e-postadresse

Bevis at du ikke er en robot
Hopp over denne bekreftelsen (telefonbekreftelse

[




Velg et smart passorad

Passordet er det farste forsvarsverket datakriminelle mater. Folg disse tipsene for & lage et smart passord

+ Bruk unike passord for alle de viktige kontoene dine

+ Endre passord ofte

+ Bruk et passord med en kombinasjon av bokstaver, tall og symboler

+ Cpprett et passord som er vanskelig for andre & gjette

+ Sarg for at alternativene for gjenoppretting av passordet er oppdaterte og sikre

+ (Oppbevar passordene dine pa et sikkert sted som ikke lett synlige

Legg til et ekstra sikkerhetsniva

Mar du har laget et smart passord, kan du legge til et ekstra sikkerhetsniva ved a aktivere 2-trinns bekreftelse. lkke alle
Internett-kontoer har dette alternativet for sikkerhet, men Google-kontoen din har det. 2-trinns bekreftelse krever at du har
tilgang til telefonen din, samt brukemavnet og passordet, nar du logger deg pa. Dette innebagrer at hvis noen stjeler eller
gjetter passordet ditt, kan vedkommende fortsatt ikke logge seg pa kontoen uten telefonen din. Dermed kan du beskytte deg
selv bade med noe du vet (passordet) og noe du har (telefonen)

Kecommend

ZFA




«Secret» Mail + Phone #H

E-post eller mobi Passord

facebook e L
B Forbii pllogget Glemt passordet?

Finn brukerkontoen din

i, bruke

Epost eller mobi Passord

facebook r— —— —

Glemt passordet?

Tilbakestille passordet?

E-post eller mobil Passord
Logg inn

Hvordan vil du tilbakestille passordet? B Forbii p3logget Glemt passordet?

® [ Send en lenke pa e-post for 4 tilbakestille passordet John Johai
Feage no Kk

Tilbakestille passordet?

Hvordan vil du tilbakestille passordet?

# [ Send en lenke pa e-post for 4 tilbakestille passordet

Facebook
2FAin use! ©



Starttls.info

RFC 2487 -> RFC 3207

Does your mail server support STARTTLS?

Results for: wikileaks.org

Mail se

Transparent opportunistic encryption using
SSL/TLS between to SMTP servers

RFC requires public servers to accept sending &
receiving plaintext

Self-signed, expired, SSLv2, RC4, MD5,
Anonymous DH, 40-56 bits encryption keys...

We’ve found the dark side of SSL!

(please contribute by testing domains.)




O?rzraﬁon Face Factor

u Uniiue owor'tun'l{'\j (1
= S000+ «headshots»
= Passwiords + other information available

o A’nal\:De.I
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. 2and the reSul’cS?
Wormen ?re{:er lenjﬂ\.

Men ?re{:er Wider Selection (.en’cro?j).

«Unix aqurus» have the worst passwords.
) %






PasswordsCon
— [ Las Neaqas, Au 5-6
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A Trondheim (Norje)
e Dec 7-8

passwordscon.org
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A Linal note + video

«Never wWrite dowin \jour ?aSSNord»
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Thank \jou.l
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/God Praksis
/ User/thorsheim
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Available on RedPhone for Android



