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AGENDA

B Introduction

m The Open Web Application Security Project -
Overview

B OWASP Guadalajara

B Anatomy of the Most Recent Attacks from
Anonymous and Countermeasures

B OWASP Guadalajara — Business Time




Mission

Make application security visible so that people and
organizations can make informed decisions about true
application security risk

® What causes?
® Immediate causes — vulnerabilities themselves
® Developers and operators
® Organizational structure, development process, supporting technology
® Increasing connectivity and complexity
® Legal and regulatory environment

® Asymmetric information in the software market



Guadalajara Chapter — House Rules
* Quarterly Meetings

* Local Mailing List

* Presentations & Groups

* Open forum for discussion

* Meet fellow InfoSec professionals

* Create (Web)AppSec awareness in
Guadalajara

* Local projects?



Guadalajara Chapter — House Rules
* Free & open to everyone

* No vendor pitches or $ales presentations
* Respect for different opinions
* No flaming (including M$ bashing)

e 1 CISSP CPE for each hour of OWASP
chapter meeting

* Sign Sheet & I'll e-mail scan: you claim CPE
credits



Subscribe mailing list

https://lists.owasp.org/mailman/listinfo/owasp-
guadalajara

Keep up to date!
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Want to support OWASP?

Become member, annual donation of:
* $50 Individual

* $5000 Corporate

enables the support of OWASP projects, mailing
lists, conferences, podcasts, grants and global
steering activities...
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2.Injection Flaws
(SQL Injection)

e SQL is a powerful language which allows us to work with Relational
Database Management Systems (RDBMS), offering a great reliability,
robustness, and flexibility that in turn could become a big security
hole.

e What Is SQL Injection?

The ability to inject SQL commands into the database engine through
an existing application.



2. SQL Injection - Example




2. SQL Injection - Practice




