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about me

• CTO @CCSIR
• Developer PHP/Node.js/Python
• Security researcher
• Other fun stuff



what?

• Finding process's memory maps
• Dumping memory to file
• Read!
• Applicability
• Conclusions & solutions



maps



man proc

• proc - process information pseudo-file system
• /proc/[pid] - numerical subdirectory for each 

running process
• /proc/[pid]/maps – a file containing mapped 

memory regions
• /proc/[pid]/mem - this file can be used to 

access the pages of a process's memory



maps

% cat /proc/$(pidof cat)/maps
08048000-08053000 r-xp 00000000 fc:01 3014797    /bin/cat
08053000-08054000 r--p 0000a000 fc:01 3014797    /bin/cat
08054000-08055000 rw-p 0000b000 fc:01 3014797    /bin/cat
0809e000-080bf000 rw-p 00000000 00:00 0          [heap]
b737e000-b757e000 r--p 00000000 fc:01 3282521    /usr/lib/locale/locale-archive
b757e000-b757f000 rw-p 00000000 00:00 0 
b757f000-b7722000 r-xp 00000000 fc:01 1048752    /lib/i386-linux-gnu/libc-2.15.so
b7722000-b7724000 r--p 001a3000 fc:01 1048752    /lib/i386-linux-gnu/libc-2.15.so
b7724000-b7725000 rw-p 001a5000 fc:01 1048752    /lib/i386-linux-gnu/libc-2.15.so
b7725000-b7728000 rw-p 00000000 00:00 0 
b773c000-b773e000 rw-p 00000000 00:00 0 
b773e000-b773f000 r-xp 00000000 00:00 0          [vdso]
b773f000-b775f000 r-xp 00000000 fc:01 1048768    /lib/i386-linux-gnu/ld-2.15.so
b775f000-b7760000 r--p 0001f000 fc:01 1048768    /lib/i386-linux-gnu/ld-2.15.so
b7760000-b7761000 rw-p 00020000 fc:01 1048768    /lib/i386-linux-gnu/ld-2.15.so
bf986000-bf9a7000 rw-p 00000000 00:00 0          [stack]



maps

% cat /proc/$(pidof cat)/maps
08048000-08053000 r-xp 00000000 fc:01 3014797    /bin/cat
08053000-08054000 r--p 0000a000 fc:01 3014797    /bin/cat
08054000-08055000 rw-p 0000b000 fc:01 3014797    /bin/cat
0809e000-080bf000 rw-p 00000000 00:00 0          [heap]
b737e000-b757e000 r--p 00000000 fc:01 3282521    /usr/lib/locale/locale-archive
b757e000-b757f000 rw-p 00000000 00:00 0 
b757f000-b7722000 r-xp 00000000 fc:01 1048752    /lib/i386-linux-gnu/libc-2.15.so
b7722000-b7724000 r--p 001a3000 fc:01 1048752    /lib/i386-linux-gnu/libc-2.15.so
b7724000-b7725000 rw-p 001a5000 fc:01 1048752    /lib/i386-linux-gnu/libc-2.15.so
b7725000-b7728000 rw-p 00000000 00:00 0 
b773c000-b773e000 rw-p 00000000 00:00 0 
b773e000-b773f000 r-xp 00000000 00:00 0          [vdso]
b773f000-b775f000 r-xp 00000000 fc:01 1048768    /lib/i386-linux-gnu/ld-2.15.so
b775f000-b7760000 r--p 0001f000 fc:01 1048768    /lib/i386-linux-gnu/ld-2.15.so
b7760000-b7761000 rw-p 00020000 fc:01 1048768    /lib/i386-linux-gnu/ld-2.15.so
bf986000-bf9a7000 rw-p 00000000 00:00 0          [stack]

address space



maps

% cat /proc/$(pidof cat)/maps
08048000-08053000 r-xp 00000000 fc:01 3014797    /bin/cat
08053000-08054000 r--p 0000a000 fc:01 3014797    /bin/cat
08054000-08055000 rw-p 0000b000 fc:01 3014797    /bin/cat
0809e000-080bf000 rw-p 00000000 00:00 0          [heap]
b737e000-b757e000 r--p 00000000 fc:01 3282521    /usr/lib/locale/locale-archive
b757e000-b757f000 rw-p 00000000 00:00 0 
b757f000-b7722000 r-xp 00000000 fc:01 1048752    /lib/i386-linux-gnu/libc-2.15.so
b7722000-b7724000 r--p 001a3000 fc:01 1048752    /lib/i386-linux-gnu/libc-2.15.so
b7724000-b7725000 rw-p 001a5000 fc:01 1048752    /lib/i386-linux-gnu/libc-2.15.so
b7725000-b7728000 rw-p 00000000 00:00 0 
b773c000-b773e000 rw-p 00000000 00:00 0 
b773e000-b773f000 r-xp 00000000 00:00 0          [vdso]
b773f000-b775f000 r-xp 00000000 fc:01 1048768    /lib/i386-linux-gnu/ld-2.15.so
b775f000-b7760000 r--p 0001f000 fc:01 1048768    /lib/i386-linux-gnu/ld-2.15.so
b7760000-b7761000 rw-p 00020000 fc:01 1048768    /lib/i386-linux-gnu/ld-2.15.so
bf986000-bf9a7000 rw-p 00000000 00:00 0          [stack]

permissions



maps

% cat /proc/$(pidof cat)/maps
08048000-08053000 r-xp 00000000 fc:01 3014797    /bin/cat
08053000-08054000 r--p 0000a000 fc:01 3014797    /bin/cat
08054000-08055000 rw-p 0000b000 fc:01 3014797    /bin/cat
0809e000-080bf000 rw-p 00000000 00:00 0          [heap]
b737e000-b757e000 r--p 00000000 fc:01 3282521    /usr/lib/locale/locale-archive
b757e000-b757f000 rw-p 00000000 00:00 0 
b757f000-b7722000 r-xp 00000000 fc:01 1048752    /lib/i386-linux-gnu/libc-2.15.so
b7722000-b7724000 r--p 001a3000 fc:01 1048752    /lib/i386-linux-gnu/libc-2.15.so
b7724000-b7725000 rw-p 001a5000 fc:01 1048752    /lib/i386-linux-gnu/libc-2.15.so
b7725000-b7728000 rw-p 00000000 00:00 0 
b773c000-b773e000 rw-p 00000000 00:00 0 
b773e000-b773f000 r-xp 00000000 00:00 0          [vdso]
b773f000-b775f000 r-xp 00000000 fc:01 1048768    /lib/i386-linux-gnu/ld-2.15.so
b775f000-b7760000 r--p 0001f000 fc:01 1048768    /lib/i386-linux-gnu/ld-2.15.so
b7760000-b7761000 rw-p 00020000 fc:01 1048768    /lib/i386-linux-gnu/ld-2.15.so
bf986000-bf9a7000 rw-p 00000000 00:00 0          [stack]

offset



maps

% cat /proc/$(pidof cat)/maps
08048000-08053000 r-xp 00000000 fc:01 3014797    /bin/cat
08053000-08054000 r--p 0000a000 fc:01 3014797    /bin/cat
08054000-08055000 rw-p 0000b000 fc:01 3014797    /bin/cat
0809e000-080bf000 rw-p 00000000 00:00 0          [heap]
b737e000-b757e000 r--p 00000000 fc:01 3282521    /usr/lib/locale/locale-archive
b757e000-b757f000 rw-p 00000000 00:00 0 
b757f000-b7722000 r-xp 00000000 fc:01 1048752    /lib/i386-linux-gnu/libc-2.15.so
b7722000-b7724000 r--p 001a3000 fc:01 1048752    /lib/i386-linux-gnu/libc-2.15.so
b7724000-b7725000 rw-p 001a5000 fc:01 1048752    /lib/i386-linux-gnu/libc-2.15.so
b7725000-b7728000 rw-p 00000000 00:00 0 
b773c000-b773e000 rw-p 00000000 00:00 0 
b773e000-b773f000 r-xp 00000000 00:00 0          [vdso]
b773f000-b775f000 r-xp 00000000 fc:01 1048768    /lib/i386-linux-gnu/ld-2.15.so
b775f000-b7760000 r--p 0001f000 fc:01 1048768    /lib/i386-linux-gnu/ld-2.15.so
b7760000-b7761000 rw-p 00020000 fc:01 1048768    /lib/i386-linux-gnu/ld-2.15.so
bf986000-bf9a7000 rw-p 00000000 00:00 0          [stack]

device (major:minor)



maps

% cat /proc/$(pidof cat)/maps
08048000-08053000 r-xp 00000000 fc:01 3014797    /bin/cat
08053000-08054000 r--p 0000a000 fc:01 3014797    /bin/cat
08054000-08055000 rw-p 0000b000 fc:01 3014797    /bin/cat
0809e000-080bf000 rw-p 00000000 00:00 0          [heap]
b737e000-b757e000 r--p 00000000 fc:01 3282521    /usr/lib/locale/locale-archive
b757e000-b757f000 rw-p 00000000 00:00 0 
b757f000-b7722000 r-xp 00000000 fc:01 1048752    /lib/i386-linux-gnu/libc-2.15.so
b7722000-b7724000 r--p 001a3000 fc:01 1048752    /lib/i386-linux-gnu/libc-2.15.so
b7724000-b7725000 rw-p 001a5000 fc:01 1048752    /lib/i386-linux-gnu/libc-2.15.so
b7725000-b7728000 rw-p 00000000 00:00 0 
b773c000-b773e000 rw-p 00000000 00:00 0 
b773e000-b773f000 r-xp 00000000 00:00 0          [vdso]
b773f000-b775f000 r-xp 00000000 fc:01 1048768    /lib/i386-linux-gnu/ld-2.15.so
b775f000-b7760000 r--p 0001f000 fc:01 1048768    /lib/i386-linux-gnu/ld-2.15.so
b7760000-b7761000 rw-p 00020000 fc:01 1048768    /lib/i386-linux-gnu/ld-2.15.so
bf986000-bf9a7000 rw-p 00000000 00:00 0          [stack]

inode



maps

% cat /proc/$(pidof cat)/maps
08048000-08053000 r-xp 00000000 fc:01 3014797    /bin/cat
08053000-08054000 r--p 0000a000 fc:01 3014797    /bin/cat
08054000-08055000 rw-p 0000b000 fc:01 3014797    /bin/cat
0809e000-080bf000 rw-p 00000000 00:00 0          [heap]
b737e000-b757e000 r--p 00000000 fc:01 3282521    /usr/lib/locale/locale-archive
b757e000-b757f000 rw-p 00000000 00:00 0 
b757f000-b7722000 r-xp 00000000 fc:01 1048752    /lib/i386-linux-gnu/libc-2.15.so
b7722000-b7724000 r--p 001a3000 fc:01 1048752    /lib/i386-linux-gnu/libc-2.15.so
b7724000-b7725000 rw-p 001a5000 fc:01 1048752    /lib/i386-linux-gnu/libc-2.15.so
b7725000-b7728000 rw-p 00000000 00:00 0 
b773c000-b773e000 rw-p 00000000 00:00 0 
b773e000-b773f000 r-xp 00000000 00:00 0          [vdso]
b773f000-b775f000 r-xp 00000000 fc:01 1048768    /lib/i386-linux-gnu/ld-2.15.so
b775f000-b7760000 r--p 0001f000 fc:01 1048768    /lib/i386-linux-gnu/ld-2.15.so
b7760000-b7761000 rw-p 00020000 fc:01 1048768    /lib/i386-linux-gnu/ld-2.15.so
bf986000-bf9a7000 rw-p 00000000 00:00 0          [stack]

pathname



tools



memutil.py



readmem.c



sniff sniff



man process



firefox



firefox



firefox



works on nginx



no defence?

• Hard passwords won't help you
• HTTPS won't help you
• The attacker doesn't care about salted and 

encrypted data in the database



no defence?

• Encrypted memory?
• Sandboxed processes and per process encryption?
• Other SF stuff?



solutions



solutions

• Rkhunter, chkrootkit, Zeppoo, clamav
• Install updates regularly [os+software]
• WAF, IDS, IPS, other 3-letters abbreviations
• Log analysis!



security

GO FIND A CAVE!!!



thanks!

Questions?
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