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Aboutme

FlorianStahl
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(University of Regensburg, Germany)
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A CIPT, CISSP, CCSK

Working with information security & privacy for more than 8 years:

A Security & Privacy Consultant at Ernst & Young
A Lead Consultant Information Security, msg systems in Munich
A Project Lead OWASP Top 10 Privacy Risks Project

Goal: Interdisciplinary and holistic understanding of information security
and privacy in organizations

Hobbies:
A Wife andson

A Travelling, mountain biking, snowboarding
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ForgetaboutlawsX

X ¢S REALYPRIVA@Yweb applications

A Currently many web applications contain privacy risks

A Anyway, they are compliant to privacy and data protection laws
because

I They are hosted in countries with poor privacy laws
I Main focus on compliance, not on rdde risks for personal information

A No existing guidelines or statistical data about privacy risks in web
applications

A Foundation of the OWASP Top 10 Privacy Risks Project in early 20
A Nearly 100 privacy and security experts participated
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Project Goal

A Identify the most important technical and organizational
privacy risks for webpplications

A Independent from local laws based on OECD Privacy
Principles

A Focus on redife risks for

I User (data subject)
I Provider (data owner)

A Help developers, business architects and legal to reach ¢
common understanding of web application privacy

A Provide transparency about privacy risks
A Not in scope: Selfrotection for users
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OWASP

Open Web Application Security Project
A Community dedicated for web application security
A Open source and neprofit organization

A Createdreely-availablearticles methodologies
documentation tools, andtechnologies

A Knownfor its Top 10 Securitgisklist (establishedstandard
andother projects

A Providesplatform for the Top 10 PrivaciRiskgroject
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Memberof IPEN

Internet Privacy Engineering Network
A Founded in 2014 by EU Data Protection Supervisteas! of Policy

A Goal to bring together privacy experts with developers
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Model Creation OECD Privacy Principles

|dentifying Violations

Rating of Violation Investigation of
Impact Frequency of Occurence

Rated List of Privacy
Risks

Evolve Counter-
Measures

Evolve Best Practices

Security Project
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ProjectMethod (2/3)

Surveyto evaluatefrequencyof occurence

A 63 privacyand securityexpertsparticipated
A Rated20 privacyviolationsfor their frequencyin websites
A Example Sharingf datawith third party (averagel.8)

100%
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40%
20%

0%

Up to one out of four web applications. (0-25%)
Up to every second web application. (26-50%) \ rJ ' J r‘." (- rJ
Up to three out of four web applications. (51-75%) g : ) '
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Maore than three out of four web applications. (76-100%) A
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Protection Criteria for the assessment of protection demand
demand Application operator perspective Data subject perspective
Impact on Financial loss | Social standing, | Financial well Personal
reputation and repuftation being freedom
brand value
Low—1 The mmpact of any loss or damage 1s limited and calculable.
Medium — 2 The mmpact of any loss or damage is considerable.
High -3 The mmpact of any loss or damage 1s devastating.
V14 Impact on Financial Social Financial Personal Average
operator's loss for standing wellbeing of freedom of
reputation operator S data subject | data subject
anld brand reputation of
valle data subject
Sharing of | 2 1 2 2 3 2
data with
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Privacy Risks: How would you rate

Nontransparent Policies, Terms and Conditions
InsufficientData BreacliResponse

Outdated personal data

Sharing of data with third party
OperatorsidedDataleakage

Missing or Insufficient Session Expiration
InsufficientDeletion of personallata

S @ "0 a0 oW

Insecure Data Transfer
Collectionof data not required for the primargurpose

Web ApplicationVulnerabilities
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Results: Top 10 Privacy Risks

P1
P2
P3
P4
P5
P6
P7
P8
P9

Web ApplicatiorVulnerabilities

OperatorsidedDatal eakage

Insufficient Data BreadResponse

Insufficient Deletion of persondiata

Nontransparent Policies, Terms af@unditions
Collection of data not required for the primapyrpose
Sharing of data with thirgarty

Outdated personatlata

Missing or Insufficient Sessi@xpiration

P10 Insecure Data Transfer
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Title

Frequency |Impact

F1 |Web Application Vulnerabilities

Operator-sided Data Leakage

P3 |Insufficient Data Breach Response

Insufficient Deletion of Personal
Data

P4

MNon-transparent Policies, Terms
and Conditions

Collection of data not required for
the primary purpose

Sharing of Data with Third Party

E Outdated personal data

Missing or insufficient Session
Expiration

P10 Insecure Data Transfer

SnEnEsn naNEEn

No. |Title Frequency

P1 Web Application Yulnerabilities 19 23 532
P2 Operator-sided Data Leakage 17 28 476
P3 Insufficient Data Breach Response 16 26 4.16
P4 Insufficient Deletion of personal data 2.3 1.8 414
P5 Mon-transparent Policies, Terms and Conditions 22 18 3.96
Pa Collection of data not required for the user-consented purpose 21 18 3738
PT Sharing of data with third party 18 2 36
P& Qutdated personal data 16 22 3.52
P9 Missing or insufficient Session Expiration 14 24 3.36
P10 |Insecure Data Transfer 1.3 24 312
P11 |Inappropriate Policies, Terms and Conditions 17 18 3.06
P12 | Transfer or processing through third party 16 18 2.88
P13 |Inability of users to medify data 13 22 2.86
P14 | Collection without consent 2 1.4 28
P15 | Collection of incarract data 1 24 24
P16 | Misleading content 13 18 2.34
P17 |Problems with getting consent 16 14 224
P18 |Unrelated use 1.7 1.2 2.04
P19 |Data Aggregation and Profiling 14 14 1.96
P20 |Form field design issues 12 06 0.72
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P2: OperatossidedDataleakage

Internal procedures or staff are often a reason for data leakage

A Poor accesmanagement
A Lack of awareness
A Unnecessary copies of personal data

A Weakanonymizatiorof personal data:

i C2NJ Lldzoft AaKAYy3d 2NJ dzaAy3d AYyaiARSsS
anonymizedRF G F2NJ YI N] SGAYy 3 LIzNLIZ &

I Anonymizatiorcan go wronge.g. AOlsearch datdeak
I Location data, browsing behavior or device configuration can be used
to identify people
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P5: NonrtransparentPolicies Terms & onditions

A PrivacyPolicies Terms & onditionsare not
(& “I have read and

up-to-date, inaccurate incompleteor hardto agree to the terms

fl n d and conditions”

Is the Biggest Lie
on the web.

A Dataprocessings not explainedsufficiently

\
A Conditionsaretoo longandusersdo notread \‘-‘
them

| confessed
BiggestLie.com
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§ ALACK OF TRANSPARENCY: REsuusfm
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P7: Sharingf Datawith 3rd Party

Third Parties: Adap.tv

AdForm
i Adif
A Advertisers Ry

Adnologies
Adroit Digital Solutions

A Subcontractors e
AdScale

A Video integration oo
AppNexus

A MapS Audience Science

BidSwitch
Casale Media

A Social networks ChanBeat

Cnteo

cXense

) Datalogix
Problems: D
DoubleClick

A Data is transferred or sold to third parties |IEGEE

, Z z v A o | Facebook Connect
@A UK2Z2dzi dza SNXRa | VY 2 ¢ EstarEy
Facebook Social Plugins
Google AdWords Conversion
A Complete loss of control Google Analytics
Google Tag Manager
_ Google+ Platform
Picturesource Ghostery Improve Digital
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