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Forget about lawsΧ 

Χ ǿŜ ǿŀƴǘ REAL PRIVACY in web applications 
 

Å Currently many web applications contain privacy risks 

Å Anyway, they are compliant to privacy and data protection laws 
because 

ï They are hosted in countries with poor privacy laws 

ïMain focus on compliance, not on real-life risks for personal information 

Å No existing guidelines or statistical data about privacy risks in web 
applications 

Å Foundation of the OWASP Top 10 Privacy Risks Project in early 2014 

Å Nearly 100 privacy and security experts participated 
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Project Goal 

ÅIdentify the most important technical and organizational 
privacy risks for web applications 

ÅIndependent from local laws based on OECD Privacy 
Principles   

ÅFocus on real-life risks for 

ïUser (data subject) 

ïProvider (data owner) 

ÅHelp developers, business architects and legal to reach a 
common understanding of web application privacy 

ÅProvide transparency about privacy risks 

ÅNot in scope: Self-protection for users 
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OWASP 
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Open Web Application Security Project 

ÅCommunity dedicated for web application security 

ÅOpen source and non-profit organization 

ÅCreates freely-available articles, methodologies, 
documentation, tools, and technologies 

ÅKnown for its Top 10 Security risk list (established standard) 
and other projects 

ÅProvides platform for the Top 10 Privacy Risks project 
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Member of IPEN 

Internet Privacy Engineering Network 

Å Founded in 2014 by EU Data Protection Supervisor's Head of Policy 

Å Goal to bring together privacy experts with developers 
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Project Method (1/3) 
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Project Method (2/3) 
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Survey to evaluate frequency of occurence 
Å63 privacy and security experts participated 

ÅRated 20 privacy violations for their frequency in web sites 

ÅExample: Sharing of data with third party (average 1.8) 
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Project Method (3/3) 
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Impact rating 

 

 

 
 

Example 



Privacy Risks: How would you rate? 

a. Non-transparent Policies, Terms and Conditions 

b. Insufficient Data Breach Response 

c. Outdated personal data 

d. Sharing of data with third party 

e. Operator-sided Data Leakage 

f. Missing or Insufficient Session Expiration 

g. Insufficient Deletion of personal data 

h. Insecure Data Transfer 

i. Collection of data not required for the primary purpose 

j. Web Application Vulnerabilities 
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Results: Top 10 Privacy Risks 

P1    Web Application Vulnerabilities 

P2    Operator-sided Data Leakage 

P3    Insufficient Data Breach Response 

P4    Insufficient Deletion of personal data 

P5    Non-transparent Policies, Terms and Conditions 

P6    Collection of data not required for the primary purpose 

P7    Sharing of data with third party 

P8    Outdated personal data 

P9    Missing or Insufficient Session Expiration 

P10  Insecure Data Transfer 
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Results in detail 
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P2: Operator-sided Data Leakage 

Top 10 Privacy Risks Project 

Sponsored by 

Internal procedures or staff are often a reason for data leakage 

ÅPoor access management 

ÅLack of awareness 

ÅUnnecessary copies of personal data 

ÅWeak anonymization of personal data:  
ïCƻǊ ǇǳōƭƛǎƘƛƴƎ ƻǊ ǳǎƛƴƎ ƛƴǎƛŘŜ ǘƘŜ ŎƻƳǇŀƴȅΥ ŜΦƎΦ ά²Ŝ ŀǊŜ ǳǎƛƴƎ 

anonymized Řŀǘŀ ŦƻǊ ƳŀǊƪŜǘƛƴƎ ǇǳǊǇƻǎŜǎΦέ 

ïAnonymization can go wrong: e.g. AOL search data leak 

ïLocation data, browsing behavior or device configuration can be used 
to identify people  

 



P5: Non-transparent Policies, Terms & Conditions 
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ÅPrivacy Policies, Terms & Conditions are not 
up-to-date, inaccurate, incomplete or hard to 
find  

ÅData processing is not explained sufficiently 

ÅConditions are too long and users do not read 
them 
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P7: Sharing of Data with 3rd Party 

Third Parties: 

ÅAdvertisers 

ÅSubcontractors 

ÅVideo integration 

ÅMaps 

ÅSocial networks 

Problems: 

ÅData is transferred or sold to third parties 
ǿƛǘƘƻǳǘ ǳǎŜǊΩǎ ƪƴƻǿƭŜŘƎŜ ŀƴŘ ŎƻƴǎŜƴǘ 

ÅComplete loss of control 
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