
WebGoat & WebScarab

“What is computer security for $1000 

Alex?”



Install WebGoat

• 10 Download from Google Code

• 20 Unzip the folder to where ever you want

• 30 Click on WebGoat.bat

• 40 Goto http://localhost/webgoat/attack• 40 Goto http://localhost/webgoat/attack

• 50 caveat – The URL IS case sensitive. The 

instructions tell you to capitalize Web and 

Goat. If you get a 404 error then make it all 

lowercase. 



WebScarab

• What is a proxy?

• Download & install Java JRE

• Download WebScarab.jar

• Configure WebScarab• Configure WebScarab

– Full Featured Interface

– WebScarab defaults to using port 8008 on 

localhost



Configure Firefox

1. Select Tools - Options



Advanced -> Network -> Settings



Manual Proxy Config

127.0.0.1 Port 8008



Now for WebScarab

• Now that Firefox is configured, open 

WebScarab since Firefox is pointing to the 

proxy now.

• If WebScarab is not open Firefox will return an • If WebScarab is not open Firefox will return an 

error saying that the proxy is refusing 

connections.



Wifi Access for demo

SSID: FBI Surveillance Van #42



OWASP Stored XSS Definition

Stored attacks are those where the injected 

code is permanently stored on the target 

servers, such as in a database, in a message 

forum, visitor log, comment field, etc. The victim forum, visitor log, comment field, etc. The victim 

then retrieves the malicious script from the 

server when it requests the stored information.



Stored XSS – Stage 1



Log in as Tom



Inject XSS

• View & Edit the profile for 
Tom

• Select the Address field• Select the Address field

• Paste 

<script>alert(0)</script>



Success!!



OWASP CSRF Definition

CSRF is an attack which forces an end user to 
execute unwanted actions on a web application in 
which he/she is currently authenticated. With a 
little help of social engineering (like sending a link 
via email/chat), an attacker may force the users of a 
web application to execute actions of the attacker's 
via email/chat), an attacker may force the users of a 
web application to execute actions of the attacker's 
choosing. A successful CSRF exploit can compromise 
end user data and operation in case of normal user. 
If the targeted end user is the administrator 
account, this can compromise the entire web 
application.



CSRF



Solution?

<IMG 

SRC=“attack?Screen=97&SRC=“attack?Screen=97&

menu=410&transferFund

s=4000” width=“1” 

height=“1”>



Success



OWASP SQL Injection definition

A SQL injection attack consists of insertion or "injection" 
of a SQL query via the input data from the client to the 
application. A successful SQL injection exploit can read 
sensitive data from the database, modify database data 
(Insert/Update/Delete), execute administration 
operations on the database (such as shutdown the operations on the database (such as shutdown the 
DBMS), recover the content of a given file present on the 
DBMS file system and in some cases issue commands to 
the operating system. SQL injection attacks are a type 
of injection attack, in which SQL commands are injected 
into data-plane input in order to effect the execution of 
predefined SQL commands.



SQL Injection



Answer!

• Type in Smith

• Smith' OR '1'='1

• Smith' OR 'a'='a

• Try different combinations to see what comes • Try different combinations to see what comes 

out of the SQL query





OWASP Command Injection Definition

The purpose of the command injection attack is to 
inject and execute commands specified by the 
attacker in the vulnerable application. In situation 
like this, the application, which executes unwanted 
system commands, is like a pseudo system shell, 
and the attacker may use it as any authorized 
system commands, is like a pseudo system shell, 
and the attacker may use it as any authorized 
system user. However, commands are executed 
with the same privileges and environment as the 
application has. Command injection attacks are 
possible in most cases because of lack of correct 
input data validation, which can be manipulated by 
the attacker (forms, cookies, HTTP headers etc.).



Command Injection



Answer!

• Setup WebScarab to “Intercept 

Requests”

• Click on view for any lesson plan• Click on view for any lesson plan



Step 1, 2

• Notice the line that contains the POST data 

(HelpFile=……)



• The command you are going to execute in 

addition to the one the system runs is:

" & Ping 192.168.1.100

• This needs to be inserted before the last 

“&Submit” in the POST data. Only the data 

before Submit gets processed.



What went wrong?!

• Spaces can cause problems when submitting 

data to the server. 

• How do we resolve that issue?

• Encoding!! YAY! ☺• Encoding!! YAY! ☺





Let’s Encode





Finish

• Copy & paste %22+%26+Ping+192.168.1.100 

into the spot just before &Submit and try 

again.

• Note: If the characters are not %22 or %26 • Note: If the characters are not %22 or %26 

you may have typed the string into an editor 

that helpfully auto-formats characters for you. 

Try using Notepad instead to see if that fixes 

the issue.



Success!



Questions

pand0ra.usa@gmail.com


