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OWASP Attack Category:Command Injection

a OWASP

The Open Web Application Security Project

The Open Web Application Security Project (OWASP) is a worldwide free and open community focused

on improving the security of application software. Our mission is to make application security "visible,”

so0 that people and organizations can make informed decisions about application security nisks. Every-
one is free to participate in OWASP and all of our materials are available under a free and open software
license. The OWASP Foundation is a 501¢c3 not-for-profit charitable organization that ensures the ongoing
availability and support for our work.
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#include <stdio.h>
#include <unistd.h>

int main(int argc, char **argv) {
char cat[] = "cat ";

char *command;

size_t commandLength;

commandLength = strlen(cat) + strlen(argv[1]) + 1;
command = (char *) malloc (commandLength) ;
strncpy (command, cat, commandLength);

strncat (command, argv[l], (commandLength - strlen(cat)) );

system (command) ;

return (0);
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$ .JcatWrapper Story.txt

When last we left our heroes...
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$ ./catWrapper "Story.txt; 1s"

When last we left our heroes...

Story.txt doubFree.c nullpointer.c

unstosig.c WWW* a.out*®

format.c strlen.c useFree*

catWrapper* misnull.c strlength.c useFree.c
commandinjection.c  nodefault.c trunc.c writeWhatWhere.c
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int main(char*argc, char** argv) {
char cmd[CMD_MAX] = "/usr/bin/cat ";

strcat (cmd, argv[1l]);

system(cmd) ;
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char* home=getenv ("APPHOME") ;
char* cmd=(char*)malloc(strlen (home)+strlen (INITCMD)) ;
if (cmd) {

strcpy (cmd, home) ;

strcat (cmd, INITCMD) ;

execl (cmd, NULL);
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system("cd /varlyp && make &> /dev/null"),
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#include <stdlib.h>
#include <stdio.h>
#include <string.h>
int main(int argc, char **argv)

{

char command[256];

if (argc != 2) {
printf ("Error: Please enter a program to time!\n");

return -1;

memset (&command, 0, sizeof (command));

strcat (command, "time ./");

strcat (command, argvi[l]);

system (command) ;

return O;
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<?php

print ("Please specify the name of the file to delete");
print ("<p>") ;
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Sfile=$ GET['filename'];
system ("rm S$file");
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Please specify the name of the file to delete
uid=33 (www-data) gid=33 (www-data) groups=33 (www-data)
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CWE-77: Command Injection®
CWE-78: OS Command Injection®

http://blog.php-security.org/archives/76-Holes-in-most-preg_match-filters.htmle
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