OWASP Hal§ Day

"Web Security in a Mobile World"
Rome - 23rd November 2012

Grazie alla collaborazione con i Master in Sicurezza Informatica del Dipartimento di Informatica -
Universita "La Sapienza", il 23 Novembre si terra a Roma I'OWASP Day 2012.

Master in Gestione
Master in Sicurezz

Master in Governan

Agenda
9:00 Registration

9:30 “Welcome and opening of the works”
Prof. L.Mancini - Director of the Master in Information Security, Universita "La Sapienza" Rome.

9:45 “Introduction to the OWASP Day 2012”
Matteo Meucci - OWASP-Italy Chair

10:00 "My web site has been breached and my customer's data have been published online, what | can do
next?" Marco Morana - CISO Citigroup

10:30 "Attackers, lies and you"
Vincenzo lozzo - Director of vulnerability intelligence at Trail Of Bits Inc

11:00 “SPARQL Injection - attacking the triple store”
Simone Onofri — Consultant, Techub SpA, Luca Napolitano — Freelance

11:30 “Android and mobile security: client side, server side, privacy (do android malware writers dream of
electric sheep?) Igor Falcomata — CTO, Enforcer srl

12:00 "La convergenza tra OWASP ed (ISC)2: connubio tra approccio empirico e sistematico”
Paolo Ottolino, Claudio Sasso — Board (ISC)2 Italy Chapter

12:15 ISACA Roma: “Strumenti per la Governance IT"
Prof. C. Cilli - Presidente ISACA Roma

12:30 CSA ltaly: “Portabilita, interoperabilita e sicurezza applicativa nel cloud”
Matteo Cavallini - CSA Italy chapter, Vice President

12:45 IsecLab: “Cutting-edge research in system security”
Marco Balduzzi, Ph.D., Sr. Security Researcher

13:15 Secure Banking Expert Community: “Unire forze e competenze tecniche per arginare il crimine
(sempre piu) organizzato” Claudio Santacesaria
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Key Speakers

Marco Morana — Responsible for security risk and
architecture governance of global application programs
in Citigroup Institutional Clients Group (ICG) EMEA

"My web site has been breached and
my customer's data have been
published online, what | can do
next?". In this talk, Marco Morana,
b will show an example of data breach
and the business impact on a
Company. Marco will discuss the importance of adopting
the OWASP Guide for CISO that could be useful to
mitigate the next impacts by adopting a strategic
approach to application security. This approach is
focused on risk management, IS governance and
software security assurance.

Marco Morana with more than 16 years of professional
experience in application security (6 years of it in the
financial sector) in diverse professional roles such as
technology officer, program manager, business partner
and company founder, team leader, security architect,
security consultant, software contractor and engineer.

Vincenzo lozzo — Director of vulnerability intelligence
at Trail Of Bits Inc

This talk will analyze recent trends in

the mobile threats landscape, suggest
N effective strategies to mitigate these
issues and try to gauge what the
future looks like for companies and
organizations seeking to protect
themselves. Specifically the talk will
highlight how mobile poses a totally different set of
problems that have very little similarities with desktops
and why the security community at large has to make a
mindset shift to handle them. Finally assisted by data
collected in the past few years we will discuss future
trends and threats.

Vincenzo lozzo leads the collection and analysis of
vulnerability intelligence at Trail of Bits. Vincenzo serves
as a committee member on the Black Hat Review Board
and is a co-author of the "iOS Hacker's

Handbook" (Wiley, 2012). He is perhaps best known for
his participation in Pwn20wn, where he co-wrote the
exploits for BlackBerryOS and iOS that won the contest
in 2010 and 2011 and where he co-wrote exploits for
Firefox, Internet Explorer, and Safari that placed second
in 2012.

Perche partecipare?

L’OWASP Day rappresenta un punto di riferimento
inportante per rimanere aggiornati sulle tematiche di
Sicurezza del Software.

Speaker d'eccezione tratteranno le nuove tematiche di
Web Application Security per una delle piu rinomate e
attese conferenze di Information Security sul territorio
nazionale.

In questa occasione ClO, CTO, CISO, Auditor,
Responsabili IT, Security Manager e responsabili della
Security Governance avranno I'occasione di aggiornarsi
sull’evoluzione della sicurezza applicativa e sulle nuove
iniziative di Software Security presenti nel panorama
internazionale.

Non sentirete parlare di prodotti, di aziende ma di
approdondimenti tecnici e manageriali legati al mondo
della Application Security.

Gli speaker sono stati valutati dall’OWASP Italy Board,
garantendo un alto livello dei talk.

Partecipare allOWASP Day € un modo per conoscere le
iniziative di OWASP, avere un’anteprima delle principali
novita in tema di sicurezza del software, incontrare i
maggiori esperti in questo settore.

Sito dell’evento:
https://www.owasp.org/index.php?
title=Italy_OWASP_Day 2012

Location:

La Conferenza si terra presso I’'Universita di Roma "La
Sapienza"

Aula Odeion - Museo dell'Arte Classica, Facolta di Lettere
- Piazzale Aldo Moro, 5 - Roma

Per partecipare all’evento gratuito & necessario inviare

una e-mail a:

owasp-italy@owasp.org

Specificando:

° Nome, Coghome
° Azienda, Ruolo
° E-mail


mailto:owasp-italy@owasp.org?subject=OWASP-Italy%20Day%202012%20Subscription

