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Gathering &
Manipulating
Data

Web '

Vandalism

Cyber '

Espionage

Disruption of
Service

Attack Critical
Infrastructure

‘ Trojan, Viruses &
Worms
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e radware Targeting Different Layers

Large volume network flood attacks

Network scan

Intrusion
Port scan, SYN flood attack
OS Commanding

“‘Low & Slow” DoS attacks (e.g.Sockstress)

Application vulnerability, malware

High and slow Application DoS attacks

XSS, Brute force
SQL Injection, LDAP Injections

XML manipulations, Web Services Abuse
Leakage of Sensitive Data
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McAfee, 2007,
The Internet security report

Approximately 120

countries have been
developing ways to use

the Internet as a
WeapOn and target

financial markets, government
computer systems and utilities.
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Chinese Hacker Spies Behind Google Attack
Sitting on Endless Supply of Zero-Days

Pentagon Digs In on Cyberwar Front

Elite School Run by Air Force Trains Officers to Hunt Down
Hackers and Launch Electronic Attacks
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..: radware Web Apps are Easy to Exploit

 Whole system open to attack
e Can target different layers >

* Thousands of Web security
vulnerabilities

* Minimal attention to security
during development

* Traditional defences inadequate ’

All they need is a
browser
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o0 Thousands of Vulnerabilities Every

o': I'adwal'e Year

# of Vulnerabilities
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Minutes to Compromise, Months to

o0 e
.2°radware Discover
Seconds Hours Days Weeks
Initial Attack to Initial
Compromise o
10% 12% 2%
Initial Compromise to
: Data Exfiltration
8% 14% 25%
Initial Compromise 18]
to Discovery .
0% 0% 2% 13%
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® Trends for Web App Vulnerability
=*radware Types

70%
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30%
20%
10%

0%

Cross-Site Scripting (XSS) Cross-Site Request Forgery

% Finding Likely to Occur in Test
s
o
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Financials 8 Government B Industnal info. Tech Logistics
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.o: radware Web Site Defacements (before)
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;-'o radWaI'e Web Site Defacement (after)

City of Detroit Defacement — Jan 2010
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.0 radwal'e Data Security Breaches

InformationWeek

THE BUSINESS VALLUE OF TECHNOLOLY
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Online Dating Site Breached

Jan 31, 2011:

“Online dating Web site PlentyOfFish.com
has been hacked, exposing the personal
information and passwords associated
with almost 30 million accounts*




0::: radwal-e Top Web Attack Impacts

Croct Card Leakage
15 (1.85%)

B Account Takecrene
Oolasamand B Creoet Cord Loakage
116 (13.8%) B Dwts Lonn
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Monetary Loss B Dasclosure Ony
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B e
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* Source: webappsec.org
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‘o8 radware Lost Record Cost Rises
N[TWORKW
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The average total cost of a data breach rose
to $6.75 million in 2009
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Privacy Rights Clearinghouse

[~
| WhoWedw
- Chronology of Data Breaches
( e ) Security Breaches 2005 - Present
PRI Posted Cate: Aprd 20. 2084

Records of sensitive information
GrmpmmmEEeE s (CCN, SSN, etc.) were breached by
. , wwwe sesesn | hacking attempts only in the United

Breach Subtota States.

cr My dienlay

Breach T\,fpe“ HACK

The population of the
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0::: I'adwal'e Source of Breach

2%

M External
M Partner

M Internal
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.:2: I'adwal'e Mapping Security Protection Tools

DoS Protection

Behavioral Analysis Large volume network flood attacks
Network scan

IP Rep. -

WAEF -y Intrusion

Port scan, SYN flood attack
OS Commanding

“‘Low & Slow” DoS attacks (e.g.Sockstress)

Application vulnerability, malware

High and slow Application DoS attacks

XSS, Brute force
SQL Injection, LDAP Injections

XML manipulations, Web Services Abuse
Leakage of Sensitive Data
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Time to Fix (Days)
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Cost Effective, Time to Security

URGENT

CRITICAL

Source: WhiteHat Security
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Mapping Your Requirements -

.:gz I'adwal'e Essential




Mapping Your Requirements -

.::: I'adwal'e Advanced




.': radware Standard Web Application Protection

e Credit card number (CCN) / Social
Security (SSN)

e Regular Expression

e Evasions
e HTTP response splitting (HRS)

e Cross site scripting (XSS)
e SQL injection, LDAP injection, OS
commanding




.': radware Advanced Web Application Protection

e Buffer overflow (BO)
e Zero-day attacks

e Cross site request forgery
e Cookie poisoning, session hijacking

e Folder / file level access control
e White listing or black listing

e XML Validity and schema
enforcement

e Authentication
e User Tracking
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goals
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Smart Network. Smart Business.
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DoS Protection ‘

« Prevent all type of Reputation Engine
network DDoS attacks * Financial fraud

e NNWLOS protection
* Anti Trojan & Phishing

SME DME

IPS N OnDemand

* Prevent application SWIGH

vulnerability exploits

WAF * Prevent application

* Mitigating Web ‘\':4\\\\\ resource misuse
application threats Nt A

* Prevent zero-minute
and zero-day attacks

malware
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