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Bienvenue

» Agenda
— 12h00 Quverture

—12h15 CHVote 2.0 - Modele de sécurité
par: M. Christophe Vigouroux (Etat de Geneve)

—13h15 Fin
« Conference
» Apres I'événement:
— Nous suivre: mailing list / @owasp_geneva
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'« Campagne d'extorsion de mars 2019
* Prochain meeting: 3 septembre 2019
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[OWASP-Geneva] Hackers know password from your account. Password must be changed now.

owasp-geneva at lists.owasp.org owasp-geneva at lists. owasp.org_
Wed Feb 27 (08:25:47 UTC 2019

# Previous message: [OWASP-Geneva] Appel a présentations pour le meeting OWASP du 12 Mars
s Messages sorted by: [ date | [ thread | [ subject | [author ]

Hi!

As you may have noticed, I sent you an email from your account.
This means that I have full sccess to your account.

I've been watching you for a few months now.
The fact iz that you were infected with malware through an adult site that you visited.

If you are not familiar with this, I will explain.
Trojan Virus gives me full access and contrel over & computer or other device.
This means that I can see everything on your screen, turn on the camers and microphone, but you do not know about it.

I zlso have access to 31l your contacts and sll your correspondence.

Why your antivirus did not detect malware?
Answer: My malware uses the driver, I uwpdate its signatures every 4 hours so that your antivirus is silent.

I made a video showing how you satisfy yourself in the left half of the screen, and in the right half you see the video that you watched.
With one c¢lick of the mouse, I can send this video to all your emails and contacts on socisl networks.

I can also post access to all your e-mail correspondence and messengers that you use.

If you want to prevent this,
transfer the amount of %753 to my bitcoin sddress (if you do not know how to do this, write to Google: "Buy Bitcoin™).

My bitcoin address (BTC Wallet) is: 1GokySyMzh3XXBivxLU9tKCBMgibpznGio
After receiving the payment, I will delete the video and you will never hear me again.
I give you 48 hours to pay.

I have a notice reading this letter, and the timer will work when you see this letter.

Filing a complaint somewhere does not make sense because this emsil cannot be tracked like my bitcoin address.
I do not make any mistakes.

If I find that you have shared this message with someone else, the video will be immediately distributed.

Best regards!

* Previous message: [OWASP-Geneva] Appel a présentations pour le meeting OWASP du 12 Mars
s Mlessages sorted by: [ date ] [ thread | [ subject | [author ]

More information about the OWASP-Geneva mailing list
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C @ Notsecure | lists.owasp.org

[OWASP-Geneva] Security Alert. Your accounts was compromised. You need change password!

owasp-geneva at lists.owasp.org owasp-geneva at lists owasp.org_
Sat Mar 16 21:47:50 UTC 2019

s Previous message: [OWASP-Geneva] [retiring-mailman] UPDATE: The OWASP-Geneva mail list will be retired on March 22nd
s Next message: [OWASP-Geneva] [WARNING] The OWASP-Geneva mail list will be retired on March 22nd and no longer available
s Messages sorted by: [ date ] [ thread ] [ subject ] [author ]

Hello!

I have very bad news for you.
21/18/2018 - on this day I hacked your 05 and got full access to your account owasp-geneva at lists.owasp.org

So, you can change the password, yes... But my malware intercepts it every time.

How I made it:

In the software of the router, through which you went online, was a vulnerability.
I just hacked this router and placed my malicious code on it.

When you went online, my trojan was installed on the 05 of your device.

After that, I made a full dump of your disk (I have all your address book, history of viewing sites, all files, phone numbers and addresses of all your contacts).

A month sgo, I wanted to lock your device and ask for a not big amount of btc to unlock.
But I looked at the sites thst you regularly wisit, and I was shocked by what I saw!!!
I'm talk you about sites for adults.

I want to say - you are & BIG pervert. Your fantasy is shifted far awsy from the normal course

And I got an idea....

I made a screenshot of the adult sites where you have fun (do you understand what it is about, huh?).
After that, I made a screenshot of your joys (using the camera of your device) and glued them together.
Turned out amazing! You are so spectacular!

I'm know that you would not like to show these screenshots to your friends, relatives or colleagues.
I think $719 is & very, very =mall amount for my silence.
Besides, I have been spying on you for so long, having spent a lot of time!

Pay ONLY in Bitcoins!
My BTC wallet: 1H1KBMFLE]gjCCFDEKTImv3G]jD3XzEFGR

You do not know how to use bitcoins?
Enter a query in any search engine: "how to replenish btc wallet".
It's extremely easy

For this payment I give you two days (48 hours).
As zoon a5 this letter is opened, the timer will work.

After payment, my virus and dirty screenshots with your enjoys will be self-destruct automstically.
If I do not receive from you the specified amount, then your device will be locked, and all your contacts will receive & screenshots with your "enjoys™.

I hope you understand your situation.

- Do not try to find and destroy my virus! (All your data, files and screenshots is already uploaded to a remote server)
- Do not trv to contact me (this is not feasible., I sent vou an email from vour account)



Pay OMLY in Bitcoins!
My BTC wallet: 1HIKS8MFLElgjCCfDEKTImvEGIjD3XzEFGR
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Suivi des adresses

&« c 8@ Blockchain Luxembourg S.A [LU] | https://www.blockchain.com,

BLOCKCHAIN WALLET

IASH, TRANSACTION, ETC..

Bitcoin Address Addresses are identifiers which you use to send bitcoins to another person.

Summary Transactions
Address 1H1KSMILEJgjCCIDEKTJmvEGJ|DIXZEFGR No. Transactions 21 i}
Hash af9124e0f04b73ad6as79dag8deT Total Received 3.39355242 BTC dln
160

Final Balance 0BTC dln

Request Payment Donation Button

Transactions (oidest First)

ecd2814cf37ed6efG364648e685a4.

TH1KBMILEJgJCCIDEKTImvEGJD3XZEFGR by 347R4J5Pemmn3soPgptpM23BPuniBzALYH

b7119347db 17143174356

1JrvXmeSiMSXykzBUdg [ 1H1KBMILEJgjCCIDEKT Jmv9GJjD3XZEFGR

VIBCAB3zZ
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Filter=

2019-03-20 14:00:57

3.39262738 BTC

24 Confirmations -3.39355242 BTC

2019-03-20 01:13:39

011051275 BTC

0.11051275 BTC
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Suivi des adresses

& c & Blockchain Luxembourg S.A [LU] | https://www.blockchain.com/btc/address/1GoWySyMzh3XXE

BLOCKCHAIN WALLET DATA APl

Summary Tr t
Address ) 1 N 1 i
Hash 4 27c14eb322e9815  Total Received 4 59629921 BTC dln
160
0BTC oln
Request Paymen t Donation Button
Transactions (Oldest First)

5ec33adababfi723e14bd4a2366061e5c75aab721d31ead33a2f 2019-03-12 20:16:42

1GoWY5yMzh3XXBiYXLUStKCBMgibpznGio -, 3HTbacF2&fyYbLzDnsyRURTWYeVVTABNL 4.83425624 BTC

Statut au 4 juin 2019: compte vide.

Entrées totales: 4.59 btc > CHF36'346.- &=
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Prochain meeting: 3 septembre 2019

pS.//wWww.owasp.org

ps.//www.owasp.org/index.php/Geneva

@owasp_geneva
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