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Vulnerability Database

Arrmoaorize Yulnerability Database is a comprehensive library that allows wou to effectively
search webh application vulnerability and automatically illustrates wour search result in
real time.
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LIS (2007/3/16 T 4:20) @
'* File-access Injection add_comment.php 4 116 the expression fopen{$comments_file,"a+") was Found wulnerable.
* Cross-site scripting slideshow, php 2 a9 the expression print $the_url . "&phid=" . $phid_next was found
Yulner ability vulnerable,
* Cross-site scripking slideshow. php 2 a9 the expression print $inkerval was Found wulnerable.
Yulner ability
'* Cross-site scripting slideshow, php z 130 the expression prink $the_url , "&phid=" . $phid . "&paused=1" was
Wulner ability found wulnerable,
* Cross-site scripting slideshow, php 2 136 the expression print $the_url , "&phid=" , $phid_next was found
ulnerability vulnerable,
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Location: vapig-0.95btemplateidefautthanks_comment php
Lines of code: v

Parze Time: 2 miliseconds

Line # 10

Vulnerability Type

Crozs-site scripting Yulnerahbility

Vulnerable Expression

echo <<<THANKE <htmls <!-- thanks_comment BEGIN --> <head> <meta http-equiv="Content-Type" content="textlhtml;
charset=I#0-8859-1" /= <meta http-equiv="Refresh" content="2; url=3D_REFREZN_URL" /= <title=BI_THANKS</titles <fheads <bodys
<div style="background-color: #EBEEEE; border-top: lpx solid ¥FFFEFF; border-left: lpx solid #FFFFFF; border-right: lpx solid
Hohtibh - border-bottom: lpx solid MAASAAD "= <hdsBI_THANKZ</hds <p>BI_ATDED</p> <prev <b=$I_TITLE</bs: $D_TITLE
<hxBI_AUTHOR</b=: SO_AUTHOR <beBI_EMAIL< bz $D_MAIL <beBI_WEB</b=: BI_WER <he3I_MEISAGE</bx: SD_MEISAGE</pres
«p+F1_IF_NOT_REFREZHED <a href="30_REFRESH_URL">$I_PRESS_YERE«<fax</pe «fdivy </bodyr <l-- thanks_comment END --@ <fhtml> THANKS;

Code Snippet

il
10: echo ==<THANKS
11:  <html=

Vulnerability Trace-back Hotes
(tairted origin)
add_comment pho On line 148 of add_comment.php variable $0_REFRESH_URL gets assigned the tainted value $zid

146: FD_KEFRERK_URL="wiew.php?gid=Fzidéphid=fphid";

;é *;‘l_ * (:E! : DWAS P Tai wa n (wulnerabilty cause) add comment phy On line 63 of add_comment php variable Sgid gets sssigned the tainted value 'zid!
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