Creating smarter fish by customizing the pond
What application developers can do to stop phishing
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Phishing and Pharming: Problems that are
Only Getting Worse
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May 06 Statistics
Brands Hijacked:
# Brands in Top 80%:
Average time Online: 9 "'!
Max Time online: ™!
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Current Trends in Phishing Attacks
Common Targets
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Current Trends in Phishing Attacks
New Targets
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Current Trends in Phishing Attacks
Why Phishers Phish
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Phishing Life Cycle
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Why Phishing Works
Lack of Knowledge
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Why Phishing Works
Ineffective Browser Indicators

€9 PayPal - Welcome - Mozilla Firefox O] x|

File Edit View Go Bookmarks Tools Help
QEI - |:|> - %] @ @ I.I_.'T--J https: /fwwww. paypal.com/ ﬂj @ Go I@,
Pa,yPal ) Sign Up | anjl

£ PayPal - Welcome - Mozilla Firefox i |I:I|i|

File Edit View Go Bookmarks Tools Help Merchant Tools

(gﬂ - IZ% - [@ I;% @ | http: f . paypa 1.com j @ Go |@,

Pa;yP @ Sign Up | d Jein PayPal Today

Mow Ower

100 million accounts

Welcome Send Money Request Money Merchant Tools [© sign Up Now! )
-

| ’
Member Log-In Forgot vour email address? Join PayPal Today | www.paypal.com (= &
Forgot yvour password? MNow Over
Email Address Ian:.rone@arr'_.ﬂnhere.c:nm 100 millien accounts

— wal
4| |

| Done
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Why Phishing Works
Bad Practices
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£'3 wachovia - Personal Finance and Business Financial Services - Mozilla Firefox

File Edit View Go

User IDv
|| Remember my User ID
Password:

I

[case sensitive)
Senvice:
| Online Banking ;I

User D & Password Help

Customer Access Number: Login
Retirement Plan Participantz: Login
Education Loan Customers: Login

PERSONAL FINANCE

Online Services

Cnline Banking with BillPay
Online Brokerage

Mare._.

Retirement
Flan now for your kind of
retirement.

Investing
Wachovia Securities

Accounts & Senvices
IR4s
Mare_ ..

k En espafiol

Banking
Checking
Savings
Credit Cards
Mare. ..

Lending
Mortgage

Home Equity
Education Loans
Vehicle Loans
Mare. ..

Batog

Eve

Some hat
Get mon
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Why Phishing Works
Technological Deceptions

€3 PayPal - Welcome - Mozilla Firefox

File Edit V¥ew Go Bookmarks Tools Help

<HI-E| i Erl} - f@ @ | https:/ fwww.paypai.com

File Edit View Go Bookmarks Tools Help

(33 - [> - é? Ix‘;ﬂ @ I https:/fwww. citibink. com

¥ Chase Personal Banking Investments Credit Cards Home Auto Commerciz

File Edit View Go Bookmarks Tools Help

q@l - Er%’ hd f@ @ I http: ffwww . chase. com@2 13653570/

CHASE &

Start banking online now
Get a User ID €arn frE
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De Lotto Netherlands
41132, NL-1007 DB AMSTERDAM
www.delottonetherlands.net

FROM: THE DESK OF THE PROMOTIONS MAMAGER,
INTERNATIONAL PROMOTIONS/PRIZE AWARD DEPARTMENT,
AB95532 AND BATCH NO: 57/1088/IBA.

RE: AWARD NOTIFICATION,

We are pleased to inform you of the announcement today, 23rd November, 2002, of
winners of the DE LOTTO NETHERLANDS SWEEPSTAKES LOTTERY / INTERMATIONAL
PROGRAMS held on 29TH September 2002 as part of our end of year bonanza.

Youfyour company, attached to ticket number 047-1776-1342-440, with serial
number 21564-07 drew the lucky numbers 01-77-13-55-38-11, and consequently
won the lottery in the 1st category (category 'A").

You have therefore been approved for a lump sum pay out of US$3,000,000.00 in
cash credited to file REF MNO. AB96532. This is from total prize money of
US36,000,000.00 shared among the two(2) international winners in this category. All
participants were selected through a computer balloting system drawn form 25,000
names from Middle East, Asia, Africa, Canada, Europe and Morth America as part our
International Promotions Program,which is conducted annually.

CONGRATULATIONS!

Your fund is now deposited with FIRST SECURITIES INC., Due to the mix up of some
numbers and names, we ask that you keep this award strictly from public notice until
your claim has been processed and your money remitted to your account. This is
part of our security protocol to avoid double claiming or unscrupulous acts by
participants of this program.

We hope with a part of you prize, you will participate in our end of year high stakes
US5$1.3 billion International Lottery.

To begin your claim, please contact your claim agent;



Why Phishing Works

Example

X
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Thank you for opening your Ameritrade® account!

our account must be funded before you can begin trading. For details about your
funding choices, log on at v amentrading.net and choose Help Center from the Help
menu. Then click Mangging your account and Deposits.

You can ma & most of your Ameritrade experience by checking out Ameritrade
Stres M) setting up your watch lists, and taking a look at evenything available to
under the Kesearch menu.

Again, thank you for choosing Ameritrade. We look forward to serving you for years to
come.

Sincerely,

Kenneth | Feldman

Fresident, Private Client Division
Ameritrade

VIRTUAL
o ——
%mwmmw

Online Claszes for

the Glohal Village
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Why Phishing Works
Example

3 Log on to Ameritrade - Microsoft Internet Explorer

w w File Edit Wiew Favortes Tools  Help
I (y ' ¢aBack ~ = - (&) A | ‘Qsearch [ifFavorites EiMedia (4 | BN S - dh
1 0 1
Address @ kg ey, ameritrading. netf appsLogIng
Secure Trading System Login
- G H
e % '
Dtog on Amerivest®
) % L % ;
/ Please use yvour UserID and password to log on, Amerivest changes all that with: |68 =
) % " ( UserID: - Online porifolio advice. a
| - A simple, low annual fee. :
- No trading commissions - |
Password: nokidding! . :
I =
Source: ))) ! -~ ( ( Learn more about Amerivest! =
AMERITRADE A

*This product is not available to UK residents.
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Why Phishing Works

Example

Dear PayPal,

We recently noticed ohe or more attempts to log in to your PayPal account
from a foreign IP address.

If wou recently accezgsed your account while traveling, the unusual log in
attempts way have kheenh initiated by you. Howewver, 1if wywou did not initiate
the log ins, please wisit PayPal as soon as possibkble to wverify your
identity:

O$ b L * > httpz:/fuuw.pavpal .comfusfegi-hinfwebser? cmd= login-run

Verify wyour identity is a gecurity measure that will ehsure that you are
the only person with access to the account.

Thanks for your patiehce a2 we wWork Logether to protect your account.

Jincerely,
PayPal

Source: ))) ! - C (

Actual Link: ": 1 G "1 (% DS wn (




Why Phishing Works
Example
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—'**55 I@ https:/ fwame . paypal.comfcgi-binfwebscrfemd=_login-run

& [ [ terner

43 PayPal - Log In - Microsoft Internet Explorer = I Dlﬂ

Fle Edit Wiew Favortes Tocls Help i

GBack ~ = - 5 ﬁ-| Qhsearch (S Favorites @Media 8 | E-S = 5 ﬁ

= P | Links »
=

Sign Up | Log In | Help

Py Palk

Welcome

Send Money Request Money Merchant Tools Auction Tools

Secure Log in =

Member Log In

Reqgistered users log in hiere, Be sure to protect your password,

Email Address: I

Forget your password?

New users sign up here! It only takes a minute,

Log In |

About | Accounts | Fees | Security Center | User Agreement | Developers | Referrals | Shops |

Copyright @ 1999-2004 PayPal. All rights reserved.
Information about FDIC pass-through insurance

... .
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Why Phishing Works

Example
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Bankof America ‘?‘Higher Standards

Online Banking Alert

Need additional i
i b Ehil i Change of Email Address

acepunt

ation? Your primary e-mail address for Bank of America Online Banking has been changed.

T Did You Khow? You can change your address, order checks and more online., Sign in to
2nline Banking and click on the "Customer Service" tab.

= that generated this

15 0F

Bank of America, N4, Mermber FDIC, Equal Housing Lender €=t e s Ty L
2004 Bank of America Corporation, all rights reserved
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Why Phishing Works
Example

Bank of America | Home | Personal - Microsoft Internet Explorer

lv-
+

Source: ))) ! -~

(

File  Edit. Visw Favortes  Tools

Help

dBack - = - (@ 8] | Bsearch CiFavorites Gveda (B 5N S 51 - 5 A

I F\ddrBSS I@ hitkp: f v, bankof ametica. comy

Bankof America

PERSONAL ~

line Banking =
Yiew dem: m more | Enroll
Online I10:

|___ Remember my I

Passcode:

Accountin:

Forgot your ID?
Resetpasscade

Higher Standards

Locations . Contact Us . Help . Sign In

2} Nations Funds - Microsoft Internet Explorer

P
Bankof America ?}Iigher Standards

Online Banking

Reset Passcode

Quick Help

Ifyvou fargot vour Online Banking passcode orwould like to simpl reset it, please complete

Use this page to resst your all ofthe infarmation, including your passcode.

passcode.

What do | need to know?

= Topreserve your security,

the Back button on your

broweser will be dizabled
wwhile you are entering your
personal information.

Creating & unigue online 0

and passcode ensures that

only you will have access to
your accounts through Online

Banking.

& hen selecting your new
paszoode, consider modifying
numbers that you already
have memorized but that
would not be obwvious to
zomeane sttempting to guess.

® |f you use uppercase or
lovwercase letters to reset
wour passcode, you must use
the zame capitalization
swhenever you sign in.

State where your accounts were opened: I Select -el

Online ID: I

(5-20 dligits)

Enter your passcode

Passcode:

(4-7 numbers ancior letters,
case-zenstive)

Reenter your passcode:
your p: | 18

Your ATM or Check Card Information



Why Phishing Works

Example

CHASE ©)

Dear Mr. Epagh,

On April 12, Z200€ our Online Banking Beview Team identified some umisusl
activity in wyour savings account n ger IHIDEHM1ZB53. In accordasnce with

=3
5

Chase Bank's User Lgreement and Onling Security Policies, and to ensure that
your online account has not been compromised, access to your account has been
temporarily restricted. Your account will remain restricted until this issue
has been resolved. If you believe that this access was & security incident,
please do not be alamed, our sSecurity measures ensure that no funds are
removed from your account uwntil we have werified the authenticity of these
sctions. In order to review the actions in guestion, please log in and
ANSWeFr YOour security gquestions. Once wverification has been complete normal
acocount access will be restored immedistely. If the wverification procedure
iz not completed in 72 hours your online account access will be suspended and
you Wwill need to visit & branch location to restore access.

http: //www . chase._ com

JBMorgan Chase is committed to maintaining a safe environment for its
community of customers. To protect the security of wyour account, JPMorgan
Chase employs some of the most advanced security measures in the world and
our anti-fraud systems regularly screen the JPMorgen Chase banking system for
umisual activity.-

Thank you for your prompt attention to this issue. We at JBMorgan Chase make

your account sSecurity our number one goal and we apologize £for the
inconvenience .

Have & nice day,
JBMorgan Chase & Co., Online Account Support

{=) EQUAL HOUSING LENDER
Member FDIC

©2008 JPMorgan Chaze & Co.
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Browser based defenses
What the market leaders are proposing
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Browser based defenses
What the market leaders are proposing
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Browser based defenses
Some other proposed browser techniques
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Site customization
Passmark Sitekey

SR N PassMark

now part of RSA Security
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51 Al * |7 1o - @ LARCE [

$ § B Username: | mary36
= @ 6 C T ¢ 7/ !

C ( %'/
1] <4 Don't enter

/ / ey
5 1 "/ % Large Bank

"1 I 1 I ol whet's s

| ] I - ! I Il

Password: | eeoseeeee

Enter
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Site customization
Sitekey mechanics

Here's How SiteKey Works

Online Banking SignIn =

Yiew demo | Leam more | Envoll

Use Sawed Online ID
I***********12345 j

Use ar add another Gnline ID

Your SiteKey Image
and Message:

cute dog

What was your high school mascot?

* Answer: I

Passcode: | ##swsiis

By passing back and forth secret information that only you and Bank of America know, vou can feel even more secure with
yvour Online Banking experience. We recognize you and you recognize Us.

ﬁ Enter your Cnline ID.

Click Sign In using my SiteKey.

If we recognize your computer:
We will show you your secret SiteKey. If you are vision-impaired,
YOU can recognize your Sitekey by its specific name and message.

ﬁ If we don't recognize your computer:
We will ask you one of your secret SiteKey Confirmation
Questions.

After vou answer your guestion correctly, we will show vou yvour Sitekley.

<

Once you view your valid Sitekey, you can then safely enter your
Passcode and cantinue onto your Online Banking account.

TS K 1% 1 %
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Site customization

Can be worked

Jlhawr Pervenal Banbarsg Irrerstmsnis Credit Cards o Aabo Comrrmercsd S

into the look and feel

b4 Ervwins Jichans Prrsonal Wankeg ireesimees S Cends B i Camrm ezl Gl | o fnesrestee - M

Eie Edi Wiew Go fookmarks Toos  Help

Dl Bt em G Deolmels Tode  pen . -8 0 | toeuiw.chasecom [l 1= L
{.-P - I..Iﬁ' # ﬁ "__",:l ':_'Tl | | i chees comy _:l ¥ e I'G' M Rod Har, tnc. - BYRad Har Neowark (C1Suepen [35hop  [3Products [ Training
EHAEE a PR ATM | Bearches | Cemisctun cSmaben [ | Seesch [ CHASE o Fire AT Beanchen | Coiat e (e g | [ ek

Eart ko onl
Dt @ User I
i

Eeturning Usars: Leg Om ()

e

Fpg=81

™ Fvmete o Uyer €
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Site customization T

n u = o, SavingsLink” Online Savings
Areas of potential customization 0.20% Lcomusnons .
< default Edit
CFTH [HiA [HiA
* CECO 18.69 -0.28
" [ I 1 1 $I *( " QST N N
- - e Mo T7.84 +0.61
I -1 | ! ! I ! = Following Edit
0/ 1 04 1 ( CHKP 1778 +0.23
( /0 = A) = $ PTVL [HiA [HiA
0 * * * MEFT 23.10 -0.40
8H IMTL 20.89 +0.03
115, Markets closed
® L ( - ro ( "1 ( | |[ Get Quotes |
. |_ oo * * 1 "y Symbol Lookup
Providers - Disclaimer
. ) 1 ( 0% Guotes are delaved 20 minutes.
Get Streaming Real-Time Cuotes.
'= news in the last 2dhrs
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Vendor services
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Vendor services
Domain services
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Vendor services
Site removal
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Vendor services
Phishing detection
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Other approaches
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Other approaches
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Other approaches
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Use your mouse to click the numbers on
the keypad that correspond to your PIN.

OR

Use your keyboard to type the letters from
the keypad that correspond to your PIN.

What is this?

1 2
DD
9

D
8

PIN: |
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Other approaches
Defeating man in the middle
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CitiBusiness oniine
For enrolled CitiBusiness Online users onhd

Enter Business Code and click Enter.

Business Name: Guest

Enter Business Code: TDDD—DDDD-EEEI_D_E’IHB_ _I

0008000880
Cenier Y

The bhusiness code contains 16 digits and heging with 70000000°

For Personal Banking, sign on to Citibank Online
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Questions?
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