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Who Am1I?

Graduated from University of Padova, Italy in 1987 with Dr. Engineering Degree
Worked as aerospace engineer in Italy between 1990-1994

Graduated with Master in Computer System Engineering from NPU, California in
1996

Worked as Software Engineer in Silicon Valley

Started my security career working at a secure email project for NASA where 1
developed one of the first commercial applications based upon S/MIME

As software engineer I developed commercial security tools for ISS (SafeSuite
Decisions) in 1998-2000 and for Sybase in 2002-2003

Project managed a join-venture security start-up in Italy, Thyreaus (2001)

Founded my own consulting company, CerbTech LLC in (2002), architected
security applications for VISA (2004) and CompuCredit (2005)

Worked as Sr. Security Software Consultant and software security instructor for
McAfee/Fondstone (2005-2006)

Joined Citigroup in 2007 as Technology Information Security Officer and
founded the Cincinnati OWASP Chapter
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Introduction to Software Security Initiatives




Software Security Initiative: People,
Process, Technology

m People: Who
manages software Ry SN
security risks T
]
m Process: What where A il
and how security can /N7
be build in the SDLC (171N 1
m Tools: How \ \ - ’
processes can be \ A ﬁ%’é -
automated

Security = Commitment * (People+Tools
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Application Security and Software Security

Y1:Security Y1: Security built

applied later by Into each phase of
patching the project/SDLC

applications
Y2:Security that

looks at external

Y2:Security that
looks at root

symptoms causes
Y3:Security that is Y3:Security that is
reactive proactive using
using SIRT or design reviews,

In response to threat analysis,
audit and compliance defensive codin
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Assurance of Software Security During the
SDLC: Security Toll Gates
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Software Security Frameworks
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Building the Business Cases For Software
Security Intiatives




Four (4) Effective Business Cases Around
Secure Software

VISA

RN
[APPHD‘IIED]

NU%

NS
<~ oco\Sav =
sue nex™
resV™E - R




The Case #1 is about compliance with
standards such as with the PCI-DSS

m [PCI-DSS] 6 Develop and Maintain Secure Systems and
Applications

» All vulnerabilities must be corrected.
» The application must be re-evaluated after the corrections.
» Requirement 6.6 options:
= Manual review of application source code
= Proper use of automated source code analyzer (scanning) tools

= Manual web application security vulnerability assessments Proper use of
automated web application security vulnerability assessment (scanning)

= Web Application Firewall (WAF)

m [PCI-DSS] 11 Regularly Test Security Systems and

Processes

» Requirement 11.3.2: External application layer penetration test. For web
applications, the tests should include, at a minimum, testing for OWASP T10

vulnerabilities

©




The Case #2 is about reducing the cost to
manage security defects

516,000

B85%

% Defects
introduced
in this phase

% Defects
\/ﬂm I:l found in

this phase
& Cost to

repair defect
in this phase

sbing jo aBeuaniad

5250

525 >100 The cost of fixing
Caoding Unit Function Field Fost them in ‘_JAT =

Test Test Test BEEES 10 X during
coding (unit
tests)

source: Appled Soffware Measurement, Capers Jones, 1996




The Case # 3 is about cybercrime attacks that
exploit software vulnerabilities

¥J albert Gonzalez - Wikipedia, the free encyclopedia - Mozilla Firefox - IE’ |ﬁ|
File Edit “ew History Bookmarks Tools Help
i; - c % BT I W | http:fien.wikipedia, org/wikifalbert_Gonzalzz [3 if_? - I '| Google )-

Help us Improve Wikpedia by supporting it financially. Try Beta 2 Leogin/create account

article discussion edit this nar

Software update

170 .n.1illion card and ATM numbers

Albert Gonzalez

From Wikipedia, the free encyclopedia

WIKIPEDIA

The Free Encyclopedia Albert Gonzalez (horn 1981) is a computer hacker and computer criminal who is accused
navigation of masterminding the combined credit card theft and subsequent reselling of more than 170
= Main page rillion card and AT numbers frarm 2005 through 2007—the biggest such fraud in history.
= Contents ) ) )

« Featured content Gonzalez and his accomplices used 50 2o and packet sniffer mahware software to
e Current evants create hackdoors to several Corporateeusta 22l oo

= Random article During his spree he was said to have I .

search complained about having to count $32 EXp Olted

I broke. Gonzalez stayed at lavish hote

Go | Sparch Gonzalez is currently awaiting the outs a ppl Icatlon
tion = May 2008 in New York for the Dav Y I nera bl I |t|es SUCh

. About Wikinediz = May 2008 in Massachusetts for the

Photo of Alhert Gonzalez by U.S. &J

. Community partal w August 2009 in Mew Jersey in con as SQL iI‘IjECtiOI‘I Secret Service il

Cone

and uploaded

sniffers owase @ =




The Case #4 is about following what the

analysts say about software securi

2)

c)

1) “75% of security

breaches happen at the
application”-

“Over 70 percent of
security vulnerabilities
exist at the application
layer, not the network
layer”

“If only 50 percent of
software vulnerabilities
were removed prior to
production ... costs
would be reduced by 75
percent”

1,2,3 Sources. Gartner




The Roadmap Toward Software Security

OWASP e




T
A Feasible Plan For Software Security
Initiative in 4 steps:
1. Assess the maturity level of the software security
processes within your organization/company

2. Start by introducing software security
activities as part of the SDLC

1. Security Requirements
2. Secure Design Reviews and Threat Modeling
3. Static Code Analysis and Secure Code Reviews

4. Security Testing

3. Measure and manage vulnerabilities and
software security risks

4. Integrate software security processes with

other information security and risk
management processes ©




Old School Security-enhanced lifecycle process
(S-SDLC): MS-SDL, Cigital TP and CLASP

Reguirements Design Implementation \ Verification > Release Support & Servicing
SECURITY EXTERNAL CODE REVIEW PENETRATION C LAS P
REQUIREMENTS REVIEW TESTING
VRN BEST PRACTICES
ABUSE RISK RISK=BASED RISK SECURITY i
CASES ANALYS!S SECURITY TESTS ANALYSIS OPERATIONS 1) Institute awareness programs
\ J \ \ \ J 2) Perform application assessments
3) Capture security requirements

4) Implement secure development
practices

REQUIREMENTS ARCHITECTURE TEST PLANS (oDt TESTS AND FEEDSACK FROM

AND USE Cases| | AND Desien TEST RESULTS THE FIELD 5) Build vulnerability remediation

procedures

6) Define & monitor metrics

7) Publish operational secunty guidelines
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New School Standard Software Security
Maturity Models: SAMM, BSIMM

LAMAM Overview

Software
Development
Business Functions
(5] Deploymen
Security Froctices
Straregy & Educaton & Securicy Design Securicy Ervironment
Metrics Guidance Requirements Review Testing Hardening
Policy & Threat Secure Code Vulnerabilicy Operational
Compliance Assessment Architecture Review Management Enablement

The Software Security Framework (SSF)

Governance Intelligence SSDL Touchpoints  Deployment

Strategy and Metrics Artack Models rrdﬁrecmmlmalysm Penetration Testing

Compliance and Policy Security Features Code Review ' Software Environment
and Design

Requirements and Vulnerabilitcy Manage-

Training Standards and I—gmﬂﬁeaing Configuration Management

| ment




Code Review Activities And Capability
Levels: BSIMM

CR1.1

CR1.2

CR1.3

CRZ.1

CRZ.2
CRZ.3

CRZ.4

CR2.5
CRE3.1
CR3.2

CR3.3

S5DL TOUCHPOINTS: CODE REVIEW
Use of code review tools, development of customized rules, profiles for tool use by different roles, manual

analysis, ranking /measuring results.

Objective
know which bugs matter to wou

review high-risk applications
opportunistically

spread software security around without

ary process

drive efficiency/consistency with
automation

drive behavior objectively

find bugs earlier
know which bugs matter (for training)

make most efficient use of tools
drive efficiency/reduce false positives
combine agsessment techniques

handle new bug clazses in an alreadsy
scanned codebase

Activity Level

create top M bugs list (real data preferred] [T training) 1

hawe 535G perform ad hoc review

establish coding labs or of riewy

use automated tools along withWnaral review

enforce coding standards
make code review mandatory for all projects

use centralized reporting [ close knowledge loop, drive
training) [ T: strategy/metrics)

azsign tool mentors
uze automated tools with tallored rules 3
build afactory

build capability for eradicating specific bugs from entire
codebasze

19




Capability Maturity Model Levels
Continuoushy
process f@ 5y |

Star dard,

consistent

process
Disciplined
process




Software Security Maturity Stages and Levels

m Maturity Innocence (CMM 0-1)
» No formal security requirements
» Issues addressed with penetration testing and incidents
» Penetrate and patch and reactive approach

m Maturity Awareness (CMM 2-3)

» All applications have penetration tests done before
going into production

» Secure coding standards are adopted as well as source
code reviews

m Maturity Enlightenment (CCM 4-5)
» Threat analysis in each phase of the SDLC

» Risk metrics and vulnerability measurements are used
for security activity decision making ©




How to Integrate Security Activities into the
SDLC

OWASP e 22




S-SDLC Security Tollgates

ost
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Security Design Static  Penetration
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‘ Threat and _ (tools)

el Risk-based

Modeling security tests
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Requirements Design Test plans Code Test Field

and use cases results

Code
Review OWASP e -
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A Prerequisite For A Successful Software Security

Got hired!




The Initial Step Toward Software Security :
From Black Box To White Box Testing

Manual
Penetration
Testing

v =
1 Bank of America | Home | Personal - Microsofilid
Be Edt Yew Faoies Took tép 167
Ot - Q- ¥ @ @ P Srraas
i}

ivess &) htip: fwww barkofamerica.com/ ~
= = 111 ]
& @sentu; 7y

17

PERSONAL - swau ausiness Nl

OnlineBanking 2 ﬁ ¥

New user Learn more | Enroll

— 5 /ﬂ 1e1 [l
5583 _] ( -
[V]Remember my ID 18 |

=

Onling ID: f# *¥**

Create a new EaSSCEdE.
Sign in for state other than VA

Sign In to Other Services l-q

Automated o
Vulnerability by
Scanning :

I

163 I if

l"; |
> 174 |
27 tigherStandarss 1, M

Credit Card Access ¥ m ChECkingl—[g.
D Overview | {193

Manual
Code
Review

bl
On.authentical

7 Automated
Static Code

Analysis

ireq.getSession() .removedttribute

1120 getSessiond] setattribute (ISER I
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Automated Source Code Analysis

Source
iZode

Raw %
lzsues --'h' 5 J

Human
F eviewy

Analysis

=ulos, first();
urber.toString () .equals (answer_results.gesString(l])) ﬁ"

Statenenc statenens = connection.createdtatenent | Resu!:.ﬁe;.l’}‘?!_.‘-é‘ﬁ-:].:_t.\‘:
FesultSat Tesults = statenent.exeoutaquery( FREied )/ |
if ( ( resulrs !'= pull ) &% ( resulcs.firsc|) == troe ) )
{

ec,addfienenc( new 2{).addflenent(
) eise |

ec.addElenent( sew F().addElensnt (“Invalid sccount nunbe:s"}|;

anber 12 valid®)):

PP - iz x |

Hot Yiaming Inifey All Eniry Fis
&3] [E1 = (] (]
Group by: |Cata|:|c>ry ] |0:}
[ Race Condition: Singleton Mamber Field (Structural) - [2 [ 2]
o

@ BlindZglinjection. jeva: 76 (3L Inj=chan)
@ challengeScreen.javai L83 [SL Injecion)
& DOos_Loginjava:97 (SQL Injection)
@ DOos_Loginjava: 11l (SQL Injection)
@ Solumericinjaction.jova: 83 (S0OL Injection)
@ SqiStringInj=chon_jave: 78 {S0L Injection)
@ storedisc.java:70 (SGQL Injection)
@ ThreadsafetyProblem .java:71 [SOL Injedion)
@ viewDeotobasejava:59 (SQL Injection)
@ wsSglimection java:191 (0L [njechon)
| Zross-Site Scripting (Dats Flow) - [54 / 54]
a3 Pasaword Management: Handcoded Passward (Semantc) - [2 /2]

ABSTRACT

Canstructing a dynamic SQL statement with user inpLt may allow an attacker to madéy the statement's

meaning of 1o executs rbitrary SQL commands.

EXPLANATION
SQL injectian errors occur when

1. Data enters a program from an untrusted source.

In this case the data enters at etervalues() in java atine 590
2 The data is used 1o dynamically construct a SQL query

In this case the data is passed to executeQuery() in src/lessons/BindSqlhjection java at line 76

Example 1: T g code constructs and 2 SO query that searcbes for fems
maching a specried name. The query resticis the tems e ommer
usar name of the currently authenticaled user.

Sirng userhiame = ¢t getAuthentcateds
String kemilame = request getParameter(temNams"),
String query = "SELEGT * FROM iems WHERE ovmer =
+userhlame + " AND termname =
+ itemblame + *°
ResutSes r3 = Stmt executelouery)

L




Security Tools Coverage

Beware of the silver bullet

security mentality and false

/ Claimed sense of security given by
' Coverage tools |

459%

B They found very little overlap between
tools, so to get 45% you need them all
(assuming their claims are true)

@SECURITYINNOVATION” FORTIFY ¢ PALAMIDA @W&tCHﬁRe"
S O FTWARE v’ = = GPER4
Klocworlk. " secure Software AppSI[€E=E <5 CD
OCENZIC = SIAT EHPARASOFT Coverity A

O zreServices VSofCheck CIIBTINNI® VERACODE  OUNCE L4Bs
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Application Threat Modeling: Data Flow
Diagrams

\
\

\
\ User { Web Server
\ Boundry
\
\
1

\
Login Request AuthenticateUser{)

\
\
\
|
|

Users Web Senvet P
| Authenticate User
Result
Login Respgnse
Authenticate
User SQL

|
,' Authenticate a
I User SQL e,
| Pages Query Resul =
” i T | [ AT | R ot Web Server/
| Database Boundry
|
|
!
| Web Data
Pages
Dathase
.\/ -
Data
https://www.owasp.org/index.php/Application Threat Modeling
o~
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https://www.owasp.org/index.php/Application_Threat_Modeling

Threats, Vulnerabilities and Countermeasures

Atacker may ba
able to read othar
users’ messages

l l l '

Usar may not have Diata walidation may Authorization mail fail,
logged off on a shared fail, allawing SOL allowing
computar ingaction unauthorizesd accass

Browrsar cache may
cantain cantents of

message

v v

Implament ant-
caching HTTR If risk is high, use S5L

Implamant data Implement
validation authaonzation chacks

mipaders

https://www.owasp.org/index.php/Application Threat Modeling
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The Holistic Step: Application Threat Modeling

/ /
/ Applidafon /
/ 1 ~ Access /
S
ﬁ Request 4 ’/ 7N Level ,
Users ( x‘ / \ Internal /
eb Server
Responses~x' X,pplication /L A I. AuthN, :
/ / Responses S ccess Er_lc_ryptlon
! // = Message . Level I1. Digital
5 o . g
3 B RespO i R0 Restricted signatures,
Access < ' HMAC
o l = Application I ’
| Leve 2 P TS,AuthZ
/ < = Server 0 ,Au
N External = (S Financial i
/ c 5 b2 Server el
o) .
AuthN s ] o | /o III1. Encryption,
. T o = AuthZ
Encryption % | o) Messagfi@p—T! & uthe
Digital @ [ < Encryption+ | g @ IV. Filtering,
igicai, S I @ Authentication | 3 & AuthN
signatures, 0 | > 2z N
HMAC, TS 3 ' S ll P = Account/
@ ll Q0 Encryption + | @ O Customer Transagtion
\ = Authentication |\ < =~ Financial Query Calls
\ uy) | w)] o b
o) \ w = ata
Different threats affect each type of element 2| \ 2 \ 8
\ < \ 5
Element s T : R i1 D | E \ ‘3 BetelEsa \ 8‘
[ ] : ' \ vy Server \\Q Financial
External Entity / : 4 \ 8 \\’ Data
T : g_ \
\\-\_) Y iviviviviw Q \
Process i 5 \\
s Wi \ Auth Data SQL Query Ca{l
Data Store H \ \
A ; SR \ <
( Dataflow i / / v \ \\
~ \ .
N, \ Authentication OWASP e 30
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Software Risk Analysis
m Evaluate The Risk Factors Of Software:
= Threat (e.g. the cause)
= Vulnerability (e.g. the application weakness)
= Technical Impact (e.g. the loss of service/data)

= Business Impact (e.qg. financial loss, fraud,
unlawful compliance etc)

H Calculate The Overall Risk on Insecure
Software:

= Qualitative: Likelihood x Impact (H, M, L)
= Quantitative: ALE = SLE X ARO
= Threat Source (STRIDE) x Severity (DREAD)

» Threat X Vulnerability X Impact (OWASP) ®




Security Requirements Definition

m Include both functional requirements for
security controls and risk derived requirements
from the abuse case scenarios

m Define Security Requirements in Standards

» Which controls are required (e.g. authentication,
authorization, encryption etc)

» Where should be implemented (e.g. design, source code,
application, server)

» Why are required
= Compliance and auditing (e.g. FFIEC, PCI, SOX etc.)
= Mitigation for known threats (e.g. STRIDE)

» How should be implemented and tested




Risk Driven Security Requirements: Use and
Misuse Cases

Enter Username and
password

Includes

User

Threatens

User Authentication Brure Force

Authentication

Includes

Show Generic Error Mitigates
Message Harverst (e.g. guess)
Valid User Accounts

Includes .
Mitigates

Includes

Validate Password
Minimum Length and
Complexity

Mitigates -
9 Hacker/Malicious User

Application/Server

Dictionary Attack

Lock Account After N.
Failed Login Attempts

. . . . WASP e 33
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Requirements Driven Security Testing

B The OWASP Testing Guide

B Information Gathering

B Business Logic Testing

m Authentication Testing

B Session Management Testing
m Data Validation Testing

m Denial of Service Testing

m Web Services Testing

m Ajax Testing

W Testing Principles

W Testing Process

m Custom Web Applications
m Black Box Testing
m Grey Box Testing

m Risk and Reporting

m Appendix: Testing Tools

m Appendix: Fuzz Vectors




Metrics and Measurements




Vulnerability Management Metrics

20%

G0%

40%

20%

0%

Auditing
Logging

Authentication

Authorization

Configuration
Management

¢ [T [

Application Mame

Data Validation

Error Handling

and Exception

Mangement

B D —

MA

B % DF lssues
Dizcovered in
G309

O X% 0f lzzues
Dizcovered in

Q209

User and
Session
Management

Taxanormy

OUser and Session Mansgement

mrL

O Error Handling and Exception WMangement
OData Validation

0O Configuration Management

O Authorization

O Authertication

0 Auditing Loaaing
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T
Essential Software Security Metrics

B Define where:
» Tracking security defects throughout the SDLC

m Define what qualitatively:
» Root causes: requirements, design, code, application
» Type of the issues (e.g. bugs vs. flaws vs. configuration)
» Severity (Critical, High, Medium, Low)
» SDLC Lifecycle stage where most flaws originating in
m Define how quantitatively:
» % of Critical, High, Medium, Lows for application
» % of vulnerabilities closed/open
» Vulnerability density (security bugs/LOC)




T
Defect Taxonomy in Support of Root Cause
Analysis and Defect Containment Objectives

B Analysis to support focused remediation, risk
prioritization and tracking:

» Security Design Flaws
» Introduced because of errors in design
= Can be identified with threat modeling and manual code
reviews
» Security Coding Bugs
= Coding errors that result in vulnerabilities
= Can be identified with secure code reviews and/or tools

» Security Configuration Issues

= Introduced after tests because of a change in secure
configuration of either the application, the server and the
infrastructure components

= Can be identified by testing the application close to production
staging environment

©




Examples of Software Security Metrics

Process Metrics

m Evidence that security-check

points are enforced
m Secure code analysis

B Vulnerability assessments
m Evidence that source code is

validated against security

standards (e.g. OWASP ASVS)?
B Evidence of security oversight

by security officers, SME:

» Security officers signing off

design documents

» SME participate to secure
code review

» Security officer complete risk

assessments

B Training coverage on software

security

Management Metrics

% of security issues identified
by lifecycle phase

% of issues whose risk has
been accepted vs. % of
security issues being fixed

% of issues per project over
time (between quarter to
quarter)

% of type of issues per project
over time

Average time required to
fix/close vulnerabilities during
design, coding and testing

Average time to fix issues by
issue type

Average time to fix issue by
application size/code

complexity 0




Security Metrics Goals The Good and The Bad

B Good: if goals when are "SMART" that is Specific,
Measurable, Attainable, Realistic, Traceable and
Appropriate

» Example: reducin? the overall number of vulnerabilities b
(0

30% by fixing all low hanging fruits with source code analysis
during construction

m Bad: if the goals justify the means to obtain the goals

..we know the answer, how
do we match that to the actual
data?

..the metric we are looking for is 76%
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T
Thanks for listening, further references

B Gartner 2004 Press Release

» http://www.gartner.com/press releases/asset 106327 1
1.html

m Software Assurance Maturity Model
» http://www.opensamm.org/

B The Software Security Framework (SSF)
» http://www.bsi-mm.com/ssf/

m SEI Capability Maturity Model Integration CMMi
» http://www.sei.cmu.edu/cmmi/

B The Microsoft Security Development LifeCycle
» http://msdn.microsoft.com/en-us/security/cc448177.aspx
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Further references con’t

m A CISO's Guide to Application Security

» http://www.nysforum.org/committees/security/051409
pdfs/A%20CISO'S%20Guide%20t0%20Application%?2
0Security.pdf

B The Seven Touchpoints of Software Security
» http://www.buildsecurityin.com/concepts/touchpoints/

m OWASP CLASP

» http://www.owasp.org/index.php/Category:OWASP CL
ASP Project

B ITARC Software Security Assurance
» http://iac.dtic.mil/iatac/download/security.pdf
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http://www.nysforum.org/committees/security/051409_pdfs/A CISO'S Guide to Application Security.pdf
http://www.nysforum.org/committees/security/051409_pdfs/A CISO'S Guide to Application Security.pdf
http://www.nysforum.org/committees/security/051409_pdfs/A CISO'S Guide to Application Security.pdf
http://www.buildsecurityin.com/concepts/touchpoints/
http://www.owasp.org/index.php/Category:OWASP_CLASP_Project
http://www.owasp.org/index.php/Category:OWASP_CLASP_Project
http://iac.dtic.mil/iatac/download/security.pdf

-l
Further references con’t

B OWASP Education Module Embed within SDLC

» http://www.owasp.org/index.php/Education Module
Embed within SDLC
B Producing Secure Software With Software
Security Enhanced Processes
» http://www.net-security.org/dl/insecure/INSECURE-
Mag-16.pdf
m Security Flaws Identification and Technical Risk
Analysis Through Threat Modeling

» http://www.net-security.org/dl/insecure/INSECURE-
Mag-17/.pdf
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