
Know the enemy



Thanks OWASP Aarhus !

Dennis Perto & Conscia 

Rob Lee (Dragos / SANS) & Ted Gutierrez (SANS ICS) 
for allowing me to share their work  

& all others shown, but not directly mentioned, thanks!



whoami

current headspace = ICS Security 

@grumpy4n6 

ICS Security Analyst  

https://www.linkedin.com/in/mitchellimpey/





Why make a presentation ?
introducing a new way to attack ? 

introducing a new way to defend ? 

created a new tool that does one of the above? 

describe a technique that works for you ? 

interesting pov / technique to improve InfoSec ?

https://danielmiessler.com/blog/fixing-the-culture-of-infosec-presentations/



Enough - get started ! :)

Once upon a time… 

… I had to make a report



CONTEXT

these are *my* comments  

not classic “IT Security” talk (C,I,A) 

about ICS/SCADA security (A,I,C) 

priority = (Safety first) + Keeping things running 

ICS (industrial control systems) includes SCADA* 
(supervisory control and data acquisition)  

* https://en.wikipedia.org/wiki/Industrial_control_system







https://www.sans.org/cyber-security-summit/archives/ics

https://www.sans.org/security-resources/posters/industrial-control-systems/perspective-cyber-attack-140https://www.sans.org/security-resources/posters/industrial-control-systems/perspective-cyber-attack-140

https://www.sans.org/security-resources/posters/industrial-control-
systems/perspective-cyber-attack-140



ICS456 | Essentials for NERC Critical Infrastructure Protection

ICS Attack Difficulty
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… these are still NOT the 
reports I was looking for…







Greatly simplifying the DRAGOS material previously 
mentioned



https://energinet.dk/energisystem_fullscreen



Summary
Stop making Stage 1 so damn easy ! 

limit value of credentials by using unique logins + 
passwords; use multi factor authentication 

enable logs, collect, analyze, + monitor logons/logins of 
all internal/external access (start by noticing!) 

understand how they break in;  add appropriate IT 
controls based on your threat/risk analysis 

measure your progress (https://www.cyber.gov.au/
publications/essential-eight-maturity-model)



Links of possible interest
https://danielmiessler.com/ 

https://scadahacker.com/training.html 

https://www.sans.org/cyber-security-summit/archives/ics 

activeresponse.org/diamond-model-kill-chain 

http://www.robertmlee.org/a-collection-of-resources-for-getting-
started-in-icsscada-cybersecurity/ 

https://www.langner.com/resources/



the summary slide - Rob M. Lee in Kuwait 


