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WebScarab is a tool that allows you to record, inspect, modify and build requests and
responses sent using the HTTP protocol. The tool supports HTTP over SSL and the
framework of plugins is extensible through scripting.

WebScarab's author:
Rogan Dawes

WebScarab project website:
http://www.owasp.org/index.php/Cateqgory:OWASP WebScarab Project

These notes were created from using WebScarab, information on the project website
and from Rogan Dawes' additional guidance documents (see Additional Resources).
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Installing WebScarab

OWASP LiveCD
The OWASP Live CD Project by Matt Tesauro:
http://www.owasp.org/index.php/Category:OWASP Live CD Project

has gathered together freely distributable application security tools into a single
bootable CD. Apart from OWASP and non-OWASP tools, important OWASP documents
such as the Testing Guide are also included. A full list of tools included is maintained
at:

http://appseclive.org/node/46
The distribution includes the WebScarab tool (v20090122).

Requirements
You'll need:
CD writer
blank CD
able to boot from a CD
Copies of the CD are also available at some OWASP conferences.

Method
Download the ISO image from:
http://appseclive.org/content/downloads

and burn it to a CD. Then use the CD created to boot your computer.

Download
WebScarab is available to download directly. Always start on the project's home page:
http://www.owasp.org/index.php/Category:OWASP WebScarab Project#Download

with links to:
ZIP of the git tree
Mac OS X package
Java Web Start version
There is also some good guidance available in:

The interactive HTTP proxy WebScarab - Installation and basic use
Dr. Holger Peine, Fraunhofer IESE
http://www.acsac.org/2007/downloads/t5-webscarab-instructions.pdf

You'll need Java (e.g. JRE) installed as well.
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Setting up

Full interface

Check you have the full interface enabled. The Lite version has "WebScarab Lite" in

the title bar and a reduced menu:

File View Tools Help
Summary | Intercept
[_] Tree Selection filters :y:\émersaliun list
Url | Methods | Status | Set-Cookie \ Comments | Scripts |
D A
oy | Date | Method | Host Fath
4] Il D

B WiebScarab Lite, HEE|
File View m Help

Summary | Proxies

[ Tree Sel Credentials

Iranscoder | hethods | Status | SetCookie \ Caomments | Scripts |
¥ Reveal Hi
R R R
Dt Date | Method | Host Path
4] i I D
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Then close, and run WebScarab again. The full interface looks like:

E2\WebScarab \
File View Tools Help
E i | XSSICRLF | SessionD Analysis | Scripted | Fragments | Fuzzer | Compare | Search |

Summary r Messages r Proxy r Manual Request r WehServices r Spider ‘

[[] Tree Selection fitters conversation list
url | Methods | Status  |Possibleni.] Injection | SetCookie | Comments | Seript
1] i [ »
———
oy | Date | Method | Host Path

Eil;a View Tools Help
rxSSlCRLF ’/ i Analysis rSnripted r r Fuzzer rCnmpare r Search ‘
Summary ’/ Messages r/ Proxy r/ Manual Request ’/ WebServices r/ Spider |

[_] Tree Selection filters conversation list

Url | Methods \ Status |Pnas|me\n|| Injection \Sat—Cnukle|Cnmmems\ Script]

[ Methoa |
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Proxy setup

Network proxy

If you use a proxy to connect to the internet, you will need to configure WebScarab

with the same settings. You can check whether your existing web browsers are using
a network proxy as follows:

- Firefox

Tools > Options > Advanced > Network > Settings
- Internet Explorer

Tools > Internet Options > Connections > LAN settings > Advanced
- Opera

Tools > Preferences > Advanced > Network > Proxy servers

If you are authorised to connect to someone else's network and cannot connect to the

web application being investigated, ask whether you need to configure proxy settings
to access.

To set the proxy, click on Proxies in the Tools menu:

\EWebscaral FE[x)

File View 1nn|s|ue|p

| Extensiond  Proxies niD Analysis | Scripted | Fr | Fuzzer | compare | search |
Sumn  Cr ks es r Proxy r Manual Request r WehServices r Spider ‘

[]Tree sely  Certificates n list

Shared Cookies [ Wethods |

Status  |Possible Inj.] Injection | SetGookie | Comments | Script

Transcoder

Seript Manager

Restart Plugins
[J Use Lite interface

oy | Date | Method | Host

Type in (or clear) the network proxy settings:

ES | ContiEnroxies) m-i
HTTP Proxy: |wehproxy.exarmple.com Port : 20080
HTTPS Proxy : |wehproxy example.com Port: 20443
No Proxy :
| Get IE Settings | \ Apply |\l| Cancel |

The proxy name/address and port will vary.
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Local proxy

To send and receive HTTP requests, setting the network proxy is all that is required.
WebScarab can act as a user agent just like your browser:

Web
Browser

WebScarab

YOUR COMPUTER NETWORK PROXY WEB SERVER
(OPTIONAL)

However, WebScarab is most useful when you configure it as a local proxy for your
existing web browsers (and possibly other programs and tools):

Web
Browser

L

WebScarab

YOUR COMPUTER NETWORK PROXY WEB SERVER
(OPTIONAL)

To set up WebScarab as a local upstream proxy, you need to configure its listener(s)
and then change your browser (and other tools/programs) to route their HTTP traffic
via WebScarab.

Standard configuration

In the styandard configuration (as shown in the diagram immediately above), you
typically only need one listener configured and this should be marked as "Primary". It
is possible to add multiple listeners.

Tips:
- Only have one primary listener (otherwise there will be a conflict)
- Do not set "Base URL" on the primary listener

« Setting the speed to "unlimited" is recommended unless network latency
simulation is needed.

Listener configuration

Click on the Proxy tab and ensure the Listeners sub-tab is highlighted:
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EElx)

File View Tools Help
E i | XSSICRLF | SessioniD Analysis | Scripted | Fragments | Fuzzer | Compare | Search
Summary r Messages r Proxy r Manual Request r WebhServices r Spider ‘
Listeners rManuaIEdil rBeanSheII rMisceIIaneuus |
Address | Faort | Ease URL | Simulated network | Frimary
Stop
Start
Address Fort Base URL Speed Primary?
I | [untimited [=]
Time [ 1D [Method] URL [ Status

Click in the "address" field towards the bottom of the screen and create a new listener.
This will typically be a local host address e.g. 127.0.0.1 on an unused port number.

73 Webscarab AEE|

File View Tools Help

Extensions rXSStCRLF rSessinnIDnnalysis rScripted an rFuzzer rCompare rSearch
Summary |" Messages Py [ Manual Request I WebServices | spider |
Listeners | Manual Edit | Bean Shell | Miscellaneous |
Address | Fort | Base URL | simulated network | Frimary
Stop
Start
Address Part Base URL Speed Primary?
127001 (B | [Unlimited [+
................... e e
Tirme | 1D [Method] URL
Afik modem
Eonded [SDM
DSL (384K down, 128K up

T1

Click on the "Start" button on the right hand side to add the listener.
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 file View Tools Help
[ E | XSSICRLF | SessionID Analysis | Scripted | Fr. | Fuzzer | compare |  Search
Summary r Messages Proxy r Manual Request WehServices r Spider ‘
Listeners r Manual Edit rBean Shell rMisceIIaneuus |
Address | Fort | Ease URL | Simulated netnork | Frimary
127.0.0.1 go0a| |Unlimited |
Stop
Start
Address Faort Base LRL Speed Primary?
| | [Unlimited
Time | ID_ | method | URL | Status

You can remove listeners by clicking on them and then click on "Stop".

Browser configuration

Configure each web browser and other tools/programs to route their HTTP traffic via
the WebScarab primary listener.

Take care. All requests/responses from the reconfigured browser will pass through
the forward proxy (WebScarab) and be recorded. You should remove, disable or
avoid using tools/widgets/functions that your browser submits which are unrelated to
the application investigation.

D= Date tethod Fath Par
106 [2010/04014 14:54:27 |GET hitpeifwidgets alexa.com:go Jtraficisparky! =1 Lurl=google.co.uk o
104 (201004014 14:54:26 |GET hitp:iidata alexa.com:B0 IdatalfeQj91 mavAWo0aY “cli=10&ver=spky-1 4 S&dal=
103 (2010704014 14:54:26 |[POST hitp:iwidgets. alexa.com:g0 [trafficiranki Pref=hitp%3A%2F % 2P, g
102 201004014 14:54:26 |GET hittpeifenney.gooale.co Uk B0 /mapdata POMVKSRIDHREY-_BaEGwWLF|
101 (201004014 14:54:26 |GET hittpeannni google. co. uk 80 fimagesired_icons_A_G . png =
100 (201004014 14:54:26 |GET hittpeifesny.gooale.co Lk 80 /search *r=hot+hars+near+heathrow
99 2010004014 14:54:24 |GET hitpeifwid gets. alexa.com:Bo [trafficis parky! =1 &url=google.com

98 201000404 14:54:24 |GET http:iidata alexa.com: 80 [datalfrQj91 mavsii0oy Peli=108ver=spkyf1.4 98dat=1_ |
a7 2010004014 14:54:23 |GET hittpeifenwsy.goodle.com 80 Isearch o=hot+hars+near+heathrow
& 2010004014 14:54:22 |GET httpeisuggestqueries google corncB0 |[feompletelsearch Poutput=firefoxelient=firafou

95 2010704014 14:54:22 |GET hitp:fsuggesiqueries.google.com:80  |fcompleteisearch Poutpui=firefoxéclient=firefox.

94 2010004514 14:54:22 |GET hitpeitsugoesiqueries.google.corm:80 icompleteisearch Foutput=firefox&client=firefox.

93 010004014 14:54:21 |GET http:isuggestqueries google corm:80  [fcompletelsearch Foutput=firefox&elient=firafou

92 2010004014 14:54:14 |GET hitpeifwidgets alexa.corm:go Jtrafficis parkyl =1 SUr=owasp.ory

91 201004014 14:54:14 |GET hittpc e ovwasp.org:0 [findex.phpiGoogleigoogle_cu...

a0 201000404 14:54:13 |GET hittpelfad s, owaspoorg: 80 S delive il php Phannerid=35&campaignid=2
a9 2010704014 14:54:13 |GET hitpeiidata alexa.com:go [oata/ Q)31 mavaoooy Poli=10&ver=spky™1.4. 98dat=
ag 2010004014 14:54:15 |GET httpeifads. owasp.org: 80 Feevvaldeliverdai.php Milename=appsec_banner.pl

ar 201070414 145413 |GET hitpzihannni.owasp.org: 80 findex.php/oooglefgoogle_cu...

26 201004014 14:54:13 |GET hittpcifenney. ovwasp.org:80 Iskins/monobookiologo.gif

a4 010004014 14:54:13 |GET hittp:Mhannniy owvas poorg: 80 [=kins/monobookiuser gif

a4 2010704014 14:54:13 |GET hittpc et ovwas p.org: 80 /skins/monobookibullet.git

a3 201004014 14:54:13 |GET hitpefads. owasp.org:80 Tl deliverdatr.php Tn=a304a4618zoneid=28&ch=
a2 201000404 14:54:13 |GET hittphannni. owvas poorg: 80 [skins/commaoniimage sipowe. ..

a1 2010704014 14:54:13 |GET hittpc et ovwas p.org: 80 fimagestaTENNOrdmark.jpg

an 2010004014 14:54:13 |GET hittpriheenewr ovvas poorg: B0 firmagesidid2/Ucla_cwi 25 gif

Ta 2010704014 145413 |GET hitpzhannni.owasp.org: 80 fimage=iBE0/Logo_fiuba_baj..

e 2010/04014 14:54:13 |GET hittpc ey ovwasp.org:80 Jirnage SrEE 4/Uw-university. gif ~|
4] Il | I*]

You'll quickly see these in WebScarab's logs, but common things are:

search box suggestions
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- use of other websites (e.g. search engines, news, web mail)
- website privacy and security blocking services
- traffic ranking tools (e.g. Alexa).

It is important to prevent these events occurring for three main reasons:
1. they add to WebScarab's logs which means you may miss important requests

and responses with the application being investigated

you may keep the logs and someone else may look at them—you do not need

to, or want to, let other people know what you are looking at or what is
installed on your browser

3. third party sites may set or delete cookies.

If you are using Windows, WebScarab will try to configure Internet Explorer
automatically when it starts up, and remove the proxy settings when it is closed
again. This feature requires a JNI plugin/DLL, which has to be on the PATH. If the DLL
was successfully located, you will see a button entitled "Get IE Settings"

To check IE, and to set up other web browsers, go to:
«  Firefox
Tools > Options > Advanced > Network > Settings
« Internet Explorer
Tools > Internet Options > Connections > LAN settings > Advanced
« Opera
Tools > Preferences > Advanced > Network > Proxy servers
For example, in Firefox:

Coplgetlugg 2itjds Lj
Configure Proxies to Access the Internet
() Ma proxy
() Auto-detect proxy settings for this netwark
O Use system proxy settings

(3 Manual proxy configuration:

HTTP Proxy: | 127.0.0.1 Part: 5009

Use this proxy server for all protocols

Mo Praxy for: | localhost, 127.0.0.1

Example: .mozila.org, .net.nz, 192,168.1.0/24
O Automatic proxy configuration URL:

OF ] [ Cancel ] [ Help




WebScarab - OWASP Training — London - 16th April 2010

Reverse proxy configuration

Listener configuration

The Base URL setting mentioned previously is only used when you need WebScarab to
act as a reverse proxy i.e. pretend to be the server for a client that has fixed or
unconfigurable proxy settings. The Base URL will be the HTTP or HTTPS address of
the web application, with matching port number—typically 80 or 443.

Client WebScarab
Application

YOUR COMPUTER REVERSE PROXY NETWORK PROXY WEB SERVER
(OPTIONAL)

In this configuration, WebScarab should be set up on a different computer than the
client, and it should listen on all network interfaces (leave "Address" blank or set as
the network IP address of the machine WebScarab is installed on).

Browser configuration

The client application needs to be configured to use WebScarab's IP address (the
reverse proxy) for the web application's address—by editing the hosts file on the
computer running the client application (labelled "Your Computer" above). For an
application using SSL, you will also usually have to import WebScarab's certificate to
the client application's list of recognised certificates.

Tip: For Java applications, you may need to define another keystore. See:
http://forums.sun.com/thread.jspa?threadID=220329&tstart=165

10
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Other proxy settings

Some other settings of interest in the Proxy tab, under Miscellaneous.

Reveal hidden fields

Begin with this disabled, but it can be useful to help identify (and alter) hidden fields
in web forms.

s

S W ehscaral) L,’}:ﬂ,ﬂ‘

File View Tools Help
" E i rXSSK:RLF ‘SessiunIDnnalysis rScripted rFr Fuzzer rCumpare rSearch

Summary I Messages T Py Manual Request I WebServices [ spider |
rListeners rManuaIEdit rBeanSheII rMisceIIaneous |

Reveal hidden fields in HTML pages :

Prevent browser from caching content :[q o ciihis {0 change all hidden form fields to fext fields. Looks at pages of e HTKIL and javascript |
Inject known cookies into requests [

Get cookies from responses [_|

It does mess up the layout of pages, and you may find yourself toggling this on and
off.

Web Images %ideos Maps Mews Shopping Mail more w YWeb History | Search settings | Sign in L:g‘

GO‘\nge [hidden field name ="hI"]: :en

[hidden field name ="client™]: firefox-a
[hidden field name ="hs"]: |wd3 At

[hidden field name ="rls"]: |org.mozilla:en-GB:officic

[hidden field name ="q"]: |hot bars near heathrow

Search: @ the web O pages fram the LK

Web [ Show options.. Results 1- 10 of about 596,000 for hot bars near heathrow. {0.31 seconds)

Local business results for hot bars near Heathrow, Hounslow, Middlesex

"‘m?{%—a’” The Green Man Pub and Hotel - thegreenmanhotel.co.uk
25 LY Dagmar Avenue, Wembley - 020 8303 1441
#frdrirdy 18 reviews, directions, and more »

Qlo'rehamwood I

B " Benconsfield_ /.South

The Old Kings Head - www myspace. com
1 Hampton Court Road, Hampton Wick, Surrey - 020 8977 5444
1 review, directions, hours, and more »

Mi-Shake - werw. mi-shake. com
The Pavillions, 41 The Market Malls, Lixbridge, Hillingdon - 01895 255 825
1 review, directions, hours, and mare =

@ More results near Heathrow, Hounslow, Middlesex »

Restaurants near Heathrow Airport — Restaurant Guide — Square Meal

B restaurants within Skm of Heathrow Airport. Results from Square Meal, a guide to London &
UK ... Best bars & pubs for alfresco drinking in London ...

1wy squaremeal. co.ukdrestaurants/ /Heathrow_Airport - Cached - Similar

Restaurants near London Heathrow Airport Terminal 3 — Restaurant ...
Restaurants near London Heathrow Airport Terminal 3 ... Latest London restaurant & bar
openings ... Best bars & pubs for alfresco drinking in London ...

s e, squaremesl.co.uk/. ALondon_Heathrow_Airpont_Terminal_3 - Cached - Similar

London Heathrow Airport Bars and Restaurants - Heathrow Airport Guide
Includes all Heathrow airport's bars, pubs, restaurants and places to eat and ... If you fancy a
bite to eat you can pick up a fresh hot or cold snack or ...

N TR R s A S e T S A

<]

You can also amend the values in captured requests (see below).

11
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Prevent browser from caching content

This option removes any "if-modified-since" from requests to ensure that WebScarab
always has a copy of the response body, rather than allowing the browser to use a

locally cached copy.

ESWebbcarab)

File Wiew Tools Help

FExtEnsions | XSSICRLF | SessioniD Analysis | Scripted | Fragments | Fuzzer | Compare | Search

EIEx

Summary r Messages r Proxy r Manual Request

[

WebServices

I

Spider |

[‘Listeners | Manual Edit | Bean Shell | Miscellaneous |

Reveal hidden fields in HTML pages: [ |
Prevent browser from caching content :
Inject known cookies into requests [_|

Get cookies from responses | |

An example header that would be removed from a request is:

If-Modified-Since: Tue, 05 Jan 2010 09:59:47 GMT

It is recommended that this option is usually set. You may want to uncheck this if you

are investigating the application's caching.

Inject known cookies into requests

WebScarab can override any cookies in the browser and use its own "known cookies".

E3Wehscarab)

£ [B]x]
File View Tools Help
E i rXSSﬂCRLF ‘ SessionlD Analysis rScripted rFr Fuzzer ‘ Compare rSearch
Summary I Messages T Py Manual Request WebServices [ spider |

rListeners r Manual Edit rBean Shell rMisceIIaneous |

Reveal hidden fields in HTML pages: [ |
Prevent browser from caching content : [ ]
Inject known cookies into requests Elg

Get cookies from responses [_|

The cookies injected are defined in the Shared Cookies list (Tools > Shared Cookies):

B
E2Wenscarab) Jh—‘jﬁ
File View |Tools | Help

Extensiong Proxies niD Analysis rScripted rFr Fuzzer ‘ Compare rSearch
sumn|  ¢r i es T Py Manual Request I WebServices [ spider |
Listeners |  Certificates shell | Miscellaneous
Reveal higd =hared cuokjﬁ L O
TIranscoder
Prevent brg ent: [ ]
) Script Manager
Wiectknow o ot Plugins |
Get cookies [ yse Lite interface

Cookies are not automatically collected here (see below), but you can also manually

add or delete cookies:

12
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(B WebSearah G

BEE)

Cookies
Dornain Fath MHarne Date Walue Secure Max age Comment
.alexa.cam v aid 14-Apr-2010 RIS 1 manAa0... ™
.alexa.com i thwer 14-Apr-2010 =pkyf-1.4.9 |l
ads owasp.org i OAID 14-Apr-2010 aedcedb00dEd l
Qs owasp.or v OAVARE[3042461] 14-Apr-2010 A%IAZ%IAKRT.. ™
Wi, go0gle ok fgearch g5 14-Apr-2010 Q0=aGa0IGIhe... ™
Previous values
Diate Walue | Secure Max age | Comment

-
e Eoins

Domain : Add
Path : Delete
Name :
Value :

-

Close

Normally don't use "Inject known cookies into requests" until you need to need to sue

it to to help fix cookie values or to replay a

previous session for example.

Tip: To delete cookies in the list, click on their name in the top section and then click

on a value below. Then click on the Delete
value.

button. You will need to do this for each

\ERWehSearah Conlties - | @'
Cookies
Cormain Path Marne Date Walue Secure | Maxage | Comment

.google.co.uk i FREF Td-AprZ0T0 ID=cTTh1cO47e... L] -

.qoogle.com ! MID 14-Apr-2010 33=CEQOIMER.. L] 5

.google.cam i FREF 1d-Apr-2010 ID=1a6492032. L[]

ads owasp.org i DAID 14-Apr-2010 aedceds00dES ]

ads. 0wasp.org i OAVARS[A3I0458461] 14-Apr-2010 AMIAZWIAKT . =] i

W, go0gle co.uk /search 55 T4-Apr-2010 Gl0=arhiak. L T

i google com faccounts AL 14-Apr-2010 gkHrmFhiylQ [v]

iy, 00 2L CO M faccounts GoogleAccountsLocale.. [14-Apr-2010 en [v] -
Previous values

Date Walue Secure Max age Gomment

14-Apr-2010 Q0=aG801G hcnMghmtheiBo2WF DaHwdwe |

14-Apr-2010 Q0=aGa0IGJhecnMgbimyheiBo2wWE DaH v =

14-Apr-2010 @0=aG30IGIhenMghmyheiBo2WE DaHviw |

14-Anr2010 Q0=aW O KaWZpZW e 21U 200 Ay h ZGuow O Add

14-Apr-2010 Q0=attr b kaWZpZWatc 21U 2L gaGWhIGhyow L] Delete

Get cookies from responses

This will force WebScarab to extract Set Cookie headers from responses and adds

them to the Shared Cookies list.

(B3 WebSparab,

aEs

 File View Tools Help

r Fuzzer rCumpare r Search

' E |"XSSICRLF | SessionID Analysis | Scripted | Fr.
| Summary r Messages r Proxy r

Manual Request r WehServices r Spider ‘

(Listeners r Manual Edit rBean Shell rMisceIIaneuus |

Reveal hidden fields in HTML pages : [
Prevent browser from caching content : [
Inject known cookies into requests [ |

Get cookies from responses

Probably have this checked, so you can review the cookies being set at a glance.

13
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Logging

WebScarab sessions

WebScarab maintains a record of requests, responses and associated data from when
it is started to exiting, when the data are lost. This log is called the "session" and
should not be confused with session management of the application being
investigated.

Each time you run WebScarab, the first thing to do after checking configuration, is to
create a new session or open an existing session.

Creating a new session

From the File menu, select "new":

E|Web5carab JJ@
ETE| View Tools Help

Mew . pns | XSSICRLF | SessionlD Analysis | Scripted | Fragments | Fuzzer | Compare | Search

(_)pgn[% mary r Messages r Proxy r Manual Request r WebhServices r Spider ‘
Save fs | Manual Edit | BeanShell | Miscellaneous |

Exit Bddress | FPort | Base URL | Simulated network | Primary

127.0.0.1 | EIE]| |Unlimited |

In the file dialogue box, navigate to the directory you want to save the session data
in, and provide a name for the session. You may want to use dates and initials to
identify sessions.

| £ Jolawr el diyseiuy i st 1 225510 i a
Look In: |[Jtraining "‘
3 2010-04-15
File Name: |C ewitrainingtz010-04-16y \
Files of Type: |AII Files | - |

WebScarab will create two sub-directories within your selected destination called
"conversations" for request and response data and "fragments" for scripts and
comments extracted from HTML content. Both are initially empty.

The example directory structure matching the screen captures above is shown below:

14
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— £ cw

L [Z training
£12010-04-15

£3 conversations
23 fragrnents

Tip: Check WebScarab is writing data to the correct directory as soon as you begin
using using the tool.

Opening an existing session

To work with previously saved session, save any existing session and then select
"Open" from the File menu.

E2WebStaral: JJE‘
File | View Tools Help
New ns | XSS/ICRLF rSessiunID Analysis rScrimed r Fr r Fuzzer rCumpare r Search
open mary r Messages r Proxy r Manual Request r WehSenvices r Spider ‘
Save s_r Manual Edit rBean Shell rMisceIIaneuus |
Exit Address | Fort | Ease URL | Simulated netoork | Frimary
127001 | so0g| |Unlimited |
Select the session directory and click Open button:
|2 Cijuniz el diimetug it g 2 ure du s 222510000 m‘
Look In: |[Jtraining "‘
2010-04-15)
[J2010-04-16
File Name: |C'\cW\trammg\2D1IJ—[I=HS \
Files of Type: |AII Files | - |
omnly)
Open selacted file

Further activity will append data into this session.

15
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Saving sessions

Periodically, select "save" in the File menu to force all temporary data to be written to

the session directory. Save before exiting WebScarab.

Messages

The Messages tab logs actions and displays system messages. Use Help > Log Level

ES W ehibt
Eile| View Tools Help

New pns | XSSICRLF | SessionlD Analysis | Scripted | Fragments | Fuzzer | Compare | Search

Open mary r Messages r Proxy r Manual Request r WebhServices r Spider ‘
rs | Manual Edit | BeanShell | Miscellaneous |

Save
Exit R Bddress | FPort | Base URL | Simulated network | Primary
127.0.0.1 | EIE]| |Unlimited |

AEEE)

to control the level of detail. "Info" is usually sufficient.

|£: WebScarab g@

Hle Wiew Tools Help

E i rXSSJ‘CRLF rSessiunIDnnalysis rScripted rFr rFuzzer rCumpare rSean:h |
summary Messages [ Py | Manual Request I WebSenvices |" spider |

09:54:36 Listerier-127.0.0.1:8008- 41 (URESetcher fetchRes ponse): itp: (. owasp.org: 8 0Mim age slI04Denim_Group_Logo gif: 200 0K [«
08:54:35 Listener-127.0.0.1:8009-41(URLF etcher.feichResponse): Closing connection!
08:54:35 Listener-127 0.0.1:8009-42(URLF etcher fetchResponse): http:hasiw oweasp org: B0fimagesidid 20reamLab jpg - 200 Ok

08:54:35 Listener-127.0.0.1:8008-42(URLFetcher fetchResponse): Closing connection! T
08:44:36 Listener-127.0.0.1:8009-21 (ConnectionHandler run): ConnectionHandler got an error ; javacnet ss.38LException: Connection has
09:54:36 Listener-127.0.0.1:8008-43(URLF etcherfetchResponse): hitpabieasw.ovwasp.org:B0Aimane sMB/ETS_Logo . JPG 200 DK .
08:54.36 Listener-127.0.0.1:8009-43(URLFetcherfetchResponse): Closing connection!

08:454:36 Listener-127.0.0.1:8009-23(ConnectionHandler run): ConnectionHandler got an error : javaxnet ss|. 88L Exception: Connection has
08:54:36 Listener-127.0.0.1:8008-51(ConnectionHand|er.run): ConnectionHandler got an error : javax.net ss1.55LException: Connection has
08:54:36 Listener-127.0.0.1:8009- 44 (URLF etcher.fetchResponse): hitp: i owrasp.org:80fimage sielealFishnet_Security.gif - 200 Ok
09:54:36 Listener-127.0.0.1:8009-44(URLF etcher fetchResponse): Clasing connectian!

08:54:36 Listener-127.0.0.1:8008-46(URLF etcher fetchResponse): hitpiheasn.oweasp.org:B0imanesiaadizotham_Logo.gif: 200 Ok
08:54:36 Listener-127.0.0.1:8009-46({LURLF etcher fetchResponse): Closing connection!

08:54:36 Listener-127.0.0.1:2008-45(URLF etcherfetchResponse): hitpibeass. oweasp.org:B0Amane si3E34F ujitsu-red-opt-b-150x586 gif : 200
08:54:36 Listener-127.0.0.1:8009-45(URLF etcher.feichResponse): Closing connection!

089:54:37 Listener-127 0.01:8009-47 (URLFetcher fetchResponse): http: i oweasp org: B0fgooglefgoogle_coop js®*form=searchbox_00820
08:54:37 Listener-127.0.0.1:8008-47 (URLFetcher fetchResponse): Closing connection!

08:54:37 Listener-127.0.0.1:8009-48(URLF etcher fetchResponse): http: i owrasp.org:B0fimagesthiboHarisConnect_delrjpg : 200 Ok
09:54:37 Listener-127.0.0.1:8009-48(URLF etcher fetchResponse): Closing cannection!

08:54:37 Listener-127.0.0.1:8009-49(URLF etcher.fetchResponse): hitpfwww. owasp.org:80fimagesia/afiHp_logo2 jpg 0 200 Ok

08:54:37 Listener-127.0.0.1:8009-49(URLF etcher fetchResponse): Closing connection!

08:54:37 Listener-127.0.0.1:8008-50(URLF etcher fetchResponse): hitpdbssiew. owasp.org:Blfimangesidide/mpera_2eolor_RGE jpg @ 200 0K
08:54:37 Listener-127.0.0.1:8009-50(LIRLF etcher.feichResponse): Closing connection!

09:54:37 Listener-127.0.0.1:8009-52(URLF etcher fetchRespons el hitp: vy owasp org: 800 mage sididfB]_Logojpg : 200 OK

08:54:37 Listener-127.0.0.1:8008-52(URLFetcher fetchResponse): Closing connection!

08:454:37 Listener-127.0.0.1:8009-53(URLF etcher fetchResponse): http: i owrasp.org: 80f0mage siele dilnfovison_logo.gif: 300 Ok
09:54:37 Listener-127.0.0.1:8003-53(URLF etcher fetchResponse): Closing cannection!

08:54:37 Listener-127.0.0.1:8009-54 (URLF etcher.feichResponse): hitpfwww. owasp.org:B0fimagesd/45/sc2logo gif : 200 Ok =

<1 I \ | ]

o wewewse

Session log protection and preservation

The session data is likely to be confidential and may also contain sensitive data.
Ensure you store and protect the data in a manner instructed by the client (e.g.
contract, non-disclosure agreement), your own policies, the law (e.g. Data Protection

Act) and other mandates.

Be especially careful with tracking where data are copied and the secure deletion of

files.
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Requests and responses

HTTP - Hypertext Transfer Protocol
We need to understand the HTTP protocol. Full details:

HTTP - Hypertext Transfer Protocol, W3C
http://www.w3.0org/Protocols/

We don't need to craft our own requests, we can see what real web browsers and
sending and receiving back from web applications using WebScarab.

But it is useful to keep to and a list of HTTP response codes:

HTTP/1.1 Status Code Definitions
http://www.w3.org/Protocols/rfc2616/rfc2616-secl10.html

These will help us to identify redirects, not founds and server error messages.

Browser requests

First specify where the session will be stored. Then request a page in your browser.
The Summary tab of this Main window fills up with details of the requests being sent
by the browser:

|£:| WebScarab [Z]@
File View Tools Help
Extensions | XSSICRLF |  SessioniD Analysis | Scripted | Fragments | Fuzzer | Compare | Search |
Summary Rr Messages r Proxy r Manual Request r WebServices r Spider
] Tree Selection filters conversation list
Url | Methods [ Stetus  [Possibleni.] Injiection | Set-Cookie | Comments ||
o= [ hitp:iads. owasp arg:A0I =] [m] =] =]
o [ hitp:ddata. alexa.com: 20/ (™ I ™| |
o= [ hitp-ifwidgets alexa com 800 (] [ ™| [
o= [ nttp:itennne, ovasp.org: 80/ GET 301 Moved .. =] [ ™= [
1] 1l ] [»
T
D% Date ethod Host Fath Far
17 2010004015, [GET hitp:iidata.alexa com:g0 fdataro ARG mBYu00m O Pl
16 2010004515, |GET hitpffads.owasp org 80 Meeewildelivendai.nhp ile
15 2010004015, [GET bt Vads.owasp. org 80 porseafde iverdl g nhp 7ha
14 2010004015, |GET hitp iy, owasp.org:80 [skins!maonobookihullet.gif
13 2010004515 |GET bty Tads owasp. org a0 JorseaTde ivergat php n=
12 2010004015, |GET hitpfads. owasp org 80 Teeeeltelivendag. php
11 201000415 |GET hitpefwsiai owasp.org: 80 fextensionsiHeaderTabsiskinstheaderabsjs
10 2010004015, [GET ity o, ovyag p.org:80 Jskinslcommoniajass 730
e] 2010004415, |GET hitpifaenney. owasp.org:80 findex.php il
a 201000415 |GET hitpeiwsiai. owasp.org: 80 Iskinsicommaoniwikibits js 720
7 2010004015, |GET it iy, owvas poorg: 80 Havicon.ico
4] 201000415, |GET hitpeiwaai owaspoorg: 80 /skinsimonobookihandheld css 20
] 2010004015, |GET ity i, Dwas p.org:80 JskinsicammonicormmaonPrint.css 720
4 2010004415, |GET hitpifaenney. owasp.org:80 /skins!monobookimain.css 2207 |
3 2010004015, |[GET hittya i, Dwas p.org: B0 JestensionsiHeaderTabarskins/headentabs.ces —
2 2010004415, |GET hitp e, owasp.org:80 findex.php/Main_FPage
] 2010004015 |GET hitpefesai owasporg: 80 i -
4] I I [¥]

The IDs show the order in which the request are made. In this case ID 1 is the page
we requested, and the following ones are other page components (images, JavaScript,
style sheets, APIs, etc) the page references.

17
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bScarab
File View Tools Help

Extensions | XSS/CRLF | SessionID Analysis | Scripted | Fr
Summary I Messages [ Py [

. B

rFuzzer rCumpare rSearch ‘
Manual Request li WebSenvices [i

Spider |

[_] Tree Selection filters conversation list

Url \ hiethods | Status \F‘nsswhle Inj | Injection | Set-Cookie | Cnmmenﬂ_
o= [ hitpsiads.owasp.org: 800 =] [} =] [}
o= [ hitp:iidata. alexa.com: 80/ ] (|
o= [ hitp:itwidgets. alexa. com:B0f =] [ =] [
o= [ hitp:ihwenan cweasporg: B0 GET a01 Moved ] [ =] =]
4]
DT Date tfethoo Host Fath
a9 2010004015, |GET hitp:annni. coras poorg: 80 findex php/Google/google_custorn_search_waterma... -
88 2010J04015...|[GET hitt it owasp.ory: B0 Jskinsicomrmonsimagesipoweradby_rmediawiki_BBx3
87 2010/04015...|GET hittpifvasy. Dwasp.org:B0 Jinciex.php/googlefgoogle_custorn_search_watermar... =|
86 201000415, |GET hitp:fensni. owas p.org: 80 /zkins/monobook/ologo. gif
aa 2010004015, |GET hitp:annni. cocas poorg: 80 /=kinsimonobookiuser.gif
84 2010004015 |GET bittp e owvas P org 80 Jirnage s TEXWardmark jpg
a3 2010004415, [GET hitpffanane. owasp.ory: 80 fimanesidid2ilcla_cwl 25.0i0
a2 201000415, |GET hitp:fensni. owas p.org: 80 fimages/f/E0iLogo_fiuha_haja.gif
a1 2010004015, |GET hitp:annni. cocas poorg: 80 fimage siGI64iUw-university.gif
80 2010004015 |GET bittp e owvas P org 80 Jirnagesi1 N elPoly-nyu-logo jog
] 2010004415, [GET hitpffanane. owasp.ory: 80 [fimanesfafaaiew_stack_black.gif
e 201000415, |GET hitp:fensni. owas p.org: 80 fimages/Si55iILUNT. gif
7 2010004015, |GET hitp:annni. cocas poorg: 80 fimagesi M GiNothumbrialogojpg
7E 2010004015, [GET hitpffanane. owasp.ory: 80 [images/228iNkU_main-logo.gif
7a 2010004415, [GET hitpffanane. owasp.ory: 80 fimanesiciccUcirine_07_hluhex_smaijpg
T4 201000415, |GET hitp:fensni. owas p.org: 80 fimages/d/dYUT-Logo-for- OWWASF jpg
73 2010004015, |GET hitp:annni. cocas poorg: 80 fimagesic/cl/Logo_ISEF_pour_le_‘Web.jpg =
4] i [ [+

Right click and select "Show Conversation" or double-clicking on an entry (e.g. ID 1)
to display the full request and response in a new Conversation window:

. WebScarab - c

I
‘ Previous ” Next “1 - GET http:iiwww.owasp.org:80/ 301lﬁwed Permanenthy

sation 1

/oy

Parsed | Raw
Method URL Version
GET hit:ihweane. oS .0 800 HTTPR1.1
Header Valug
Host WA, WA SO
User-Agent hlozillars.0 dindows; LI Windows KT 5.1, 8.
Accept textihtml, applicationihtm+xml, applications, .
Accept-Language en-gh,en,g=0.5
Accept-Encoding ozip,deflate

AcceptCharget 1S0-8859-1 utF-8;u4=0.7 *0=0.7

Keep-Alive 135
Proxy-Connection keep-alive
TR T D e T e T R T T T R S DT A T TR

Hex

Position | 0] 1] 2[3[4][5]8]7]a]ala]lelc]o]E]F] String

o

Parsed | Raw
Version Status Message

HTTRI1 1 301 Moved Permanently

Header Valug

Date Thu, 15 Apr 2010 08:52:21 GMT
Server Apachel2.2.14 (Fedora)
Wary Accept-Encoding, Cookie

H-vary-Options
Expires
Cache-Caontral
Lagt-hodified

Accept-Encoding;list-contains=gzip, Cookie; ..
Thu, 01 Jan 1970 00:00:00 GMT

ptivate, mustrevalidate, max-age=0

Thu, 15 Apr 2010 08:52:21 GMT

Location http:hwene oweasp orgfindex phpitain_Page

Content-Encoding ozip

Caontent-length S|

Connection close

Caontent-Type text/himl, charget=ulf-8

T

Tip: Use the HTML, XML, Text and Hex tabs to display the response in different
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formats.

Change to the raw view tabs to see the conversation in a simpler format:

|£| WebScarab - conversation 1 E]@

Previous ” Next ‘|1 - GET http:iwww.owasp.org:80/ 301 Moved Permanently

[ Parsed | Raw

GET hitp:ihanani olsgasp.arg: 800 HTTRM 1

Host: vy 0veasp.org

zer-Agent: Mozillars.0 dindows; L Windows WT 5.1, en-GB; ne1.9.2.3) Gecko/20100401 Firefox3.6.3 (NET CLR 3.5.307249)
ceept: textthitml, applicationihimi ) applicationiml;g=0.9,770=0.8

w“ooept-Language: en-ghen,g=0.5
Wecept-Encoding: gzip, deflate

Accept-Charset 1IS0-8858-1 utt8,0=0.7 *,0=0.7
Keep-Alive: 115

Provy-Connection: keep-alive

HTTP1.1 201 Moved Permanently
Date: Thu, 15 Apr 2010 08:52:21 GMT
Server: Apachel2.2.14 (Fedora)
ary: Accept-Encoding Cookie
“Wan-Options: Accept-Encoding list-contains=ozip, Cookie;string-contains=wiki1 AToken; string-contains=wiki1 SLogged Out; string-contain s=wik
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Cache-Contral: private, mustrevalidate, max-age=0
Last-modified: Thu, 15 Apr 2010 02:52:21 GMT
Location: hitp fwreee. owasp.orglindex. phpiiain_Page
-Content-Encoding: gzip
Content-length: 21
Caonnection: close
ContentType: textihtml; charset=ut-

Here we can see the response was a redirect (301 = Moved Permanently) to
/index.php/Main_Page

Manual requests

We can create and submit an HTTP request manually in WebScarab. The easiest way
is to use an existing one and then edit it. We can copy text from the raw request.
Click and drag to highlight the first two lines and then Ctrl-C to copy to the clipboard:

-
|22/ WebScarab - conversation 1 E]@
‘ Previous ” Next “1 - GET http://'www.owasp.org:80/ 301 Moved Permanently

r Parsed | Raw

GET hitp:fasstr. owasp.org 800 HTTRM .1
Host: w03 Sp. o
Lser-Agent: Mozillarg® dvindows; L, Windows NT 5.1, en-GEB, nei1.9.2.3) Geckod20100401 Firefox3 6.3 (MET CLR 3.5.30728)
coept: textthtml applicationthtm|+aml applicationtanlg=0.9**q=0.8
ceept-Language: en-ghen;q=05
ceept-Encoding: gzip,deflate
creptCharset IS0-88588-1 utt-8,0=0.7 *0=0.7
leep-Alive: 115
Froxy-Connection: keep-alive

Then go to the Manual Request tab in the Main window (this leaves the Conversation
Window open):
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File View Tools Help
E i rXSSJCRLF rSessiunID Analysis rScripied r Fr r Fuzzer rCumpare r Search
Summary I Messages [ Py [ Manual Request i WebSenvices | spider |
IS
Previous Requests :| T |- |
Request
Parsed | Raw
Method URL Version
GET | | | [prTRia |
Header Walue Insert
Delete
A T
Hex
! Position [0[1[2[3]4]5]6]7]s]e]alBlc[DlE]F] String ||
ey
Response
Parsed | Raw
Version Status Message
Header | alue |
e A A A B e A o A 4 o o o P R 8 L P |
Hex
! Position |0]1[2[3]4]5]6]7]s]e]allc[D[E]F] String | ||
Get Cookies Fetch Response Update Cookie.ar

7 e T —

Then click on the Raw tab in the Request section:

M|f=1%)

File View Tools Help

F E i | XSSICRLF | SessionID Analysis | Scripted | Fragments | Fuzzer | Compare | Search
Summary r Messages r Proxy r Manual Request r WebSenvices r Spider ‘
Previous Requests : \ | - |
Request

Parsed | Raw
Version Status Message
| Headar | Walue |
|~." ................................................................................................................................................................................................................................................................................................ |
Hex
[_Position o] 1]2[s]e[s]6]7]e]aa[elclD[E[F] String I ||
Get Cookies Fetch Response Update CookieJar

T

and paste in (Ctrl-V) the two copied lines:
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=Joks

File View Tools Help

r Fuzzer rCumpare r Search

F Extensions | XSS/CRLF | SessionID Analysis | Scripted | Fr

Summary I Messages [ Py [

Manual Request i

WebSenvices

[

Spider |

Previous Requests : |

|v|

Request

[ Parsed | Raw

GET hitp/fassew.oweasp org: 800 HTTR .1
Host: whaner, owiasp.org

e e A

Response

Parsed | Raw

Version Status Message

Header |

[_Position [o]1[2]3] 4] 5[] 7] s 8]alB]clD[E[F]

String |

Get Cookies

Fetch Response Update Cookie.ar

I ——

Then click on the "Fetch Response" button and the response from the server appears

in the Response section:

File View Tools Help
Extensions rXSSJCRLF rSessionID Analysis rScripled r Fragments r Fuzzer rCnmpare r Search
Summary li Messages [ Proxy | Manual Request I WebSenvices |” spider |

Previous Requests : ‘ | - |

Request
[ Parsed | Raw

GET hitp:fhananer. owasp.org: 800 HTTRM A

Host waanee cwiaspoorg
T e e e e
Response

Parsed | Raw
\Version Status Message
HTTPH A an hioved Permanenthy
Header Walue

Date ) Thu, 15 Apr 2010 09:36:1 7 GMT -
Semer Apache/2.2.14 (Fedora)

ary AcceptEncoding, Cookie

H-an-Oplions Accept-Encoding,listcontains=nzip, Cookie;...

Expites Thu, 01 Jan 1970 00:00:00 GMT =
Cache-Caniral private, must-revalidate, max-age=0

Last-mModified Thu, 15 Apr 2010 083617 GMT

Lacation hitp:fhaveeir. owa s pooralindex.phpiMain_Page

Content-length 1 el
Connection close -
s
[HTML [ XML [ Text | Hex

Get Cookies H Fetch Response " ;i_._lp_t_‘.l_a_t_e ‘Cookie.ar

Tip: Click and drag on the textured horizontal bars to change the height of the

sections.
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You may want to try adding or removing other headers from the original request.
Here's a request without the HOST header:

oS

.[él WebScarab
File View Tools Help
Extensions rXSSJ'CRLF rSessionID Analysis rScripled r Fragments r Fuzzer rCnmpare r Search
Summary li Messages [ Proxy | Manual Request I WebSenvices |” spider |
Previous Requests : ‘ | - |
Request
Parsed | Raw
GET hitp:fhananee. owasp.org: 800 HTTRM A
T e e e e
Response
Parsed | Raw
\Version Status Message
HTTPH A 400 Bad Request
Header Walue
Date Thu, 15 Apr 2010 09:50:34 GMT
Semer Apachel2.2.14 (Fedora)
Content-length 226
Connection close
Content-Type textthtrml; charset=iso-8859-1
S
[HTML [ XML [ Text | Hex
Bad Request <]
Get Cookies Fetch Response Update Cookie.Jar

o wenewerss |

This begins to provide information on the configuration (in this case of the IOWASP
web site). Other sites may require some Accept headers too.

You can also select previous requests from
tab:

the drop-down list on the Muanil Request

| £ WebScarab

(M)f=1%]

File View Tools Help

r Fuzzer rCnmpare r Search

E | XSSICRLF | SessionID Analysis | Scripted | Fr
Summary r Messages |/ Proxy r

Manual Request r WehbSenvices r Spider

<]

|2

dertabs.css 200 OK

int.css 200 OK

css 200 0K

Previous Requests :
Rerquest 1 - GET http:/iwww.owasp.org:80/ 301 Moved Permane
[2 - GET http:/imww.owasp.org:80index.phpMain_Page 0K
FETD (3 - GET http:/iwww.owasp.org ions/HeaderTabs/ski
GET hittp:hiewie.0vad - GET hittp:/www.owasp.or /main.css 200 OK
5 - GET http:/www.owasp.or
6 - GET http:/iwww.owasp.or
[ - GET http:/iwww.owasp.org:80faviconico 200 OK
B - GET http://www.0Wasp.or i ikibits.js 200 OK

Intercepting and modifying conversations
Under the Proxy tab, select the Manual Edit tab. Click on "Intercept Requests". Leave

"Intercept Responses" unchecked for now:
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| £ WebScarab

ME][>

File \iew Tools Help

| Fuzzer | Compare | Search

E | XSSICRLF | SessioniD Analysis | Scripted | Fr
Summary r Messages r Proxy r

Manual Request r WebServices r Spider |

Listeners | Manual Edit | Bean Shell | Miscellaneous |

Intercept requests :

I Iude Paths matching :

Case Sensitive Regular Expressions ? []

-

GET

POST Exclude paths matching :

HEAD [ tmifipalpnalesslislicolswiaxd. 5§

PUT
DELETE
TRACE
PROPFIND
OPTIONS

Intercept responses : [ |
Only MIME-Types matching :

It is possible to use regular expressions here to limit which paths are included and
excluded. Typically, you won't want to intercept every request since each page may
contain scores of requests, most of which relate to static content, and you don't want

to have to intervene with every one.

Now request a URL using your web browser. The browser will wait, and WebScarab

will open an Edit Request window:

| £/ Edit Request

/e

Intercept requests : Intercept responses : | |

r Parsed | Raw

k{ost WAL DWAS .07

Uzer-Agent Mozillars 0 Qvindows; L Windows NT 51, en-GB; el 9.2 3) Gecko/20100401 Firefot3 5.3 (NET CLR 3 5.30729)

ceept: textthtml applicationtzhtmli+xml,applicationsmlg=0.9,""g=0.8
Aecept-Language: en-gh,en;g=015
e cept-Encading: gzip, deflate
Wecept-Charset 1S0-B858-1 ut-8;g=0.7 *g=0.7
keep-Alive: 1146
FProxy-Connection: keep-alive
Feferer: hitp: b, owaspoorgindex.phpiMain_FPage

GET httpeifessew. ovea sp.org B 0findes phpfCategory . OWASP_Project HTTPIM .1

Here you can edit the raw (or parsed) request and then accept/cancel the changes to
send the request to the web server. Abort request will prevent anything being sent to
the server (and an error message will be displayed in the browser).
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The headers and/or payloads can be modified.

Similarly responses can be captured and modified. This may be useful if the web
page's behaviour changes in response to returned data.

Response comparison

On the Compare tab, select a conversation ID from the drop-down list (the base
response) and then another (the target response) from the grid below. The two
responses are shown side-by-side:

£ WebScarab M
Hle Wiew Tools Help
E i rXSSICRLF rSessiunID Analysis rScripied r Fr r Fuzzer rCumpare r Search |
Ssummary I Messages " Py | Manual Request I WebSenvices |” spider |
1 - GET http:/iwww.owasp.org:80/ 301 Moved Permanently -
[} Date Method Host Fath Farameters Status Qrigin Distance
1 2010/04015 0. [GET hittp:fhasaneo... |F 301 Moved P |Proxy 0j =
2 2010/041 5 0. JGET hitp: 0., findexphpibl.. 200 QK P rocey 4536|=
3 201004150 |GET N |hittpoiveasn . [festensionss 200 0k Prossy BET)
4 2010/04015 0. |GET hittpefhassa.0... |Fskins/mono... [7207 200 QK Prosy A468| |
i 2010504015 0. [GET . ... |[7307 200 QK Procy 1114|=
T T R -

]

|

The Distance column in the grid is a measure of the difference between the two
responses - actually the Levenshtein Edit Distance, showing the number of edits
(inserts, changes, and deletes) that are required to transform the base response into
the current target.
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Additional resources

Project wiki, OWASP
http://www.owasp.org/index.php/Category:OWASP_ WebScarab Project

Quick start guide, Rogan Dawes
http://dawes.za.net/rogan/webscarab/quickstart.php

Getting started tutorial, project wiki, OWASP
http://www.owasp.org/index.php/WebScarab_Tutorial

Manual, Rogan Dawes
http://dawes.za.net/rogan/webscarab/docs/

Presentations

Uncovering WebScarab's Hidden Treasures, Rogan Dawes
https://www.owasp.org/images/8/88/OWASP EU Summit 2008 WebSca
rab_treasures.ppt

WebScarab-NG, Dave Wichers
http://www.owasp.org/index.php/File:OWASPAppSec2007Milan_WebScar
abNG.ppt

Project mailing list

https://lists.owasp.org/mailman/listinfo/owasp-webscarab

OWASP WebGoat and WebScarab, Lulu books

http://www.lulu.com/product/paperback/owasp-webgoat-and-
webscarab/1889624
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