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																							 	 	Agenda	

2013 OWASP CISO GUIDE VERSION 1 
•  Why we developed 
•  Main Themes 
•  Lesson learned from OWASP CISO Survey 2013-2014 
 
Planned 2018 OWASP CISO GUIDE VERSION 2 
•  CISO discussions at 2017 OWASP Summit in London 
•  Outcomes of CISO track discussions 
•  Roadmap for updated to vs. 2 + (mini CISO survey) 
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																							CISO	Guide	Version	1	(2013)		

OWASP CISO 
Guide authors, 
contributors and 
reviewers:  
•  Tobias Gondrom 
•  Eoin Keary 
•  Any Lewis 
•  Marco Morana 
•  Stephanie Tan 
•  Colin Watson 

 
•  OWASP CISO Guide: 

https://www.owasp.org/images/d/d6/Owasp-ciso-guide.pdf 
•  OWASP CISO Survey: 

https://www.surveymonkey.com/s/CISO2013Survey  
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CISOs: I need 
to make sure 
our apps 
comply with 
PCI-DSS and  
OWASP Top Ten. 
I need to initiate  
a Security in 
SDLC program 
and activities 
such as threat 
modeling and 
secure code 
reviews	

DevOps 
Manager: 
can we include 
secure coding 
training for S/W 
developers ?	

Business-
Product	
Manager:	Can we 
align this with our 
project cycle? What 
will be the impact on 
releases? 

Why	We	Developed	the	CISO	Guide	Version	1	(2013)		
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Main	Themes	For	CISO	Guide	Version	1	

 
PART I – Application 

Security Triggers 
 e.g. Meeting Compliance 

Requirements; 
 Testing and fixing 

vulnerabilities; 
 
 
 

PART IV – Managing 
Application Security 
Risks &  Investments 

Application 
Security Process Metrics; 

Vulnerability Metrics; 
Security Incident Metrics & 

Threat Intelligence Reporting; 
S-SDLC Metrics 

 
PART II – Creating 
AppSec Program 
e.g. Scope Based Upon 

Risks; 
   Factor Emerging Threats   
& Emerging Technologies 

 
 
 

PART III-Managing 
Application Security 

Program 
CISO Functions &  

Application Security; 
S-SDLC; 

Maturity Models; 
Security Strategy; 
OWASP Projects 
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Change	in	the	threats	facing	your	organiza;on	

External	a>acks	or	fraud(e.g.,	phishing,	website	a>acks)	

Internal	a>acks	or	fraud	(e.g.,	abuse	of	privileges,	theM	of	informaNon)	

Lesson	Learned	From	OWASP	2013	CISO	Survey	1/7	
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CISO	Guide	Reboot	@	2017	OWASP	Summit	London	UK	
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Vs.	2	Guide	Contents:	What	Was	Discussed	

Could	be:	
1.   Incorporate	reference	to	

outcomes	of	2017	Summit	CISO	
track		

2.   Expand	to	include	new	tools/
technologies	such	as	RASP	

3.   Expand	to	include	compliance	
with	GDPR	

4.   Expand	on	new	emerging	
technology	risks	and	provide	risk	
MiNgaNon	Guidance	(e.g.	APIs	
and	Micro-services,	Biometrics)	

5.   Expand	on	Risk	Mgmt.	Strategies	
For	Vendors,	Provisioning,	
Supply-Chain	Risks	

6.   Expand	on	new	evolving	threats	
facing	web	Applica;ons	(e.g.	0-
day	exploits)	

7.   Add	reference	to	handbooks	and		
playbooks	for	CISO’s	managed	
process	

	

It	was..	
1.   Make	OWASP	Resources	More	

Visible	to	CISOs	
2.   Prac;ces	for	Built-In	Soaware	

Security	into	Processes,	TesNng	
Tools	and	Training		

3.   How	to	derive	security	
requirements	for	compliance	
with	Standards	and	Policies	

4.   How	to	Priori;ze	Vulnerability	
Management	Based	Upon	Risks	
of	Threats,	Vulnerabili;es	and	
Adacks/Exploits	

5.   Guidance	on	How	to	Align	
Applica;on	Security	Strategy	
with	IT	Strategy	

6.   How	to	factor	emerging	
technology	risks		

7.   How	to	Communicate	Risks	to	
Business	Including	Threats,	
VulnerabiliNes	(OWASP	T10)	and	
Impacts	
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2017	OWASP	Summit:	CISO	Discussion	Outcomes	(1/2)		
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2017	OWASP	Summit:	CISO	Discussion	Outcomes	(2/2)		
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2017	OWASP	Summit:	CISO	Survey	Outcomes		
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OWASP	CISO	Guide	Vs2	2018	Edi;on	Plan	
Roadmap	and	(Status)	:		
1.   Reboot	the	project	(at	AppSec	USA	2017	Project	

Summit)	create	new	version	2,	wiki,	GitHub	repository	
(done)	

2.   Reac;vate	OWASP	CISO	mailing	list	(done)	
3.   Call	for	contribu;ons,	sponsors	and	revisions	(in	

progress)	
4.   Develop	the	contents:	(in	progress)	as	being	discussed	

at	OWASP	Summit	in	London	back	in	June	(in	progress)	
5.   Create	a	mini	2018	CISO:	to	socialize	with	CISOs	at	CISO	

summits	using	Survey	Monkey	lists	(not	started)	
6.   Create	contents	for	the	first	draa	of	version	2:	(in	

progress)	
Goal	is	produce	a	draa	by	30/3/2018	and	a	reviewed	
version	by	end	of	June	2018		


