START

N

For each of the questions, consider
them in an operational situation
where the concern is to discover
"what is happening right now?",
rather than side-effects or later
intents

Does the threat
event fall within the scope No
defined on page 4 of the OWASP

OWASP Automated Threats to Web Applications - Threat Event Identification Chart v1.0

Automated Threat
Handbook?

Threats events are out-of-scope if they are the exploitation of an implementation bug, or do not require on the

existence of the web to be materialised. Some examples that are out-of-scope are native mobile apps (but their

web end points are in scope), threats pre-deployments (e.g. design, development, testing, deployment), threats that
Yes affect web businesses but are not undertaken using the web, other layer 7 protocols including FTP and SMTP, host

addressing and identification, attacks targeting network infrastructure, network, HTTP and SSL/TLS denial-of-service,

and, physical and environmental attacks against components supporting web applications.

Are web-placed
advertisements
being mis-used?

Yes

No

Are payment Yes
cardholder data
being mis-used?

No

Are existing Yes
authentication credentials
being mis-used?

No

Are new
accounts being
created?

Yes

No

Are coupon
numbers, voucher codes,
discount tokens or the
like being
mis-used?

Yes

No

Is the application Yes
being examined for
possible weaknesses?

No

Are
anti-automation
tests being
solved?

Yes

No

Is some resource No
being used up or
exhausted?

Yes

OAT-003 Ad Fraud

Are full card
details being used
to identify valid
data?

No

Yes

OAT-001 Carding

Are
username/password
pairs being used to
identify full valid
credentials?

No

Yes

OAT-008 Credential Stuffing

OAT-019 Account Creation

OAT-002 Token Cracking

Are very specific
requests being received that
will elicit information about the
software/framework?

No

Yes

OAT-004 Fingerprinting

OAT-009 CAPTCHA Bypass

Are repeated link
clicks, page requests or form
submissions being used to
alter a metric?

No

Yes

OAT-016 Skewing

Is the sale or
allocation of the stock of
goods and services being
denied to legitimate
users?

OAT-xxx Inventory Exhaustion

Are dates and

security codes No

being guessed to
generate full data?

Yes

OAT-010 Card Cracking

Are different
usernames and/or
passwords being used
to generate full
credentials?

No

Yes

OAT-007 Credential Cracking

Is the application
being probed/explored
to identify its constituents
and properties?

No

Yes

OAT-018 Footprinting

Is malicious
or questionable information
being added to displayed content,
database content or user
messages?

No

Yes

OAT-017 Spamming

Are the resources

of the application or database No

Are multiple
credentials being used
by an
intermediary?

Yes

OAT-020 Account Aggregation

Is the application
being crawled
and fuzzed to identify
vulnerabilities?

Yes

OAT-014 Vulnerability Scanning

Is application
content or other data
being collected?

Yes

OAT-011 Scraping

No

No

Are full card
details, or other user
account data, being
used to buy goods
or obtain cash?

OAT-012 Cashing Out

No

o$

NOT IN SCOPE >

A

No

Are last minute
bids or offers being made
for goods or services?

Yes

OAT-013 Sniping

No

Are
unfair methods being used
to obtain limited-availability or
preferred goods
or services?

No

Yes

OAT-005 Scalping

Are slow,
tedious or time-consuming
actions being hastened?

No

Yes

OAT-006 Expediting

servers, or of its users,
being over-consumed?

OAT-015 Denial of Service

It is possible you have identifed
an automated threat event that
is within scope, but is missing
from the ontology - please send
information to the project's
mailing list



