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I.  What is a WAF?




Seems almost like anything in front of a web application these days is a WAF.  But – doesn’t it actually have to be able to help protect a web application to really be worthwhile?  It feels to me like we’ve been here before.  Anyone remember Gauntlet and early 90’s proxy firewalls?



II.  I’m not a Web Application Firewall expert.  I’m just getting into it, so I’m hoping this will be an ongoing series as I explore two different Web Application Firewalls:  F5 TrafficShield and ModSecurity.  I will cover ModSecurity as much as possible, and refer to TrafficShield as a comparison where applicable.



III.  Web Application Firewall Evaluation Criteria




A.  Deployment Architecture





Mode of Operation





SSL





Traffic blocking, or just tracking





Appliance or software only





Impacts to availability, recovery, etc.



B.  HTTP and HTML Protocol Support





Protocol validation





Enforcing restrictions





Evaluating the same encoding as used by each application





Intercepting authentication and authorization





Response filtering (protecting Intellectual Property, etc)




C.  Detection Techniques





Normalization





Negative and positive security models





Rules





Signatures




D.  Protection Techniques





Brute force attacks





Cookies





Sessions





Hidden form fields




E.  Logging




F.  Reporting




G.  Management





Configuration





Securing the WAF itself




H.  Performance





Basic HTTP performance





Performance with SSL





Performance under load




I.   XML





Those pesky web services.
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