[image: image1.png]OWASP

‘The Open Web Application Security Project
v wapory






Directions:  Use this checklist as a guide for determining if your application is following secure application development procedures.  
	Authentication: 

	How do users other entities log into the system?


	What type of information is contained in the system (excluding login Id and password) Is it considered confidential/Highly confidential information/Top Secret?


	What type of users use this system? 

E.g., External customers, Internal users, “Trusted users” General public... (Please specify)



	Are Pins at least X characters and Passwords at least XX?
	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 


	Are Passwords of Complex Composition? 
	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 


	Any mechanism for password expiration (i.e. Password expires in 60 days and requires changes from user)
	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 


	Is there any mechanism to restrict user cannot use same password for a specific number of password change cycle (e.g. 5 cycles)?
	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 


	Is the PIN or Password stored in a HASH format in the database? 
	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 


	Is the account locked in the DB if there are between 3 and X bad attempts to login to the account? 
	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 


	GET, POST & Encryption: Are you only ever sending the ID & Password via the POST method? 

Ensure that GET is not used to send sensitive data as the information is logged in clear text even if SSL is used. SSL only encrypts data in transit – not at the destination point. If POST is used the HTTP body is not logged. However the POST method still sends data as clear text, thus encryption is vital. 

Ensure that encryption is used for sensitive data at the application level.


	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 



	Are you ever passing the user's password in the clear over the network internally? 
	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 


	Are you storing the user's password anywhere other than the database? (In hidden field/cookie/session object?)
If yes, where?  (Please specify) 


	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 


	For confidential transaction, have you considered to suggest client machines to install any software to clean the cookies and temporary regularly? 


	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 



 
	Authorization: 

	How do you ensure that a given user is only allowed to see data that they have been authorized to view? (Please specify)


	

	How granular is your Authorization check? (Answer the questions below)
	

	Does it support access levels? e.g. user, group, admin, etc.
	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 


	Does it support permissions per access level? e.g. read, write, delete, create, etc.
	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 


	Does every page have an explicit check to your authorization logic?

A check is made on every request received from the browser.
	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 



 
	Data Validation 

	Are you validating every source of input from the browser that comes into your application? (Answer questions below)
	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 


	All form data (text boxes, select boxes, hidden fields, etc.)
	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 


	Cookies used by your application
	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 


	Headers (Things such as REFERER, USERAGENT, Content-Length, Content-Type etc.)
	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 


	What type of validation rules does the application use? (Answer each question below)
	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 


	Does the application exploit any Data validation functions contained in the underlying framework? (E.g. Commons Validator .NET Security etc).  http://www.owasp.org/software/validation.html
	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 


	Uses validation rules that are specific to field data
	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 


	Uses generic validation rule for all fields
	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 


	Are you using the strongest level of validation possible?
	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 


	Did you remember to check for maximum length for each field?
	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 


	If data fails validation for being too long, do you send that information to your logs in its entirety?
	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 


	Do you encode bad data before echoing it back to the browser to prevent cross-site scripting issues?
	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 



 
	Error Handling 

	Do you have an Error handling strategy? 

For example, have you defined a set of error code and not disclose too many internal and sensitive information in the error message?
	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 


	Did you build the logic in your application to 'fail securely'? (Basically establishing a default fail stance, and only letting something continue when it has explicitly passed?)
	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 



 

	Logging/Debugging/Error Messages 

	Are you making sure NOT to log any highly confidential/secret information to your logs, such as password?
	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 


	Have you made sure that only business error messages (such as 'insufficient funds' or 'you do not have rights to that function') are being sent back to the browser?
	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 


	Have you ensured that your main error page for serious system problems is generic and not too revealing of the problem that occurred on the server?
	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 


	Have you made sure that the logging strategy recognises the following: 

· User input you have logged, possibly as a result of an error, is clean of things that might cause a cross-site scripting attack if later viewed through a browser?
· Logging user input without length checks?
	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 


	Have you got a policy and standard on log reviews to detect possible faults?
	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 


	Have you regularly backed up the logs to an offline storage?
	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 



	Testing Strategy 

	Have you planned for any testing strategy including unit test and system integration test, load test and penetration test?
	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 


	Have you produced a criteria checklist for testing in either functional areas or technical platform area?
	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 


	Have you considered some tools for your testing automation?
	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 



 
	Cookie/Session Management 

	Have you encrypted all confidential or highly confidential information that is being passed in cookies?
	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 


	If you made your own session identifier, have you made sure that it is random & unique?
	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 


	Have you made sure that your sessions expire both after disuse (HTTP timeout) as well as after a set length of time (Hardlimit)? 
	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 


	Do you have a session validation strategy? When is the user’s session validated (ideally should be done on every request received)? (please specify)


	Yes : FORMCHECKBOX 
  No: FORMCHECKBOX 



 

